ROBUST NOISE-BASED ATTACKS AGAINST AUDIO

EVENT DETECTION SYSTEMS

by
RODRIGO AUGUSTO SILVA DOS SANTOS

DISSERTATION

Submitted in partial fulfillment of the requirements
for the degree of Doctor of Philosophy at
The University of Texas at Arlington
May, 2022

Arlington, Texas

Supervising Committee:

Shirin Nilizadeh, Supervising Professor
Bahram Khalili

Farhad Kamangar

Jiang Ming



ABSTRACT

Robust Noise-Based Attacks Against Audio Event Detection Systems

Rodrigo Augusto Silva dos Santos, Ph.D.

The University of Texas at Arlington, 2022

Supervising Professor: Shirin Nilizadeh

The massive advances on the field of deep neural networks in the 2000 and 2010
decades led to an overwhelming adoption of these algorithms on all sorts of domains and
applications. Under this widespread adoption scenario, it is natural that these neural
networks have also been employed on safety-related use cases, bringing substantial
improvements to the performance of existing as well as novel systems. Examples of these
safety-inclined applications include scene recognition, object detection and tracking,
speech recognition, audio event detection and classification, just to cite a few ones.

Unfortunately, these neural network algorithms have been shown to be vulnerable
to different forms of attacks that can prevent them from performing as intended and as
designed. These attacks have also, so far, been shown to be impossible to be fully
eliminated or even dealt with to a definitive degree of satisfaction. This is because these
attacks exploit the very fundamental way these algorithms are conceived in the first place,

deriving their malicious efficacy from the very intrinsic neural networks properties.
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The focus of this dissertation is on audio event detection (AED) systems and on to
seek to contribute for the advance of neural network safe use on the AED domain.
Existing real AED systems are tested to exhaustion to evaluate the state-of-the-art.
Research and implementation efforts are then switched to neural networks (NN), the main
component behind the AED capabilities by several of these modern systems.

Throughout this doctoral research, different state-of-the-art AED devices are field
tested, several AED classifiers are implemented, attacked, as well as defended, and a
full End-to-end AED system is proposed. These experiments are done under the objective
to generate new knowledge to contribute to the mitigation and bridging of the existing

gaps in practical AED systems.
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CHAPTER 1: AUDIO EVENT DETECTION

In this chapter, the foundations of this doctoral research are presented. As
such, in section 1.1 the full research background as well as the two fundamental
knowledge areas for this dissertation, namely deep neural networks and audio
event detection are introduced; in section 1.2, an overview is provided on some of
the relevant technical challenges pertaining the practical intersection of these two
key knowledge areas; in section 1.3, an early overview is provided on the proposed
scientific contributions to be originated from this doctoral research; in section 1.4
an outline of what will be addressed in each subsequent chapter of this dissertation
is discussed, which includes an overview of the final work to be carried out during

the last year of doctoral research.

1.1 RESEARCH BACKGROUND

The Internet of Things, or simply IoT, is a term introduced back in 1999
[Ahsan2016] that describes an unprecedented network made of electrical or
heterogeneous “electronic devices of various sizes and capabilities that are
connected to the internet” [Miraz2015]. According to [Larrucea2017], these
“‘networked sensors and smart objects” serve the purpose of measuring /
controlling / operating on an environment in order to make it intelligent, usable,
programmable, and capable of providing useful services to humans".

Practical applications of IoT devices include but are not limited to

environmental monitoring, infrastructure management, manufacturing, home
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automation, smart cities, transportation, medical and health care systems, and
others. According to [Hognelid2015], 1oT has been described as the third wave of
information technology-driven transformation, the first dating back to the 1960's
and 1970’s, when computers became able to perform previously manual tasks and
processes, and the second dating back to the 1980s and 1990s, when connectivity
and communication between machines and humans became ubiquitous.

According to [Husamuddin2017], by 2020, it is expected that IoT will reach 50
billion connected devices, and by 2025, according to [Al-Fugaha2015], the whole
annual economic impact to be caused by 10T will be over 6 trillion dollars. These
forecasts, according to [Shrestha2014], offer great opportunity for 10T users to be
connected to anything, whenever needed, wherever needed. With so many users’
devices connected among themselves, one can infer that the amount of data
collected by such devices is massive. To serve 0T users efficiently, these huge
amounts of data should be worked in real-time [Al-Fugaha2014].

In other words, the data must go through “several levels of processing in order
to produce a high-level description of the environment with discrete semantic
states called context” [Venkatesh2017]. This IoT vision, according to [Singh2014],
will be built on top of the diverse sensors available to users, and these are the
basic way in which these large volumes of raw data will be gathered for subsequent
“churning out” in an understandable manner. Still within the presented context, 10T
based Cyber-Physical Systems (CPSs) go even further, including not only
embedded sensors and processors, but also actuators, allowing these systems not
only to sense but also to interact with the physical world.

Many of these 10T CPS systems include audio-related capabilities.

14



1.1.1 Aubpio EVENT DETECTION

Audio-enabled CPS systems can obtain the audio input from some acoustic
sensors and then can process it for some specific purpose. Among those purposes
one could name speech recognition (SR) and audio event detection (AED), just to
cite a few. While both SR and AED systems work on audio samples, their goals
and algorithms are different. Speech recognition works on vocal tracts and
structured language, where the units of sound (e.g., phonemes) are similar. As
such, SR systems require an approach for linking these basic units of sounds to
form words and sentences, which then in turn, become recognizable and
meaningful to humans [Bilen2020, Cowling2003, Jose2020].

AED systems, on the other hand, cannot look for specific phonetic
sequences to identify a specific sound [Hamid2014], and because of very distinct
patterns presented by different sound events (e.g.. dog bark vs. gunshot) a
different AED algorithm should be used for every specific sound event combo.
Also, for AED, the Signal-To-Noise Ratio (SNR) tends to be low, being even lower
when the distance between acoustic source and the microphones performing the
audio capture increases [Crocco02016]. As such different authors indicate that
developing algorithms for detecting audio events is more challenging than
developing algorithms for SR [Bilen2020, Cowling2003, Hamid2014, Crocco2016].

Both SR and AED are relevant and applicable to a wide variety of domain
problems. This doctoral dissertation, however, will focus on AED applications for
the safety domain. This is due to safety being a major concern in people’s lives.

For instance, gun shooting represents one of the major threats to safety every
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person is exposed to [Nytimes2018]. Situations like the Las Vegas Mandalay Bay
hotel massacre, where a shooter fired his guns at defenseless and innocent
country music concertgoers, killing 58 and harming over 850 people, are good
examples of how everything can suddenly run out of control, bringing major impact
to the lives of individuals, families, and authorities.

There have been over 300 mass shootings in the US in 2018 alone, according
to the Business Insider [Robinson2018], which contributes to statistics pointing out
to the trend that it is more likely that Americans will die to gun violence than many
of the other leading causes of deaths combined. With numbers such as these, it is
not surprising that governmental efforts and reports such as [HHS2014] try to
convey to organizations and the general public the need for preparedness for
situations that involve risks to safety, such as that of active shooters.

The approach on [HHS2014] as well as other similar approaches usually rely
on some sort of planning and preventive actions, followed by response actions to
be employed once the emergency occurs. While one cannot overstate how
important such efforts are in improving the general public's response to emergency
situations, this doctoral dissertation also advocates for the continuous advance on
the field of emergency technology through research efforts that ultimately lead to
new knowledge as well as technological improvements.

This work, thus seek to achieve such improvements through the promotion of
advances on safety-related application of AED systems, capable of detection and
subsequent classification of safety related sonic events of interest, such as
gunshots and glass breakage. In the last decades there has been a surge on the
research and development of Machine Learning-enabled AED systems, and this

dissertation leverages this trend.
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1.1.2 DEEP LEARNING AND NEURAL NETWORKS

Machine Learning, while a subfield of Artificial Intelligence, is, according to
[Somvanshi2016], “the ability of machines to learn”, through the employment of
algorithms, tied to mathematical optimization, and that can be used on many
computational tasks. Machine Learning is a huge technological trend and is now
omni present, playing a vital role in diverse fields by using data to train
[Shailaja2018] and then to generate knowledge [Reddy2018] by discovering and
extracting patterns from subsequently supplied data.

This dynamic is extremely relevant for decision-making on many different
practical problem domains and has the potential to provide breakthrough
innovation when coped together with the vast amounts of data harnessed by 10T /
CPS systems / devices. Machine Learning algorithms can be generally categorized
as supervised, unsupervised and reinforcement based. According to
[Somvanshi2016], supervised ML algorithms are provided with sample inputs for
training data, mapping these inputs to outputs, analyzing, and studying this data,
and producing an inferred function that can be used to classify new input data.

Author [Somvanshi2016] also defines unsupervised ML, stating that it is
provided with inputs but has no desired output, the classification thus being done
with the purpose of correctly differentiating between different supplied datasets.
Finally, [Somvanshil6] describes reinforcement ML as actions taken by software
to maximize the notion of cumulative reward, being employed in fields such as

swarm intelligence and genetic algorithms. The exact same, previously presented
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categories are also applicable to the machine learning specialized subfield called
known as Deep Learning.

Deep Learning (DL) advances traditional machine learning by addressing
some of its known drawbacks. For instance, it reduces the need for the specialized
domain knowledge required to feature engineer the massive amounts of data. In
other words, DL brings much more automation to the crucial step of input data
feature extraction. This in turn allows DL classifiers to perform their task with
significantly less human intervention. This is largely possible due to advances in
one class of deep learning algorithms, called (Deep) Neural Networks.

Neural Networks (NN) algorithms received such name from their loose
inspiration on the way biological brains work and they are called deep because of
the multilayer architecture they adopt, consisting of several stacked layers (hence
being deep). As pointed out by [Jordan and Mitchell], these algorithms support
decision making purposes across many aspects of science, commerce, and
government. This is thanks to the capabilities of NNs to generate predictions, in
other words, their ability to generate an output correlated to a given input.

The recent growth in the use of deep learning for the enhancement of
speech recognition and audio event detection capabilities [Austin2020, Eagle2020,
Abdullah2019, Choi2005], especially on safety-driven domains has raised

concerns about their robustness against adversarial attacks.
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1.1.3 ADVERSARIAL ATTACKS

In the context of machine / deep learning, adversarial attacks happen where
the adversary (the attacker) tries to fool the machine / deep learning algorithms
being employed under a specific purpose. Some studies have already shown that
deep neural network classifiers are susceptible to adversarial attacks aimed at
causing misclassifications [Carlini2017, Goodfellow2014].

An adversarial example is defined as a sample of input data which has been
modified in a way that is intended to cause a machine learning algorithm to
misclassify [Kurakin2016]. Another possibility is to evade detection altogether, in
other words, by using adversarial examples, the attacker may fully evade the

detection and subsequent correct event classification.

1.2 RELATED WORK AND RESEARCH CHALLENGES

Research on these detection and classification evasion attacks through
adversarial examples have so far largely focused on image-based tasks
[Akhtar2018, Athalye2017, Hendrik2017, Su2019]. For the audio processing
domain, most of adversarial research focused so far or on speech and speaker
recognition applications [Carlini2018, Kwon2019, Abdullah2019, Zhang2017].

On said domain, evasion attacks crafted to fool SR systems usually involve
generating malicious audio commands that are recognized and interpreted by the

audio models, used in voice processing systems, but that are either inaudible or
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that at least have a low degree of perceptibility to the human ear. On the AED front,
however, adversarial research has been shy.

Recently, [Subramanian2020] studied the transferability of adversarial
attacks in sound event classification, generating adversarial examples based on
the Carlini and Wagner attack [Carlini2018]. Some other work has studied
countermeasure techniques for improving the resilience of AED systems against
adversarial attacks [Roy2018, Carlini2018, Ma02020], however, most of these
techniques are passive in nature, besides working on the image space (e.g.:

adversarial spectrograms) rather than the audio space.

1.3 DISSERTATION CONTRIBUTIONS

This doctoral dissertation proposes to focus its research efforts on the
advance of neural network-enabled audio event detection systems. More
specifically, this proposal is about focusing its research efforts on understanding
how well state-of-the-art AED real systems work in practice, and later focus on the
audio processing portion of AED systems, hence on the study, research and
development of audio attack and corresponding defense approaches, applicable
to neural networks, tailored for AED tasks.

These networks make up the main component of modern AED systems, and
advances on them can directly contribute to a broader spectrum of safer AED
applications, thus leading to a better future where these applications, not
completely ubiquitous now, but that will, undoubtedly, become ubiquitous in the

near future. To reach such advances, this doctoral research was proposed as a
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concatenation of three distinct phases, summarized in section 1.4 and shown in

Figure 1.

Robust attacks and defenses

PHASE 3
- Improved attack stealthiness;

- Expanded attack envelope;

- Expanded on-the-field attack AED device scope.
- E2E AED system.

Generalization and Adversarial
Attacks

- Adoption of external datasets;

- Test against adversarial attacks; RHBSE2

- Model robustness improvements;

- Other sound classes addition: safety
and non-safety oriented;

- Early on-the-field attacks.

PHASE 1 Deep Learning Foundations

- Research and implementation on different DL classifiers;
- Fine tuning for improved performance on AED domain;

- Gunshot recognition;

- Crafting of own datasets;

- Pure and mixed sounds alike;

- White noise.

Figure 1: Doctoral research roadmap

1.4 DISSERTATION ORGANIZATION

In Chapter 2, the foundation blocks of this doctoral research are presented.
Neural network classifiers, tailored for AED purposes, are built, and are attacked
by an early form of audio attack, made of white noise. While this early attack is
neither inaudible not stealthy, it has several advantages, such as that of being
easily reproducible, even by non-technology-savvy individuals, thus being practical

for a large roster of adversaries. It also becomes a prime candidate to be employed
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as part of concrete attacks, to be carried out in on-the-field fashion against physical
AED-capable devices.

In chapter 3, the white noise attacks are once again employed against better
refined neural network classifiers, specifically built for AED purposes. These white
noise disturbances are now also employed against actual AED-capable gear. More
specifically, the disturbances are reproduced, in on-the-field fashion, using audio
and computing commaodity devices, against AED-capable Google Nest devices,
which, as a safety-oriented device, can detect safety-related suspicious sounds,
such as those of glass breakage.

Also in chapter 3, existing and actively research defenses are tested out
against the white noise attacks. The first line of defense consists of adversarial
training, a technique widely employed on the image processing domain, however,
used with less intensity in the audio domain. Oversampling, another technique
largely employed on the image space is also employed here in the audio space,
though to a smaller extent and less relevance than adversarial training.

Also, in chapter 3, an experimental denoising technique, derived from the
audio denoising function available in the world-wide known Audacity audio
processing tool is tried out as a defense mechanism. An important feature of the
experimental implemented function is that unlike in the original, where two audio
profiles are needed (one with the audio to be denoised, another one with the known
noise to be removed), only a single audio profile is needed and computed for the
denoising to take place.

The implementation is said to be experimental because despite bringing at
this point relevant improvements to classification results performed on top of

denoised audio input, it is known that the denoising algorithm can be further
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optimized and should be tweaked in order to generalize better, as currently, it not
only brings with it the denoising capability itself, but also brings audio losses,
having its effectiveness limited to a few audio classes only. Finally, chapter 3 is
closed with different variants of noisy disturbances, as well as signal-to-noise ratio
experiments being introduced.

In chapter 4, the attacks against actual AED capable gear are expanded in
scope, now including stealthy variants. This is in addition to an extended roster of
AED capable black-box devices under test. And E2E AED capable system is also
proposed, and this is achieved by coupling previously used in-house built
classifiers to external components (i.e.: microphone). As such, evaluations are
performed not only against 3-party AED devices, but also against a system
originated from this research. The E2E AED system outperforms the state-of-the
art black box devices while it showcases the shortfalls of adding components to

the data pipelines used by DL-enabled AED systems.
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CHAPTER 2: DISTUPTING AED CLASSIFIERS WITH WHITE NOISE

In the second chapter of this dissertation, the first phase of this doctoral research
and all its early and foundational blocks are introduced. More specifically, in
section 2.1 a brief introduction to the research direction is presented, followed by
the research motivation and rationale in section 2.2. In section 2.3 the early
research methodology is introduced, including detailed information on the
implemented state of the art neural networks, suited for, and employed for audio
event detection purposes. Details on the planning and design of the early
laboratory-level experiments are also provided in this section. In 2.4 the results
obtained from the execution of the planned experiments are provided and
discussed. A concluding overview of the knowledge generated during the first

phase of this research, as well as its next steps are brought in in section 2.5.

2.1 INTRODUCTION

Convolutional Neural Networks (CNN) and Convolutional Recurrent Neural
Networks (CRNN), built to be suited for the task of audio event detection and
classification, are developed, and tested, initially under ideal conditions. Next,
these classifiers are attacked with white noise disturbances, conceived to be
simple and straightforward to be implemented and employed, even by non-
technology-savvy attackers. The scenario under which these tests and attacks
take place is safety-oriented (AED systems tailored to perform safety-related

sound detection and classification, such as gunshots).
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2.2 BACKGROUND AND MOTIVATION

AED systems for long have been employed for safety purposes, through the
detection of suspicious sounds such as gunshots, footsteps, and others. Gunshot
sound detection has been extensively researched and represented a good starting
point for this doctoral research. AED systems for gunshot detection can be
employed anywhere, from home to business, and even public spaces, where they
are able to constantly monitor the environment for suspicious events.

These safety-oriented AED systems, just like any other orientation AED
system, nowadays make extensive use of state-of-the-art deep learning classifiers,
such as convolutional neural networks (CNN) [Zhou2017] and convolutional
recurrent neural networks (CRNN) [Lim2017], as their primary detection and
classification algorithms. This is due to performance gains these networks
generate when compared to legacy approaches.

These gains allowed for widespread CNN and CRNN algorithms
employment, reason why this dissertation starts by having both a CNN and a
CRNN, tailored for AED purposes, chosen as classifiers to be implemented and
employed on the several experiments to follow. The attacks, on this case made of
white noise, are employed with the intents of negatively affecting both classifiers’
AED performance.

This is because several studies have shown that unwanted noise can have
a detrimental effect on neural network classifier performance [Alraddadi2019,
Boyat2015]. It is one of the objectives of this doctoral research to study these

negative effects brought by such disturbances on deep learning-enabled AED
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systems, hence, leading next to the study of countermeasures that can potentially

mitigate these negative effects.
2.3 THREAT MODEL

In the adopted threat model (seen in Figure 2), it is assumed that the
attacker, while attempting to cause harm, actively adds white noise perturbations
to the sound being fed to the AED system. Such threat model was reproduced
within the confines of a research laboratory, in other words, white noise was
digitally overlaid to the gunshot sounds being used as the AED input. The attacker

has no knowledge of the inner implementation details of the AED system.

AED System Pipeline (black-box)
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Figure 2: Phase 1 threat model
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2.4 MATERIALS AND METHODS

2.4.1 CNN

Convolutional neural networks are considered to be the best among
learning algorithms in understanding image contents [Khan2019]. CNNs were
inspired by the organization of the animal visual cortex [Yamashita2018], providing
increasingly better performance as they become deeper, while also becoming
harder to train [Thakkar2018].

An AED-tailored CNN model based on the work of Zhou et al. [Zhou2017],
was implemented. Such tailoring was reached after some initial experimentation,
and the final model available for phase 1 of this doctoral research came to be

composed by the following components:

e Convolutional layers: three convolutional blocks, each one with two
convolutional 2D layers. These layers have 32, 64, 64, 64, 128 and 128
filters (total of 480) of size 3 by 3. Same padding is also applied to the
first convolutional layer of each block.

e Pooling layers: three 2 by 2 max pooling layers, each coming right after
the second convolutional layer of each convolutional block.

e Dense layers: two dense (also known as fully connected) layers come
after the last convolutional block.

e Activation functions: these functions compute the weighted sum of

inputs and biases, and as such, are responsible for the firing or no firing
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of neurons [Nwankpa2015]. For the presented CNN, ReLU activation is
applied after each convolutional layer as well as after the first fully
connected layer, while Softmax activation is applied only once, after the
second fully connected layer. In other words, ReLU is applied to all inner
layers, while Softmax is applied to the most outer layer;

e Regularization: applied in the end of each convolutional block as well as
after the first fully connected layer, with 25, 50, 50 and 50% respectively.
Regularization, also known as dropout, per [Srivastava2014], addresses
the overfitting problem, among other common neural network issues.
The CNN uses sparse categorical cross entropy as a loss function and
RMSprop as an optimizer. A visual representation of its architecture can

be seen in Figure 3.
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Figure 3: Architecture adopted for Convolutional Neural Network classifier
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2.4.2 CRNN

Convolutional recurrent neural networks (CRNN) address one shortfall of
regular CNNs - the lack of memory about long-term dependencies over sequences
[Fu2017, Gao2018]. Xinyu Fu [Fu2017] proposed to implement a CRNN, where
common sigmoid activation function is replaced by a long short-term memory
(LSTM) advanced activation. It was shown that CRNNs work better with longer or
lengthier inputs [Gao2018] because LSTM activation ensures that outputs of the
previous point in time connect to the next point in time.

For this dissertation, a CRNN model was implemented, having been
inspired by the work of Lim et al [Lim2017]. Such inspiration comes from the fact
that said CRNN has been successfully used for gunshot recognition, presenting
reasonable performance. The CRNN model was tailored by considering the results
from some initial experimentation, and by the end of the first phase of this doctoral

research, came to be composed by the following:

e Convolutional layers: one convolutional block, with one convolutional layer.
This block is made by 128 filters of size 32, ReLU activation and batch
normalization, pooling layer of size of 40 and a dropout layer of 0.3.

e LSTM layer: one backwards LSTM layer with 128 units, followed by tanh
activation and a new dropout of 0.3.

e Dense layers: two stacked dense layers, the first with 128 units and the second
with two, each one followed by batch normalization and the first one followed

by a ReLU activation and the last one by a Softmax activation.
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The CRNN used sparse categorical cross entropy as loss function and

Adam as optimizer.

2.4.3 SPECTROGRAMS

The approach adopted by other authors, such as [Zhou2017, Lim2017,
Alraddadi2019] with regards to relying to spectrograms as the input of choice to be
fed to deep learning models was adopted as part of phase 1 and subsequent
phases of this doctoral research. Such common approach, besides facilitating later
comparisons, has already proven to be general enough, as spectrograms, being
images, fit well as input to both CNN and CRNN models.

Spectrograms display in a graph (usually 2D) the spectrum of frequency
changes over time for a sound signal, by chopping it up and then stacking the
slices one close to each other [Roelandts2013]. Unlike speech, sound events often
have shorter duration but with more distinctive time-frequency representations,
which it has been shown to be a good feature for sound classification [Dennis2011,
Lim2017, Zhou2017].

One of this doctoral research major design constraints is related to the
spectrograms. That constraint resides on the fact that the disturbances must be
added to the audio portion of the AED system, and as such, all subsequent
spectrogram generation must be free of interference. In other words, the
disturbances represented by the proposed white noise attacks are introduced

directly to the audio files, prior to their conversion to spectrograms.
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As such, in the first phase threat model, the attacker does not have direct
access to the spectrogram generation algorithm (black-box I0T/CPS system). This
is because it is assumed that the attacker does not have any knowledge about the
system and simply tries to alter the sounds generated by the gun before capture
by the hypothetical AED system. Samples of spectrograms generated as part of

this study can be seen in Figure 4.
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Figure 4: Spectrograms under different noisy conditions
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2.4.4 WHITE NOISE

As pointed out by [Edmonds2006], white noise happens when “each audible
frequency is equally loud”, meaning no sound feature, “shape or form can be
distinguished”. A major reason for choosing white noise was the concrete
possibility of employing it as part of later practical, on-the-field attacks. Another
reason was the simplicity of the attack, thus making it largely available for a large

roster of attackers.
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In the end, while other types of noise, such as gaussian noise and pink
noise generally meet the same criteria previously presented, thus also being prone
to be used by an adversary, white noise was the disturbance of choice for phase
1 because this noisy variant is widely adopted by different research across different

domains [Dahlan2018, Vashuki2012, Montillet2013].

2.4.5 DATASETS

DCASE 2017 [DCASE2017] provides datasets for several different acoustic
classification tasks. For phase 1, the detection of rare sound events dataset was
the main dataset acquired and employed in the experiments, since besides being
publicly available, it also contains a relatively high number of good quality sounds.
To increase the number of data points available to our research, additional gunshot
samples from [AirborneSound2017, UrbanSound2017] were also acquired,
bringing the total number of samples to 2000.

As positive sounds, 1500 of these sounds are dedicated for training and
500 for testing. Finally, for the negative classes, samples from other sources were
acquired, namely [MIMI12019, ESC502021, Freesound2021, Zapsplat2021 and
Fesliyan2021]. The negative classes are made of pump, children playing, fan,
valve, and music, in other words, sounds that did not carry gunshot sounds. The

samples were normalized in terms of frequency, channels, and size (length).
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2.4.6 EXPERIMENTS

The experiments conducted as part of phase 1 involve the use of our two
neural network classifiers, set as two different representation of an AED system
that detects gunshot sounds. Digital gunshot samples are used, first in unnoisy
conditions, and then they are infused with progressively higher levels noise. The
training and testing sets were crafted within a laboratory, and then employed to
train and to test the neural networks, also within a laboratory environment.

The experiments were binary (output could be either gunshot or non-
gunshot). Both the training and test sets always had the two participating classes
in a balanced fashion. In other words, it was guaranteed that each experiment
would always have the same number of samples per class in each experiment. A

summary of these experiments follows next.

e Unnoisy experiments: Both AED classifiers exposed to digital
gunshot sounds, without any disturbance.

e White noise experiments: Both AED classifiers exposed to digital
gunshot sounds. The disturbances, made of white noise, are

dynamic in nature.

The process for generating the dynamic white noise infused samples can
be seen in Algorithm 1. In it, white noise is added to the original audio sample,
while again configuring it with the amount of desired noise (through the adjustment
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factor or amplitude control), being derived from the highest amplitude already
present in the sound sample being disturbed.

Different thresholds for the white noise adjustment factor ranging from 0 (no
white noise) and 1 (100 percent noise), thus consisting of multiple thresholds along
this interval were tested prior to this beginning of the actual experiments. The initial
value (0.0001) was picked based on the criteria of finding a number that was mild
in terms of perceptibly while still being able to negatively affect the classifiers.

The choice for the final value (0.4) did not take into consideration the
perceptibility criteria, but considered instead a value that would absolutely
guarantee, from a practical result perspective, the maximum disturbance to
classifier performance possible. The remaining thresholds were chosen in the
interval between these initial and final values and the final values were 0.0001,

0.0005, 0.001, 0.005, 0.01, 0.05, 0.1, 0.2, 0.3, 0.4.

Result: Perturbed audio sample

initialization;

for number of audio files in the test set do
sample = load audio file as an array;
noise = adjustment factor * max element of the array;
perturbed sample = sample + noise * normal distribution;
save perturbed sample;

end

Algorithm 1: White noise generation.
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2.5 RESULTS

When executing the baseline unnoisy experiments, both models perform
reasonably well, with accuracies above 80%. This sets the tone for the
experiments that come next, where we proceed to attack these same classifiers
with white noise. When this happens, both models present drops in classification

performance as soon as such noise is introduced to the test sets.

CNN CRNN

Condition | Acc. Prec. Rcl. F1 Acc. Prec. Rcl. F1

Unnoisy 0.88 0.88 0.88 0.88 0.81 0.93 0.66 | 0.77

0.0001 0.88 0.88 0.88 0.88 0.81 0.93 0.66 | 0.78

0.0005 0.87 0.89 0.84 0.87 0.81 0.92 0.67 | 0.78

0.001 0.87 0.89 085 | 0.87 | 0.81 0.92 0.67 | 0.78

0.005 0.88 0.90 0.86 | 0.88 | 0.81 0.92 0.68 | 0.79

0.01 0.85 0.90 0.78 | 0.84 | 0.81 0.88 0.73 | 0.80

0.05 0.83 0.90 0.74 | 0.81 | 0.84 0.87 0.80 | 0.83

0.1 0.64 0.93 0.30 0.45 | 0.70 0.66 0.83 | 0.73
0.2 0.56 0.94 0.13 0.23 | 0.66 0.64 0.74 | 0.68
0.3 0.51 1 0.012 | 0.02 0.49 0.48 0.35 | 041
0.4 0.5 0 0 0 0.49 0.34 0.11 | 0.16

Table 1: Phase 1 consolidated results
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The drops are small but cumulative, and a sharper drop is noticed when the
0.1 threshold is reached, only to become unacceptably worse from there on, to the
point of rendering both models essentially useless. One can also realize that the
CRNN is proved to be slightly more robust than the CNN, and one can credit this
to its memory advantage over the CNN [Fu2017, Gao2018].

The consolidated results can be seen in Table 1, and the graphical

visualization of these results can be seen in Figures 5 and 6.
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Figure 5: CNN results
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This section covers other authors’ work related exclusively to phase 1.

Several research focusing on audio classification and event detection exist. Some

of these relevant works are presented, and the focus mostly stays on “suspicious

audio events” detection. These are represented by worrisome sounds such as

those of gunshots, glass breaking, crying, etc.

2.6.1 AuDIO EVENT DETECTION

AED systems have been used in environments and applications that have
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the capability of collecting real-time audio data multimedia data (including video
and/or audio data) and identifying audio events. For example, some health
monitoring devices detect sounds, such as coughs to identify symptoms of
abnormal health conditions [Matos2006, Larson2011, Peng2009]. Also, some
home devices can classify acoustic events of distinct classes (e.g., a baby cry
event, music, news, sports, cartoons, and movie) [Matsuoka2020, Vafeiadis2020,
Petridis2010, Evangelopoulos2009].

Some commercial initiatives [Shooter2020, Eagle2020, Austin2020,
Showenl1997] have proposed AED systems specifically designed for gunshot
detection. ShotSpotter [Showen1997] and SECURES [Pagel995] can detect
gunshots by obtaining data from distributed sensors deployed to a large coverage
area, and by employing next some traditional signal processing techniques. For
instance, SECURES relies on acoustic pulse analysis (pulse peak, width,
frequency, shape) performed by electronic circuitry while ShotSpotter employs a
specialized software that uses the noise levels in decibels to differentiate gunshots
from other sounds.

[Shiekh2017, Busse2019, Rabaoui2008] use Support Vector Machines
(SVM) for classifying gunshot sounds. [Shiekh2017] and [Busse2019] differ
between each other on the facts that [Shiekh2017] removes reverberations from
the audio to make it "cleaner" while [Busse2019] makes use of some oversampling
procedures, generating synthetic gunshot sounds. [Chu2004], besides SVM, also
uses Gaussian Mixture Models (GMM), a model also employed by [Clavel2005]
and [Dufaux2000]. [Chu2004] also goes to the extent of comparing SVM against
GMM, the first model outperforming the second for both audio classes used.

Finally, [Dufaux2000] besides GMM uses Hidden Markov Models (HMM), which
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outperformed GMM on all experiments for all sound classes, under silent and noisy
conditions alike.

Other works classify emergency related sounds by employing more modern
approaches based on machine learning [Tangkawanit2018, Hansheng2013,
Pillos2016, Zhou2017, Khamparia2019], using different variants of Neural
Networks (NNs) and different sets of features to perform audio classification. For
instance, authors [Zhou2017] and [Khamparia2019] use Convolutional Neural
Networks (CNN), while authors [Lim2017] and [Cakir2017] use both CNNs
Recurrent Neural Networks (RNN), the former using Long Short Term Memory Unit
(LSTM) and the latter using Gated Recurrent Unit (GRU).

An ensemble of CNNs is used by [Donmoon2017] to perform urban sound
classification, where two independent, slightly different models take inputs and
compute individual predictions, while a final prediction through ensembling both
models’ probabilities. Author [Ghaffarzadegan2017] uses an ensemble of Deep

CNN, Dilatated CNN (DCNN) and Deep RNN for rare events classification.

2.6.2 IMAGES AS PART OF AUDIO EVENT DETECTION

Most of the neural network-based AED research resort to audio signal
transformation into spectrograms, using these images as inputs to their classifiers
[Zhou2017, Khamparia2019, Li2016, Donmoon2017]. [Li2016], rather than the
spectrograms, uses a combination of partitioned monochrome images derived

from spectrograms.
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2.7 CONCLUSION

This chapter presented the foundation blocks of this doctoral
dissertation, in which research was set to study how deep learning-enabled audio
event detection (AED) system work in the first place. Following next, the research
was set in a deeper course to study how to make it possible to attack such systems
with audio, rather than images, disturbances. White noise was chosen.

The first phase results clearly showed that AED systems, more specifically,
the neural networks that power such systems, are susceptible against white noise
attacks, as the performance of both the CNN and CRNN classifiers were degraded
by nearly 100% when tested against the perturbations. These results are both
revealing and important for the following research phases.

Such importance comes from the fact that white noise is simple to
reproduce, thus being at the reach of a large roster of potential attackers, including
on-the-field capable ones. The same simplicity makes it to also be hard to be
filtered out without affecting the sound capture capability needed for an AED
system, especially when higher noisy thresholds are used.

Devices embedded with EAD capabilities are already a reality, currently
being in the process of becoming ubiquitous for a broad audience. These are real
physical devices that employ deep learning models for the detection of suspicious
events for security purposes, being largely available for purchase and deployment
to homes around the world.

Some examples of these devices are ones manufactured by major

companies, such as the Echo Dot and Echo Show by Amazon [Alexa2019], and
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Nest Mini and Nest Hub by Google [Nest2021a, Nest2021b]. Despite still being
limited in terms of detection capabilities, as most of these devices can detect only
a few varieties of audio events, attempts to create general purpose devices,
capable of detecting a wide spectrum of audio events, are known to be in the
making, e.g., See-Sound [SeeSound2021].

Large scale deployments of these devices as well as attacks against them
are as such, just a matter of time. For instance, white-noise reproduction capable
gear based on speakers and other specialized equipment are widely available to
the broad audience for a long time now [Soundmachines2021]. These can become
physical devices that generate audio disturbances on the field.

More sophisticated gear, with increased capabilities are also a reality and
are intensively researched and used by military and law enforcement agencies
around the world [Mizokami2010, Dormehi2018, Kesslen2019, Chavez2017]. As
such, attack solutions that could rely on all sorts of gear, from tiny and discrete
devices to large and complex ones are available today.

Therefore, it is not a stretch to envision a scenario where an attacker (e.g.:
burglar) could plan for days, weeks or even months in advance on how to deploy
attacks against an audio-based AED system. By doing so, such attacker would
either delay or avoid detection by an AED system, and as such, gain time to
perform his malicious intents.

A burglar could well use an "on-the-field" variant of the white noise attack
to disrupt a home-based AED system, thus being able to invade an empty
residence without being detected and/or triggering AED-associated alarms and

notifications (since a potential glass breakage would not be detected by the under-
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attack AED system). After gaining entrance, the burglar could potentially perform
his activities, such as robbery, without being disturbed.

Hypothesizing further, as AED systems gain popularity and scale, it is not
difficult to envision a scenario where an AED system may be protecting a public
area, and terrorists, aware of such monitoring, employ noisy disturbances, like the
white noise ones, to disrupt such system. This would make it hard for authorities
to respond as an attacker could negate the system's ability to detect a sound of
interest (e.g.: gunshots being fired) and subsequently to relay the location of the
sound, given such triangulation and notification capabilities are also available.

The hypothesis of a practical white-noise attack that can successfully be
applied against exist AED-capable devices, becomes as such, a prime

experimentation target for subsequent phases of this doctoral research.
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CHAPTER 3: ATTACK AND DEFENSE MECHANISMS

In this third chapter, the second and middle phase of this doctoral research is
presented. The chapter starts with its introduction found in section 3.1 and
continues to its motivation in section 3.2. The specific methodology followed for
this middle part of the research can be seen in section 3.3, including but not limited
to the adversarial training strategy as well as to important implementation details
regarding the experimental denoising function. Also of key importance are the
details brought on the choice of actual AED capable physical devices as well as
their arrangement for the first on-the-field research experiments conducted as part
of this doctoral dissertation. The experiments aftermath is covered in section 3.4

and the chapter conclusions are covered in section 3.5.

3.1 INTRODUCTION

The second phase of this research maintains its focus on audio event
detection (AED) algorithms through the reimplementation of an AED-tailored
Convolutional Neural Network (CNN) classifier. Said classifier faces an expanded
attack envelope, now consisting of white noise and background noise. Like what
happened during phase 1, such development and attacks are conducted in a
laboratory level scenario, thus revalidating previously reached results.

Following these lab-level experiments, mainstream commercially available
black-box AED-capable devices are set to work as intended, searching for

suspicious sounds, namely glass break sounds. These devices, while on duty, are
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tested under ideal conditions regarding their AED capabilities and are next
exposed to an on-the-field version of the noisy attacks (white and background).
Defenses are also evaluated, and these consist of adversarial training and
of an experimental denoising function, applied to the input audio samples,
immediately after noise addition and prior to the conversion to spectrograms. In
other words, during the second phase of this doctoral research, besides the

attacks, defenses are also applied and studied.

3.2 BACKGROUND AND MOTIVATION

Phase 1 of this doctoral research was important because its results clearly
showed that it is possible to use simple, yet effective white noise to disturb deep
learning (DL) classifiers employed for audio event detection (AED) tasks. This
early research, however, brings with it important limitations, such as the use of a
single type of disturbance, of a single audio class of interest (gunshot), and the
fact that it was entirely confined to a laboratory.

Another very important limitation was the lack of experimentation regarding
possible countermeasures to the white noise attacks, even if held in a laboratory
scenario. Phase 2, as such, addresses these limitations, since it was devised to
continue testing the robustness of multiple security critical AED tasks,
implemented as CNNSs classifiers, but also to test existing third-party Nest devices,
manufactured by Google, which run their own black-box deep learning models.

The adversarial examples (audio perturbations) were made of white and

different forms of background noise. Despite the increased attack envelope, the
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disturbances in the scope of phase 2 remain easy to create, and to reproduce,
being at the grasp of many potential attackers, hence, this important research
design constraint conceived back during phase 1 remains valid.

In addition to the attacks, the improvement of classifier's robustness through
specific countermeasures are also studied. These consisted of both adversarial
training and audio denoising, and they are evaluated, both in isolation from each
other as well as in combined fashion, while being applied to the audio input fed to
both the in-house built CNN classifier and to the third-party device.

Given the several critical applications of AED systems and vast collection
of possible usage scenarios for these AED systems, during phase 2 of this
research the possible scenarios are narrowed down, thus a home security scenario
was selected to emulate a physical world AED deployment, where the AED system
would be constantly monitoring the environment for suspicious events.

Considering that the Nest devices come from the factory being capable of
detecting glass break sounds, said sound class plus the original gunshot class
from phase 1 were chosen to be phase 2 positive classes (the ones containing the
sounds of interest. In the revised threat model for phase 2, the AED system is
deployed as part of a home security system, and the adversary, while attempting
to cause harm, aims to prevent the AED system from correctly detecting and
classifying the sound events. For this purpose, the adversary generates some
noise (e.g., background noise or white noise) which can perturb the audio being

captured by the AED system.
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3.3 THREAT MODEL

In the evolved threat model for phase 2, the attacker employs not only white
noise, but also background noise to the sounds used as input to the AED system.
Besides additional lab-level experiments, now the attacker also performs the
attacks while being on the field, using commodity equipment to perform the attack.
The attacker remains bling to the inner implementation details of the AED system,
regardless of if it made of in-house built AED classifiers or third-party AED capable

devices.

3.4 MATERIALS AND METHODS

3.4.1 CNN AED CLASSIFIERS

New tests of in-house built (for AED purpose) CNN classifiers are
conducted to validate and to confirm Phase 1 results. While modern AED systems
are made up of a pipeline containing multiple components, it is straightforward to
reason that several of these systems have in their embedded neural network
models, one of the most, if not the most critical component enabling the delivered
AED capabilities. This makes these classifiers into a prime component for testing.

Regardless of which results are to be achieved when testing end-to-end
AED systems (as explained in section 3.4.2), it is likely that whatever result is to

be achieved, it will be the result of cumulative (good or bad) performance by each
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component making up the entire system (quality of the embedded microphones,
capabilities of the local machine learning chips, compromises needed for the on-
device deep learning models etc.).

Given this research focus on software rather than hardware, it is only natural
that the focus on singling out the neural network individual component for testing.
As such, Convolutional Neural Networks, capable of detecting gunshot and glass
break sounds are once again tested under ideal conditions (noise-free) and “under-
attack” conditions, when they are fed with digitally disturbed audio samples, thus

emulating what would be found during actual on-the-field audio attacks.

3.4.2 THIRD-PARTY AED DEVICES

In addition to the CNN classifier in a laboratory environment, a second
testing arena was added to the roster of experiments being carried out as part of
phase 2, now including third-party AED capable devices. The devices selected
were the ones which were readily available for purchase in the open market, in
other words, were largely at reach of both customers as well as potential attackers.
The overall research framework can be seen in Figure 7.

Given the well-known involvement of Google with Deep Learning (e.qg.,
creation and release of TensorFlow), and the fact that Google Al-enabled devices,
including Nest devices are already widely used in day-to-day life
[Policyadvice2021], the following devices were selected:

e Nest Mini: from the large variety of Nest devices available, he most
basic device possible were chosen, namely the Nest mini
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[Nest2021a]. The Nest mini device, currently in its second generation
[Analyticsindiamag2019], and already includes a machine learning
chip capable of implementing advanced techniques such as natural
language processing and speech recognition. Yet another
advantage of these devices is the fact that they can work in pairs, in
theory augmenting their detection capabilities.

e Nest Hub: this is defined in [Nest2021b] device, and offers all Nest
mini capabilities, besides a display [Pocketlint2021]. Nest hub can
be an attractive device to consumers who want to start their own
smart home implementation with some simplicity but want something

more refined and capable than the simple Nest mini.

3.4.3 ADVERSARIAL ATTACKS AND THE ADDITION OF BACKGROUND NOISE

Two variants of evasion attacks based on noise were selected and
implemented for this phase, namely white and background noises. Both can be
used to generate fast and straightforward perturbations, as in a lab scenario, with
the aid of commodity computers, up to 2,000 digital noisy samples can be
generated per minute. They can also be easily employed as part of on-the-field
attacks, using, for example, commodity sound speakers.

With a different profile from the flat, absent of features profile provided by
the already previously successfully used white noise, background noise, on the
other hand, is represented by all sorts of common noise occurring during the
normal course of day-to-day business, and that may overlay to any sound of

48



interest. Examples of such noise would be that of people talking, active vehicle

traffic, music playing, etc.

AED Capability Acquisition

3rd-Party AED-capable devices

. ‘ *  Device employment
. ) : under adversarial attack *  Designand
Data augmentation Device setup experimentation of field
*  Dataset crafting *+  Device testing (no contermeasures
adversary)

architecture definition I +  Designand ]

Model training experimentation of lab-

r»lodel tes]tmg(no +  Model employment level contermeasures
adversar i
AAAAAAAAAAAAAAAAAA Y under adversarial attacks

Model refinement

Figure 7: Research execution framework

The same way that white noise was added to the audio samples prior to
their conversion to spectrograms, the same holds true for background noise. Also,
important to mention is that this is true for both the in-house built classifier testing
as well as for third party AED capable gear testing, in other words, the disturbances
are added when these devices are actively listening for glass break sounds. On
the case of the latter, this is done through loudspeakers.

Algorithm 2 shows the mechanism for the addition of background noises to
a given audio sample. In it, two separate files are retrieved, one with the sound of
interest, and one with the background noise. Such background noise is added to
the sound of interest without any modification other than the one introduced by

adjustment factor, which simply controls the amplitude (or loudness) of the noise.
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Result: Perturbed audio sample

initialization;

for number of audio files in the test set do
sample = load audio file as an array;
noise = load audio file as an array;
adjusted noise = noise + adjustment factor;
perturbed sample = sample + adjusted noise;
save perturbed sample;

end

Algorithm 2: Background noise generation.

Besides adversarial attacks against AED systems, phase 2 of this doctoral
research adds investigative efforts on techniques for increasing the robustness of
these systems against adversarial examples. Three techniques were implemented
and later evaluated through additional defensive experiments: oversampling,
adversarial training, and audio denoising. The rationale behind these techniques

is presented next.

3.4.4 OVERSAMPLING

Overfitting is known to be related to adversarial sensitivity and some works
have shown that mitigating overfitting improves the accuracy on adversarial
examples [Kubo2019, Galloway2018]. CNNs classifiers are known to be prone to
overfitting, when “deep” (having multiple layers) architectures are used, and when
a class imbalance exists (a class having more samples than the others), affecting
convergence during the training phase and generalization of a model on the test
set [Buda2018].

Oversampling is one of the most popular augmentation techniques

[Shijie2017, Perez2017] that can mitigate overfitting [Buda2018]. One of its forms
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consists of applying pure sample duplication, without modifications to the
duplicates [Wei2005]. This is the approach adopted, in other words, oversampling
by cloning, thus increasing the number of data samples in the training sets.

It is important to highlight that the reports of the oversampling results are
omitted from this dissertation report due to too small gains generated by this
technique. Such small improvements come not from a lack of effectiveness by
oversampling per se, but from the fact that at phase 2, the classifiers have been
improved to a point that their performance is good to the point of making it hard to

have them benefiting from oversampling in a significant way.

3.4.5 ADVERSARIAL TRAINING

This is a popular technique applied by several researchers [Wang2019,
Song2018]. It consists of introducing some adversarial examples into the training
set, thus leading to increased resilience against adversarial attacks through
learning directly from adversarial examples. While adversarial learning has been

mostly been used for image classification tasks, this research applies it to audio.

3.4.6 AuDIO DENOISING

Audio denoising techniques exist to remove or at least to mitigate the noise
existing in an audio sample. Several works have used filters to perform audio

denoising, thus leading to improvement in classifier's performance. Some works
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[Kiapuchinski2012, Hodgson2010, Audacity2020] used some variation of a
technique called Spectral Noise Gating [Hodgson2010].

Such work consists of performing the reduction of a signal found to be below
a given threshold (the noise), and an important point about it was brought up by
[Kiapuchinski2012], consisting of its requirement to have a noise profile (extracted
from the known noise), from which a smoothing factor will be derived and applied
to the signal that requires denoising (the whole sound).

Following a similar approach, as part of this dissertation, a custom
experimental denoising spectral gating function was implemented, being based on
the noise reduction function employed by [Audacity2021], the open-source digital
audio editor and recording application software and rewritten in python code by
[Sainburg2018]. Despite the similarities to the original base version, the in-house
built version of the denoising function bears important modifications to the original.

For instance, while in the original function, as explained before, two input
sounds are required for the denoising to take place (one with noise, one with the
audio to be denoised), the experimental function uses a same “whole sound” as
both audio and noise profiles donor, hence not requiring two separate inputs. This
is because in this research threat model, the defender does not have any
knowledge about the noise function used by the adversary.

Besides the previously mentioned difference with regards to audio inputs,
the experimental implementation also brings additional changes, for instance,
ones related to frequency channels}, Fourier transform frames, window, and hop
lengths, and time and frequency smoothing filter setups. The pseudo-code for the

denoising function can be seen in algorithm 3.
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Result: Perturbed audio sample
initialization;
for number of audio files in the test set do
sample = load audio file as an array;
noise = load audio file as an array;
sample profile = calculate statistics specific to sample;
noise profile = calculate statistics specific to noise;
if sample profile < noise profile then
apply smoothing filters;
save denoised sample;

end

Algorithm 3: Denoising mechanism.

These changes, even though they are not final (as they could be further
improved in the next iterations of this research) are fundamentally in the right
direction. This is because the modified algorithm can reduce the noise fingerprint
on each frequency spectrum of the audio, while at the same time representing a

better tailored approach for the AED domain problem at hand.

3.4.7 DATASETS

Besides the audio sample sources of phase 1, several other public audio
databases were chosen to be the source of the audio samples used on the several

experiments from phase 2. These databases were:

e Detection and Classification of Acoustic Scenes and Events or
DCASE dataset [DCASE2017]: From 2017 and 2018 editions, the
DCASE datasets include normalized audio samples with a single
instance of an event of interest happening anywhere inside each

53



audio sample of 30 seconds in length, hence the “rare”
denomination. Each sample is created artificially and has
background noise made of everyday audio.

e Urban Sounds Dataset [UrbanSound2017]: A database made of
everyday sounds found at urban locations. The samples are not
normalized and vary quite a bit among themselves.

e MIMII Dataset [MIMII2019]: A dataset conceived to aid the
investigation and inspection of malfunctioning industrial machines.

e Airborne Sound [AirborneSound2017]: An open and free database
with audio samples destined to be employed on different sound
effects. One such case is that of guns and medieval weapons. The
gun part has high quality audio on several different types of guns,
recorded from different positions.

e Environmental Sounds [ESC502021]: A dataset of 50 different sound
events and over 2,000 samples.

e Zapsplat [Zapsplat2021]: Over 85,000 professional-grade audio
samples as royalties-free music and sound effects.

e FreeSound [Freesound2021]: A collaborative database of Creative
Commons Licensed sounds.

e Fesliyan Studios [Fesliyan2021]: A database of royalty-free sounds.

The samples from these datasets that contain audio events of interest
(security/ safety related) are called as “positive samples”, and those that do not
contain sounds of interest as “negative samples”. These samples, before being

used in the experiments, were cleaned, and preprocessed in the following ways:
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Frequency Normalization: where the frequencies of all samples are
normalized to 22,000 Hertz, to be within the human audible
frequency.

Audio Channel Normalization: where needed, the number of
channels of all samples were converted from stereo to monaural, as
it is easier to find new samples bearing a single channel.

Audio Length Normalization: where all samples with less than 3

seconds in length were discarded.

3.4.8 EXPERIMENTS
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The several experiments of phase 2 are listed next:
Experiment 1: the baseline experiments (the ones executed under unnoisy,

ideal conditions).

o Experiment la - Binary CNN Classifiers: four binary models are

trained, each with 1000 positive samples and 1000 negative
samples. The positive samples in each model belong to one of the
categories of sounds, i.e., dog bark, glass break, gun, and siren. The
negative portion of the training set was kept unaltered throughout the
4 experiments and was made of a combination of 200 samples of

each one of the five different negative classes previously presented.
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The respective test sets were made of 300 samples, 150 positives,
and 150 negatives.

o Experiment 1b - Multiclass CNN Classifier: this experiment involved
a multiclass version of the CNN algorithm, including now all 4 positive
classes at once. Its goal is to investigate if multiclass classifiers
provide different results or show different behavior compared to
binary classifiers, even though currently readily available AED
systems are dedicated to detecting one or two audio classes only. In
this experiment, the training sets were made of the 4,000 positive

samples used in Exp la, with no negative classes.

Experiment 2: the testing of third-party AED-capable devices, as seen
in Figure 8. Also included in this batch is the testing of a multiclass
version of the binary classifiers used extensively up to this point, as there
was the need to confirm if the base classifier architecture would work

well under binary and multiclass conditions alike.

o Experiment 2a - Digital Pure Audio Inputs: 3rd-party devices
exposed to digital glass break sounds, without any disturbance
being played through the loudspeakers.

o Experiment 2b - Real Pure Audio Inputs: 3rd-party devices
exposed to real glass break sounds, without any disturbance

being played through the loudspeakers.



o Experiment 2c - Background Noise Disturbed Inputs: 3rd-party
devices exposed to real glass break sounds, with background
noise disturbance being played through a loudspeaker.

o Experiment 2d - White Noise Disturbed Inputs: 3rd-party devices
exposed to real glass break sounds, now with white noise
disturbance being played through a loudspeaker.

o Experiment 2e - Binary CNN Classifier and Pure Glass Break
Recordings: The CNN classifiers, now being fed, during test
phase, with glass break sounds recorded during experiments 2a,

2b and 2c, by the S10+ and S20 Ultra devices.

Figure 8: Early on the field experiments

Experiment 3: Adversarial Examples: Test of the same two respective, previously

trained gunshot and glass break classifiers, against increasing levels of
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background and white noises. For the background noise, Pydub python library was
used to digitally add two different background noises, namely car traffic and people
talking, to the test set samples to be fed to the models.

To clarify, these background noises are not related to the negative classes
that used to train and test the classifiers. Therefore, if the models misclassify the
adversarial samples generated via background noise, it is not due to existence of
similar samples in the negative class. The positive classes are made of gunshot
and glass break.

The signal-to-noise ratio was kept at 10 decibels (measured on site),
similarly to the on-the-field experiments on third-party devices. The Numpy python
library was used to digitally generate white noise disturbances, as well as Librosa
and SoundFile libraries to add the disturbances to the test set samples. Eleven
different test sets, each having 100% of their samples overlaid with 0.0001, 0.0005,
0.001, 0.005, 0.01, 0.05, 0.1, 0.2, 0.3, 0.4 and 0.5 white noise levels were created.

o Experiment 3a - Glass break Classifier and Background Noise Infused
Audio Inputs: Glass break classifier from experiment 1, tested against three
different test sets, having 25%, 50% and 100% of their samples infused with
background noise.

o Experiment 3b - Gunshot Classifier and Background Noise Infused Audio
Inputs: Gunshot classifier from experiment 1, tested against three different
test sets, having 25%, 50% and 100% of their samples infused with
background noise.

o Experiment 3c - Glass break Classifier and White Noise Infused Audio
Inputs: Glass break classifier from experiment 1, tested against the eleven

different white noise infused test sets.
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o Experiment 3d - Gunshot Classifier and White Noise Infused Audio Inputs:
Gunshot classifier from experiment 1, tested against the eleven different

white noise infused test sets.

Experiment 4: Background Noise for Training

The objective is to test effectiveness of adversarial training as a
countermeasure against evasion attacks, when background noise-infused

samples are added to training sets.

Experiment 4a: Glass Break with Background Noise:

o From Experiment 3a, its 100 percent background noise infused glass
break test set is reused, however its train set is modified, now turning
100 percent of its samples into adversarial examples by infusing
them with background noise.

o Experiment 4b: Gunshot with Background Noise: from Experiment
3b, its 100 percent background noise infused gunshot test set is
reused, however its train set is modified, now turning 25, 50 and 100
percent of its samples into adversarial examples by infusing them

with background noise.
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Experiment 5: White Noise Adversarial Training:

The objective is to test the effectiveness of adversarial training as a
countermeasure to evasion attacks. In other words, white noise infused samples

are now added to the train sets.

o Experiment 5a - Glass break with White Noise: the eleven glass break test
sets from Experiment 3c are reused, while the glass break train sets from
Experiment 1la are modified, having added to it, proportionally, ten out of
the eleven white noise levels previously used (0.0005 to 0.5). As such,
every white noise level had 100 samples included in 6a train set.

o Experiment 5b - Gunshot with White Noise: the eleven gunshot test sets
from Experiment 3d are reused, while the gunshot train set from Experiment
la are modified, having added to it, proportionally, ten out of the eleven
white noise levels previously used (0.0005 to 0.5). As such, every white

noise level had 100 samples included in 6b train set.

Experiment 6: Denoising Background Noise:

The objective is to test the effectiveness of the experimental denoising in

the face of background noise attacks.

o Experiment 6a - Glass break Test sets: the original free-of-noise glass

break train set from experiment la is reused, while the 100%
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background noise infused test set from experiment 3a is denoised and
reused.

o Experiment 6b - Gunshot Test sets: the original free-of-noise gunshot
train set from experiment la is reused, while the 100% background

noise infused test set and from experiment 3b is denoised and reused.

Experiment 7: Denoising White Noise

The objective is to test the effectiveness of the experimental denoising in

the face of white noise attacks.

o Experiment 7a - Glass break Test sets: the original free-of-noise glass
break train set from experiment la is reused, while the eleven glass
break white noise infused test sets from experiment 3c are denoised and
reused.

o Experiment 7b - Gunshot Test sets: the original, free-of-noise gunshot
train set from experiment la is reused, while the eleven-gunshot white

noise infused test sets from experiment 3d are denoised and reused.

Experiment 8: SNR and Other Types of Noise

This additional test was performed after all other experiments have been
completed, under the intentions of a) to verify the possibility of using other types
of noise, beyond white and background, due to possible differences in natural

stealthiness; and b) to verify how to use Signal-To-Noise-Ratio (SNR), as the main
61



measure of power difference between the audio to be disturbed and the
disturbances themselves. Employing SNR means that future research results
could be reported using an industry standard, thus replacing the noisy thresholds
used thus far.

Since a new implementation followed by some tests would be needed to
assess how effective the SNR-based disturbances would be, this was also a good
opportunity to assess new types of noise, beyond the white and background ones.
This is because every practical application that deals with audio signals also deals
with the issue of noise.

As stated by [Prasadh2017], “natural audio signals are never available in
pure, noiseless form”.' As such, even under ideal conditions, natural noise may be
present in the audio being in use. Just to cite a few, some common types of noise
are:

a) Gaussian noise: arising n amplifiers or detectors, having a probability
density function that is proximal to real world scenarios
[Rajaratnam2018].

b) Gaussian noise: distributed in a normal, bell-shaped like fashion.

c) Pink noise: also known as flicker noise, is a random process with an
average power spectral density inversely proportional to the frequency
of the input signal [Isar2016].

d) Cauchy noise: similar to gaussian noise and its bell-shaped curve, the
Cauchy noise distinguishes itself by presenting a density function with a
shape that has a higher density at center and also has a longer tail

[1to20186].

62



While all these noises can be used by an adversary, the types of noise
chosen for these final experiments were pink, brown, and blue, as these variants
are largely available for download as standalone audio samples. This is important,
as the SNR function created (using librosa and numpy libraries) for these
experiments was put together in a way to make it as straightforward as possible to
generate the SNR-based disturbances.

This has been achieved by providing the function with a sample to be
disturbed, a disturbance sample, and an SNR threshold to be achieved. The
energies of both samples are calculated, and the increase or decrease needed to
reach the specified SNR threshold is applied to the noise signal directly. By using
standalone disturbance samples, this also means that the original noises (white
and background) are compatible with this new function and can be reused in future

SNR-based experiments.

3.5 RESULTS

Table 2 shows that the base classifiers, trained only on noise-free samples,
present great performance. The four binary classifiers, namely dog barking, glass
breaking, gunshots and siren, all perform above 94% accuracy, while the
multiclass classifier that includes all these same classes at once, also performs
well, having an accuracy of close to 93%. Therefore, the multiclass classifier is on

par with the binary classifiers.
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AED Experiment Train Test
Acc. | Prec. | Rcl. F1
System Id. Samples | Samples
la—Bark —
2000 300 0.96 | 0.96 | 0.96 | 0.96
Digital
la - Glass
2000 300 0.99 | 099 | 0.99 | 0.99
break — Digital
la—-Gun -
2000 300 0.99 | 099 | 0.99 | 0.99
Custom Digital
CNN la — Siren —
2000 300 094 | 094 | 0.94 | 0.94
Digital
1b — Multiclass
4000 600 093 | 093 | 0.93 | 0.93
- Digital
2e — Glass
2000 150 1 1 1 1
break - Real

Table 2: CNN baseline results

As it can be seen from Experiments 2a to 2d in Table 3, even under unnoisy

conditions, the Nest devices perform poorly, with a detection rate of about 33%,

which only gets worse when disturbances are introduced to the environment.

Particularly, the background noise can reduce detection rates by 22% while white

noise reduces them by 25%. This is concerning as families may trust their security

and safety to these devices to some extent.

Absent from the table is information about the configurations of devices

used (isolated or in combination under separate distances), as experiments were

conducted under different distance setups,
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even though these




differences were considered during experiment design, so much so that different

setup experiments were conducted, it was not possible to obtain any significant

distinct performance differences from these setups.

AED Detection
Experiment Id. | Attempts | Detected | Missed
System Success Rate
2a — Glass
15 11 15 11%
break — digital
2b — Glass
break (unnoisy) 18 6 12 33%
3"-Party — digital
Nest 2c — Glass
Devices break & BN - 18 2 16 11%
real
2d — Glass
break & BN - 12 1 11 8.3%
real

Table 3: Tests with 3rd-Party AED capable devices

Finally, as part of experiment 2e, a subset of the real glass break sounds
recorded by the S10 and S20 devices (75 in total) were used to test the previously
in-house trained glass break CNN classifier. Under these circumstances, the CNN

model had an even higher detection accuracy, now of one hundred percent.
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Experiments 3a and 3b are based on background noise as an attacking
mechanism. As such, from Experiment 1a, the glass break and gunshot baseline
classifiers as well the test sets are reused, except that these sets were modified
by progressively increasing the number of samples within them that are infused
with background noise. The results of these experiments can be seen in Table 4,
which shows the effectiveness of the background noise disturbances, as they
increasingly affect classifier's performance.

The results produced are not even, since the glass break classifier performs
worse to the disturbances, presenting an accuracy drop of up to 28% when 100%
of the test set is infused with background noise. Note that the noise is added to
only the samples in the positive class, e.g., gun, glass break. In contrast, the
gunshot classifier has its performance dropping by around 7%.

Different performance drops for different classes due to background noise
infusion was expected, as the effectiveness of these disturbances will be affected
by several factors, for instance, how feature rich the sound of interest is to begin
with. For now, this is pointed as the primary reason for the difference on these
experiments involving gunshot and glass break (the first being much louder and
distinct than the second).

The same approach is adopted during previous Experiments 3a and 3b, and
as such the glass break and gunshot baseline classifiers as well their test sets are
reused, but now all test samples are infused with progressively higher white noise
levels, ranging from 0.0001 to 0.5. The whole list of white noise levels as well as
the experiment results are disclosed in Table 4.

Based on these results, the gunshot sounds prove to be more susceptible

to the white noise disturbances than glass break, presenting sharp accuracy drops
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of over 40%. Still, glass break does not lag much behind, showing drops close to
40%. It can be observed that white noise-infused adversarial examples
significantly decrease the performance of both the gunshot and glass break
classifiers, but not that of glass breaking classifier.

The effectiveness of the selected countermeasures against evasion attacks
have been tested next. The defensive techniques employed rely on adversarial
training, where some adversarial examples are added to the training sets.
Experiments 4a and 4b examine adversarial training using samples with
background noise. The baseline glass break and gunshot training sets from
experiment la are reused, however, they are modified by being infused with
background noise, having 100% of their positive samples modified in this way.

Two extra experiments were also created, combining the original free of
noise train sets to a fully disturbed train set. Similarly, experiments 4c and 4d take
and modify the baseline 1a train sets, however ten out of eleven white noise levels
(from 0.0005 to 0.5) are added proportionally to the train sets, each level, thus,
perturbing two hundred samples.

The retrained models are tested against the same eleven white noise
infused test sets seen at experiments 3c and 3d. Table 5 shows the results for
these experiments. For adversarial training using sample with background noise,
up to 8% and 29% improvement for gunshot and glass break are achieved,

respectively, which is a significant result.
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AED System Experiment Acc. Prec. Rcl. F1
Glass Break Baseline (1a) 0.99 0.99 0.99 0.99
Gunshot Baseline (1a) 0.99 0.99 0.99 0.99
3a—25% BN 0.88 0.90 0.88 0.87
Glass break
3a—-50% BN 0.76 0.84 0.76 0.75
- digital
3a—100% BN 0.71 0.82 0.71 0.69
3b - 25% BN 0.96 0.93 0.96 0.96
Gunshot -
3b - 50% BN 0.94 0.95 0.94 0.94
digital
3b - 100% BN 0.92 0.93 0.92 0.92
3c - 0.0001 WN 0.99 0.99 0.99 0.98
3c - 0.0005 WN 0.95 0.96 0.95 0.95
3c - 0.001 WN 0.95 0.95 0.95 0.94
3c - 0.005 WN 0.98 0.98 0.98 0.98
3c -0.01 WN 0.99 0.99 0.99 0.98
Glass break
3c - 0.05 WN 0.93 0.93 0.93 0.93
- digital
3c-0.1 WN 0.81 0.86 0.81 0.80
3c -0.2 WN 0.81 0.86 0.81 0.80
3c -0.3 WN 0.66 0.8 0.66 0.62
3c -0.4 WN 0.65 0.79 0.65 0.60
3c -0.5WN 0.61 0.78 0.61 0.54
3d - 0.0001 WN 0.98 0.98 0.98 0.98
Gunshot - 3d - 0.0005 WN 0.85 0.88 0.85 0.84
digital 3d - 0.001 WN 0.9 0.92 0.9 0.9
3d - 0.005 WN 0.66 0.8 0.66 0.66
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3d - 0.01 WN 0.63 0.79 0.79 0.57
3d - 0.05 WN 0.59 0.77 0.59 0.5
3d -0.1 WN 0.58 0.77 0.58 0.49
3d -0.2 WN 0.55 0.76 0.55 0.43
3d - 0.3WN 0.54 0.76 0.54 0.41
3d - 0.4 WN 0.52 0.76 0.52 0.38
3d -0.5WN 0.5 0.75 0.5 0.34

Table 4: CNN adversarial attack tests

For adversarial training based using samples with white noise, nearly 50%

improvement for both gunshot and glass break are achieved. The retrained models

are tested against test sets explained in experiments 3a and 3b, where 100% of

their positive samples disturbed by background noise. Finally, as the final defense

mechanism, denoising the adversarial test sets through the experimental

denoising function is attempted.

Experiments 6a and 6b involve denoising the 100% background noise
infused test sets from experiments 3a and 3b, while experiment 7a and 7b involve
denoising the ten white noise infused test sets from experiments 3c and 3d. The

train sets are the baseline ones from Experiment 1la. The denoising consolidated

results can be seen in Table 6.
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AED

Experiment Acc. Prec. Rcl. F1
System
Glass
4a —100% BN 1 1 1 1
break
Gunshot 4b — 100% BN 1 1 1 1
5a —0.0001 WN 0.99 0.99 0.99 0.99
5a — 0.0005 WN 0.99 0.99 0.99 0.99
5a - 0.001 WN 0.99 0.99 0.99 0.99
5a - 0.005 WN 1 1 1 1
5a - 0.01 WN 1 1 1 1
Glass
5a - 0.05 WN 1 1 1 1
break
5a—-0.1 WN 1 1 1 1
5a—-0.2 WN 1 1 1 1
5a—- 0.3 WN 1 1 1 1
5a-0.4 WN 1 1 1 1
5a-0.5WN 1 1 1 1
5b — 0.0001 WN 0.98 0.98 0.98 0.98
5b — 0.0005 WN 0.98 0.98 0.98 0.98
5b - 0.001 WN 0.99 0.99 0.99 0.99
5b — 0.005 WN 0.99 0.99 0.99 0.99
5b - 0.01 WN 0.99 0.99 0.99 0.99
5b — 0.05 WN 0.997 0.997 0.997 0.997
5b - 0.1 WN 0.997 0.997 0.997 0.997
5b - 0.2 WN 0.997 0.997 0.997 0.997

70




5b - 0.3 WN 0.997 0.997 0.997 0.997

5b - 0.4 WN 0.997 0.997 0.997 0.997

5b - 0.5 WN 0.997 0.997 0.997 0.997

Table 5: CNN adversarial training defensive tests

Experiment 7a achieves nearly 3% accuracy improvement for both
background noise denoised gunshot and glass break, while 7b achieves over 7%
improvement for white noise denoised gunshot. Experiment 10a also achieves up
to a low 1% improvement for glass break. Despite the modest improvements seen
during the execution of the denoising experiments and its corresponding results,
the denoising experiments showcase the benefits of the proposed spectral gating

denoising technique, especially developed in the scope of this doctoral research.

AED
Experiment Acc. Prec. Rcl. F1
System

Glass
6a — 100% BN 0.74 0.83 0.74 0.72

break
Gunshot 6b — 100% BN 0.94 0.95 0.94 0.94
7a—0.0001 WN 0.99 0.99 0.99 0.99
7a—0.0005 WN 0.97 0.97 0.98 0.98
Glass 7a—0.001 WN 0.95 0.96 0.95 0.95
break 7a—0.005 WN 0.97 0.97 0.97 0.97
7a-0.01 WN 0.97 0.97 0.97 0.97
7a—0.05 WN 0.57 0.7 0.57 0.49
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7a—-0.1 WN 0.96 0.98 0.96 0.96
7a—-0.2 WN 0.98 0.98 0.98 0.98
7a—0.3 WN 0.98 0.98 0.98 0.98
7a—0.4 WN 0.98 0.98 0.98 0.98
7a—0.5WN 0.98 0.98 0.98 0.98
7b —0.0001 WN 0.98 0.98 0.98 0.98
7b —0.0005 WN 0.85 0.88 0.85 0.84
7b - 0.001 WN 0.91 0.92 0.91 0.91
7b - 0.005 WN 0.68 0.82 0.71 0.69
7b-0.01 WN 0.66 0.66 0.66 0.66
Gunshot 7b - 0.05 WN 0.62 0.79 0.63 0.57
7b—-0.1 WN 0.60 0.60 0.60 0.60
7b—-0.2 WN 0.58 0.77 0.58 0.58
7b - 0.3 WN 0.59 0.77 0.59 0.5
7b - 0.4 WN 0.59 0.77 0.59 0.5
7b - 0.5 WN 0.57 0.77 0.58 0.48

Finally, the new SNR-based experiments were held. While these were not
large-scale experiments, they nonetheless show that is possible to use the SNR-
based function to successfully generate disturbed samples that adhere to the SNR

standard, and subsequently to apply these samples into an ample variety of

Table 6: CNN denoising defensive tests

adversarial attacks.
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Regarding stealthiness, even though one can physically perceive a given
noise as being less loud (and hence stealthier) than the others, in practice it was
not possible to pinpoint a given type of sound as being better suited for a practical
adversarial attack. Although the experiments held were done in lab-level fashion,
the digitally disturbed samples are enough to establish that even if these
experiments were to be held on the field through loudspeakers, these different
types of noise alone would not make the attacks stealthier in any significant way.
This could be different if directional speakers were being used.

All the reported SNR experiments were based on the gunshot audio class.

SNR Total # of # Of successful # Of failed
Noise
threshold samples detections detections
Blue 10 50 7 43
Blue 20 50 29 21
Blue 30 50 46 4
Pink 10 50 9 41
Pink 20 50 33 17
Pink 30 50 47 3
Brown 10 50 9 41
Brown 20 50 34 16
Brow 30 50 46 4

Table 7: SNR-based Experiments
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3.6 RELATED WORK

3.6.1 ADVERSARIAL ATTACKS (ON SPEECH RECOGNITION SYSTEMS)

Personal assistants and speaker identification systems have become part
of our daily lives. Recently, a large body of research has focused on studying the
robustness of speech recognition systems against different types of adversarial
attacks [Schonherr2018, Li2020]. For instance, the work by [Li2020] distinguishes
itself on this front, as unlike the others, it does not require the attacker to know the
original voice command in advance before attacking it and modifying it to make it

malicious.

3.6.2 ADVERSARIAL ATTACKS ON AED SYSTEMS

Much less work exists on this front. Subramanian et al. [Subramanian2020]
studies attacks done against the audio portion of audio tagging systems, exploring
its transferability properties across different deep learning models.
[Subramanian2020] also shows that such transferability of adversarial examples
can resist normalization techniques as well as knowledge distillation defense. Such
attacks are not easy to reproduce in a real-world scenario, as they require some
costly computations plus some technical savviness by the attacker. Besides, it is

not clear how perceivable such disturbances are.
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3.6.3 COUNTERMEASURES AGAINST EVASION ATTACKS

Some work has studied countermeasure techniques for improving the
resilience of these system against adversarial attacks [Roy2018, Carlini2018,
Mao02020]. Most of these techniques are passive in nature, such as on the case of
promoting the detection of an adversarial attack occurrence. Active techniques,
such as adversarial training exist and can also be found in smaller numbers.

Active techniques, such as adversarial training exist and can also be found
in smaller numbers. For example, Sallo et al. [Sallo2020], used six different
attacks, all tampering the spectrograms (images) and not the audio files,
employing them next against some publicly AED available models. The adversarial

training on this case consists of using adversarial spectrograms.

3.6.4 NEURAL NETWORK APPROACHES FOR AED

The works by [Zhou2017] and [Jaiswal2018] use a combination of
Convolutional Neural Networks (CNN) with sequential layers and spectrograms for
sound detection and classification, the first targeting urban sound (as air
conditioners, jackhammers, etc.) and the second targeting deforestation sounds.
Both authors' implementations are done through Keras python library and achieve
accuracies between 40 and 85 percent for different datasets under use.

[Khamparia2019] uses two parallel rather than sequential hidden layers for
sound classification. The spectrograms are generated through Matlab. 10 ambient

sound classes (rain baby cries, sneezing, etc.) are used, and the experiments
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show that the proposed model achieves nearly 78 and 50 percent classification
accuracies for ESC-10 and ESC-50 respectively.

[Li2016] focuses on surveillance related sounds, and its main contribution
is to use, rather than the spectrograms themselves, a combination of partitioned
monochrome images derived from spectrograms. Such derivation is obtained
through the application of Gabor filters to the original spectrograms, and these
derivate images are the ones to be fed to a K-Nearest-Neighbor classifier. Such
approach is claimed to achieve an average of 96 and 83 percent performance in
terms of classification accuracy.

Both [Lim2017] and [Cakir2017] use Recurrent Neural Networks (RNN) and
seek to classify suspicious events. The model by [Lim2017] uses a CNN first and
its output is further fed to a RNN (two models in tandem), while [Cakir2017] uses
recurrent layers and standard CNN layers in an interleaved fashion (one single
model). Both authors address the vanishing Gradient problem differently,
[Lim2017] using Long Short Term Memory Unit (LSTM) while [Cakir2017] using
Gated Recurrent Unit (GRU). The two authors claim their approaches slightly
outperform works based solely on CNNSs.

An ensemble of CNNs is used by [Lee2017] to perform urban sound
classification. Two independent models take spectrograms as inputs and compute
individual predictions, while a final prediction is obtained by assembling both
models' probabilities. The proposed model achieved 0.536 in the event-based F1-
score and 0.66 in the segment-based error rate in evaluation set of DCASE2017.
[Ghaffarzadegan2017] uses an ensemble of Deep CNN, Dilatated CNN (DCNN)
and Deep RNN for rare events classification. LSTM is used and an average F-

Score of 91.2 percent is achieved.
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3.7 CHAPTER CONCLUSION

The main contributions of this doctoral research at phase 2 are two-fold:
first, the results more definitively confirm that AED systems are vulnerable to
evasion attacks by adversarial examples made of audio samples. AED-capable
CNNs as well as third-party devices were tested, and while their initial baseline
performance was good under ideal circumstances with regards to audio event
detection, significant drops in classification performance were witnessed, when
either background noise or white noise were injected into the audio samples.

Another important contribution was to shed clear light over the fact that not
all types of noise are effective in decreasing the performance of classifiers. For
example, while white noise infused to gunshot samples can significantly decrease
the performance of gunshot detection classifier, adding white noise to glass break
samples show much smaller decreases. While the attack approaches were shown
to be effective, the defense ones used against the adversarial examples were also
shown to be good.

Also important was to establish that different noises (white, pink, brown) are
not stealthier among themselves and by themselves in any significant way. This is
a limitation if these noises, in pure form, are used as part of a practical on-the-field
attack. Under this limited scenario, white and background noise seem to be
stealthiest noise possible due to their nature of being regularly present around
people, All noises could though be used in stealthy fashion if one considers Signal-

To-Noise-Ratio thresholds.
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For instance, employing adversarial training leads to significant
improvements. The potential of spectral gating denoising techniques was also
verified, which when applied to test sets, led to better classification performance.
As previously stated, this research is done under the motivation of being one step
ahead of a future where Audio Event Detection Systems are going to become
ubiquitous, hence being employed not only at homes, but also public spaces.

As such, it is important to motivate researchers from the academy and
professionals from the industry to think of potential security shortfalls before
executing the design and the implementation of AED solutions, thus paving the
way for a safer and more effective future. Further tests are conducted during phase
3 to validate, once and for all, the conclusions reached as part of phase 2. A final

focus on the stealthiness of the attacks will also be part of phase 3.
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CHAPTER 4: ROBUST ATTACKS AGAINST AED SYSTEMS

In this chapter, the final phase of this research, namely phase 3, is presented.
Chapter 4 structure generally follows the one introduced previously in Chapters 2,
and 3, hence an introduction is provided in section 4.1; the specific research
guestions being addressed in this phase are brought in section 4.2; the studies
proposed to answer these questions are described in section 4.3; the final research
experiments are presented and discussed in section 4.4. Finally, chapter 5 brings

up this doctoral dissertation final conclusions and contributions.

4.1 INTRODUCTION

The third and last phase of this research continues to work on the previously
introduced audio-based disturbances, however, expands them further through the
development and testing of new versions of these attacks, now with a renewed
focus on stealthiness, thus, on making these attacks even more practical, feasible,
malicious, and more disruption-capable in a real-world scenario.

Besides the intent to make the attacks stealthy, the renewed focus on novel
field experiments is justified after there were several software updates released by
Google for Nest devices over the course of the 12 months that passed since Phase
2 experiments were completed. These updates could have improved the AED
capabilities of these Nest devices. Also, important to note is the availability of other
AED-capable devices, such as Alexa ones, manufactured by Amazon. These are

also popular equipment that are constantly being improved by their manufacturer.
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As such, expanded on-the-field experiments, now employing both the
baseline (noisy) as well as the new stealthy attack variants developed for phase 3,
are conducted against an also expanded roster of AED devices, thus allowing for
current capability evolution assessment, besides enabling comparisons of different
detection performances provided by different devices of different manufacturers.

Given the focus on stealthiness, directional speakers are employed to fulfill
the purpose of less perceptible attacks. These stealthy experiments were expected
to increase the success rate of the adversarial attacks, while still maintaining
simplicity through the adoption of only a few tweaks when compared to the
conventional, loudspeaker-based attack variant. In other words, maximum
discretion is to be prioritized as an important research design constraint.

Finally, once back to the lab environment, an end-to-end (E2E) AED system
is proposed, where we couple our in-house built classifiers to an input capturing
embedded microphone. The audio input provided was made of digital samples
used on previous experiments as well as of audio captured directly by the black-
box AED devices (hence that passed through their entire pipeline), thus

representing, and evaluating an actual AED system to the largest extent possible.

4.2 BACKGROUND AND MOTIVATION

Since Audio Event Detection (AED) Systems have left the realm of theory
and became a practical reality, the variety of AED designs is constantly increasing.
From somewhat rudimentary, open designs based on low-cost platforms such as

raspberry pi computers, to fully black-box, proprietary, and state-of-the-art
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systems, these devices are generally expected by its users to provide reliable
detection capabilities.

With several of these devices being marketed by its manufacturers as being
intended for use as part of broader safety / security-driven frameworks, it becomes
imperative to evaluate and to compare the reliability in terms of their detection
performance, especially when mainstream brands are manufacturing these
devices. During phase 2 of this research, attention was provided to Nest devices,
manufactured by one of the top players in the industry, namely Google.

The results of the tests with the Nest devices were not particularly favorable,
which inevitably led to questions about if the conducted tests were properly carried
out and if its results could be trusted. This was a clear limitation from phase 2. Yet
another limitation was the fact that only audible disturbances were employed as
part of attacks against these Nest devices. While these noisy disturbances were
somewhat common, made of day-to-day noises that could deceive nearby
standers to some extent, they could not be considered sophisticated enough.

Phase 3 addresses all these shortfalls, first by adding to the field tests some
Echo devices, manufactured by Amazon, and compatible with Alexa voice
assistant services. The addition of another widely known mainstream brand to the
tests allows for a chance to further validate the previously obtained results during
Phase 2 tests. It also allows for clear and straightforward comparison of detection
performance between these two major players, namely Google and Amazon.

Another contribution to be derived from Phase 3 resides on expanding the
noisy attack envelope, now by adding to it some stealthy disturbances. While
Phase 3 audio disturbances will still rely on the same backbones from Phases 1

and 2, namely white and background noises, and continue to be injected to the
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environment through conventional loudspeakers (hence through audible, non-
stealthy means), they will now also be introduced by directional speakers.

The use of directional speakers for the injection of audio adversarial
examples is a major leap forward in terms of this research. This is because the
proposed attacks remain practical to be reproduced on the field, especially by not
so much savvy attackers (thus not breaking one of the research design
constraints), but now also leads to greatly reduced chances of having the attack
detected and perceived by nearby standers. In other words, the noisy attacks
become stealthy, thus greatly increasing attack effectiveness and its chances of
causing harm and of being disruptive to AED capable devices.

Given that both Nest and Alexa devices come from the factory being
capable of detecting glass break sounds, said sound class will be phase 3 positive
class (the one containing the sounds of interest). In the revised threat model for
phase 2 and evolved for phase 3, the AED system will remain as a simulation of a
deployed home security system, and the adversary will keep aiming at preventing
the AED system from correctly detecting and classifying the sound events.

For said AED defeating purpose, the adversary will still generate noise
(background or white) through audible means, but now will also add to his arsenal

stealthy noise. thanks to the adoption of directional speakers.

4.3 THREAT MODEL

Phase 3 threat model is a direct evolution from the one proposed for phase
2. As such, in it loudspeakers and directional speakers alike will be employed,
having both to reproduce disturbances comprised of white and background noise.
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These two types of noise were carefully selected to maximize imperceptibility in all
scenarios, as even when audible and if heard, these two sounds can easily be
mistaken for ordinary noise, possibly found within almost any environment.

In other words, for the case of loudspeakers, while even though both noises
would be able to be perceived by local bystanders due to how loudspeakers work,
it is unlikely these sounds would draw too much attention or concerns, as they
could be mistaken by mere environmental noise. Even pure white noise would be
much less conspicuous than, for instance, audible and clearly stated voice
commands as it would be the case of AEs employed against SR systems.

On the other hand, when employing directional speakers, the perceptibility
of the disturbances is strongly reduced, once again, due to the very way directional
speakers work. Unlike conventional speakers, which spread their sound waves
through a wide area, directional speakers work as a flashlight instead

[ExplainThatStuff2020], except that they use audio rather than light.
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Figure 9: Updated threat model with stealthy disturbances
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This peculiar way to work allows for an attacker to use directional speakers
to single out a particular targeted AED device, directly focusing against it an audio
attacking beam, thus not affecting (or at least affecting very little) whoever may be
standing nearby the spot of attack. As part of phase 3 tests, both directional
speakers (used for novel, and stealthy attacks), and loudspeakers (for re-executing
and validating results from conventional attacks) are employed.

Figure 9 brings a representation of the previously described threat model,
where it is assumed that the adversary actively attempts to evade an AED system
that aims on detecting suspicious sound events. A black-box scenario also remains
as an assumption, so once again the adversary will not have any knowledge about

the datasets, algorithms, and their parameters.

4.4 MATERIALS AND METHODS

4.4.1 THIRD-PARTY AED DEVICES

The same as it happened during phase 2, the focus of testing AED
capability effectiveness (or lack thereof) remains directed against mainstream,
widely known AED devices that are also available for purchase by the public. Since
there was the need to re-evaluate and to confirm the results from phase 2 field
experiments, it is just natural that Nest devices would be included for testing under
phase 3. Both Nest display and minis are reincluded, as such.

As previously explained, there was the need to include into testing new
devices belonging to different brands. Echo devices, manufactured by Amazon,
powered by Alexa assistant services, were chosen for this purpose. Being

equivalent in capability to the selected Nest devices, the Echo display and the
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Echo dots offer a good alternative for Nest devices and having both brands

included into Phase 3 field tests is a good way to employ state-of-the-art devices.

4.4.2 END-TO-END AED SYSTEM

Considering all the components that are needed to put together a modern
AED system / device, similarly to what is found on Nest and Alexa devices, it made
sense to reproduce, at least partially, a full E2E AED system for testing purposes.
For that, the glass break classifier, trained on unnoisy samples and that has been
extensively experimented during Chapter 3, was coupled with a microphone for
audio capture / feeding / classification purposes.

To simulate the embedded microphones found on actual AED devices, the
embedded microphones from a MacBook Pro 2021 computer have been used, as
they are similar in size and capabilities. Despite the similarities, this simulated AED
system cannot possibly fully reproduce the entire data pipeline used in actual AED
black-box devices, as it misses important components (such as embedded
machine learning chips as well as cloud-based services), many of these
components being unknown (hence black-box).

To partially address this concern, in a second moment, audio captured by
Alexa devices over the course of the field experiments (and that as such, are
guaranteed to have passed through the entire pipeline before being stored) has
been retrieved and will be used as part of the experiments. This is because Alexa
devices only store and make available for download audio that has been
successfully detected as being an occurrence of the audio event of interest, on this

case, glass break. If undetected, the audio is not stored, hence is not available.
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4.4.3 EXPERIMENTS

As previously stated, the main objective by Phase 3 was to confirm the
results reached as part of phase 2 while also giving focus on the stealthiness
aspect of the noisy attacks being employed. For that purpose, a large field
experiment consisting of several smaller experiments was devised. These were
experiments 8a to 8y, where different combinations of Nest and Echo devices were

tested.

Figure 10: Late field experiments

By employing each device in isolation from each other or working in some

sort of combination (for instance, two nest minis working together) the idea was to
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assess if more devices made any difference in how good the actual AED
capabilities by each brand was. It was also sought to identify how distance from
the glass break audio source to the AED devices would affect the results. Impacts
from (bad) internet connection on the experiments were ruled out by having all
devices connected to a high-speed 5G network.

For real glass break sounds, previously purchased beer bottles were
broken. To record the whole procedure, but also to generate some glass break
sounds for possible later reuse, two Android devices were employed, namely S20
Ultra and S21 Ultra, both working as audio recorders, positioned at negligible

distance from the AED devices.

Figure 11: Loudspeakers (table) and directional speaker (tripod)
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To establish signal-to-noise ratio readings, the room where the experiments
were conducted had its environmental noise measured when being free of any
experiment-related sound, baselining at 40 decibels by then. Two loudspeakers
were deployed, namely Charge 4 and Flip 4, both manufactured by JBL, the former
as a non-stealthy attacking device and the latter to reproduce digital glass break
sounds. An FS-mini-B directional speaker manufactured by VidBeam, playing the

role of stealthy attacking device was also employed.

Figure 12: AED devices and decibel reader

All speakers were wireless connected, via Bluetooth, to one commodity
laptop computer, where the audio disturbances as well as the digital glass break

sounds were stored. Both loudspeakers had native Bluetooth connection, however
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the directional speaker did not offer that capability. This roadblock was bypassed
by coupling it to an A3352 Bluetooth Receiver by Anker, which effectively made
the directional speaker wireless. The computer sound volume was set to 100
percent, while the loudspeakers had their volume set at 90 percent to ensure a
Signal-to-Noise (SNR) ratio of 30 decibels. The directional speaker had its volume

set to 100, regardless of SNR achieved by doing so.

4.5 RESULTS

In total 254 real glass breakages were performed to test the standard
detection capabilities from the AED devices (when detecting sounds under normal
conditions of operation) as well as when these capabilities were supposed to be
impaired by adversarial noisy attacks. As such, out of these breakages, 54
happened when all devices were detecting sounds under no attack.

Another 120 happened under non-stealthy attacks (white and background
noises injected into the environment by a loudspeaker), and finally the remaining
40 were done under stealthy attacks (noise beam from the directional speaker
targeting a single active detecting device at a time). Another 150 digital glass
breaks (playing glass break sounds through a loudspeaker) were performed, out
of which 70 happened under no attack, 40 happened under noisy attacks, and
finally the remaining 40 happened under stealthy attacks.

As it can be seen from Figure 14, only 23 of the real glass break
occurrences (5 by both Nest and Alexa devices at the same time, 8 by Nest devices
alone and 10 by Alexa devices alone) and 38 of the digital ones (18 by both Nest
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and Alexa devices at the same time, 11 by Nest devices alone and 9 by Alexa
devices alone) have been detected.

From these extremely low number of successful glass break detections, one
can deduct that the detection capabilities of both Nest and Alexa devices are not
good to start with, even when they are operating under normal condition of use,
meaning facing no attacks and when signal to noise ratio favors detection by being
above 30 decibels. Keeping SNR above 30 is, by the way, the reason why some
of the real glass experiments were done by breaking two pieces of glass at the
same time.

The noisy attacks, audible and stealthy alike, only make the poor
performance presented by these AED devices even worse, reason why an attacker
could make use of them to almost guarantee one hundred percent success rate
while attacking AED devices. The tests prior to the disturbances already proved
that an adversary is very likely to be successful in breaking glass (like a glass
window) and still avoid detection while doing so.

In fact, the performance by the AED devices, Nest and Alexa alike, is so
poor that reporting the distance factor (between detecting devices and breaking
spot) becomes irrelevant: while the intention was to break glass at 2 and 4 meters
away from the detecting devices, it was quickly realized that all devices performed

very poorly, even when only 2 meters away from the breakage spot.
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Experiment # Of # Of Detecting
Test Observations
Id. samples | detections | devices
8a — Real
Glass - 3 0 N/A
Displays
8b — Real
Glass — 3 0 N/A
Minis + Dots
Initial 8c — Real
2 0 N/A
Setup Glass — All
2 by both
8d — Digital —
10 0 + 2 by
Displays
Nest
1 by both
8e — Digital —
10 0 + 1 by
Minis + Dots
Alexa
8f — Real
10 0 N/A
Glass — All
89 — Real 3 by Nest, Two glasses
Glass — 20 7 3 by Alexa, for each
Baseline
Displays 1 by both breakage
8h — Real 1 by Nest, Two glasses
Glass - 20 5 3 by Alexa, for each
Minis + Dots 1 by both breakage
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Two glasses

8i — Real — 1 by Nest,
20 4 for each
All 3 by both
breakage
8j — Digital — 3 by Nest,
20 8
Displays 5 by both
2 by Nest,
8k — Digital 0 3 by
20 11
Minis + Dots Alexa, 6
by both
1 by Nest,
8l — Digital — 4 by
20 9
All Alexa, 4
by both
8m — Real Two glasses
Nois
Y Glass — N- 10 1 1 by Nest for each
WN- All breakage
8n — Real Two glasses
Glass — N- 10 1 1 by Nest for each
BN- All breakage
80 — Real Two glasses
Glass — N- 10 0 N/A for each
WN - All breakage
8p - Real Two glasses
2 by
Glass — N- 10 2 for each
Alexa
BN - All breakage
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8q - Digital —

10 1 by Nest
N-WN - All
1 by Nest,
8r - Digital —
10 1 by
N-WN - All
Alexa
8s - Digital —
10 1 by Nest
N-WN - All
8t - Digital —
10 N/A
N-BN - All
8u - Real
Two glasses
Glass — S-
20 1 by Nest for each
WN — Nest
breakage
Display
8v - Real
Two glasses
Glass - S- 3 by
20 for each
WN — Echo Alexa
Stealthy breakage
Display
8w - Digital —
S-WN — Nest 20 0
Display
8y - Digital —
S-WN — 20 0
Echo Display
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Non- Stealthy*
Stealthy
Total Digital Samples Available 140 10**
Total Real Samples Available 174 80**
# of Digital Detections E 9 0
J N 11 0
E 113 S
# of Digital Mi i
of Digital Misdetections N 111 5
. E 10 3
# of Real Detections N 3 1
E 159 37
# of Real Mi [
of Real Misdetections N 161 39
# of Digital Detections B 18 NA
# of Real Detections B 5 NA
Total Real Digital Detected out of 254
(total when under attack, WN Attack, BN 27 (8, SWN, m)
Echo 15, Nest 13
Attack)
Total Digital Real Detected out of 150
(total when under attack, WN Attack, BN 38 (4, ZWN, m)
Echo 27, Nest 29
Attack)

*: Only displays participated on stealthy experiments
**. reported samples were split among displays

Table 9: Summary of late field tests. Results reported by Echo(E), Nest(N) and
both Echo and Nest (B) devices together.

As such, since no clearly distinguishable practical performance difference
in terms of AED detection done between 2 and 4 meters could be found, all tests
were conducted and reported with 2 meters between glass break spot and
detecting devices. This is restriction of use that also makes the AED devices under
testing not to be very practical for day-to-day use, as in a real situation they are
supposed to be deployed into different environments under all sorts of different
conditions, including distance and varying levels of environmental noise.

About the E2E AED system tests, the baseline 1a glass break classifier from
chapter 3 (trained on 2000 samples, half being glass breaks) has been reused.

The corresponding la test set, made of 300 test samples (150 of which were actual
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glass break sounds) has also been reused, except that now, all these samples are
played over the air by a Samsung S21 Ultra device, and captured by the MacBook

Pro embedded microphones before being fed directly to the glass break classifier.

Total Total Positive | Negative Positive Negative A
Test Positive | Negative | Classifif. | Classific. | Misclassif. | Misclassific. C
Samples | Samples | (Correct) | (Correct) | (Incorrect) | (Incorrect) C
Digital
Glass 150 150 74 144 76 6 0.726
Break
Alexa
Glass 35 NA 26 NA 9 NA 0.742
Break

Table 10: E2E AED System Tests

The results of these tests can be seen on table 9. As it is clear, the addition
of a microphone does adversely affect the classifier performance, as it drops from
99% accuracy (as reported during chapter 3) to a little less than 50%, as it misses
76 samples out of the 150 total. Still, this reduced performance is nowhere near
the subpar results obtained from the black-box AED devices, being, as such, much
better. The echo captured glass breaks samples were tested next.

From table 9 it is possible to see that a test set made of 35 samples were
available, and out of these, only 3 misclassifications happened. From previous
observation along the research, it was already clear that signal-to-noise ratio was
a very important factor for any glass break to be detected by black-box AED
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devices. The good performance of the in-house built classifiers on top of these
Alexa captured samples is further evidence of SNR importance across the board.

No negative samples are available in the test set, as it is only possible to
access and download sounds that were successfully detected, processed, and
stored by the Alexa devices, which obviously does not apply to random sounds
that do not contain glass break. This also late evidence that the overwhelming
majority of the glass breaks from chapter 3 field experiments were really never

neither detected, nor stored, at least by the Alexa devices.

4.6 RELATED WORK

This section covers other authors’ work related exclusively to phase 3. Its
focus is on the several components making up physical speech recognition and /

or audio event detection systems.

4.6.1 COMPONENTS MAKING UP PHYSICAL SYSTEMS

For practical SR and AED systems to work properly (for either voice to be
recognized or for acoustic events to be detected), it is known that several
components working together are needed. For instance, while working on voice
recognition, [Oh2019] implements a system made of a microphone for signal
capture, followed by custom processing chips, one for local feature extraction,
followed by another chip responsible for applying a locally deployed classifier to

receive such features as input.
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Several other components exist, such as post-processing chips, mixers,
amplifiers, and others. Author [Li2021], while also working on voice/speech
related-applications, proposes a real-time on-chip speech audio super resolution
system, made of dual microphones (bone conduction as well as air conduction) at
the edge of the system, followed by system on chip for input intake, GPUs for
training the ATS-UNet deep learning model, which is to be deployed to off-the-
shelf ARM-Cortex micro-controllers for on-device local processing.

Author [Alsina2017] implements a system for real-time AED for the support
of Ambient Assisted Living. For that purpose, a wireless acoustic sensor network
with several low-cost microphone nodes captures environmental sound and sends
it to a GPU-based concentrator, that acts as an MFCC feature extractor that is
passed along to a NVIDIA GPU for locally detecting the acoustic events of interest.

Recently, Al chip startup Aspinity [EETimes2021] made news when it
released a specialized acoustic event detection chip that will most likely become
an off-the-shelf component, able to be integrated into diverse battery-powered

devices deployed as part of AED capable solutions.

4.7 CHAPTER CONCLUSION

During phase 4, an expanded roster of AED capable black-box devices was
evaluated regarding both their AED performance as well as their vulnerabilities
when facing evasion attacks based on noisy disturbances. The results obtained
from these tests were clear to show that even modern devices, considered to be

state-of-the-art, present a far than ideal performance when detecting sounds of
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interest. This is especially troublesome given the safety / security scenarios where
these devices tend to be employed as part of.

Several reasons may be behind this less than optimum performance, and it
is likely that each component within the required data pipelines may is to blame,
at least partially. Experiments held to simulate an end-to-end AED system and that
coupled an audio input device to the in-house built classifiers, despite being
simple, is already enough to bring a dramatic reduction in detection performance,
generating a drop in accuracy from 99% to less than 50%. Despite such reduction,
the proposed AED system significantly outperforms the state-of-the-art.

These results seem to demonstrate that the current limitations of these AED
devices are most likely not tied to the deep learning models / data in use, but to
too many components being part of the pipelines, which may be there to support
other capabilities / objectives rather than sound event detection in itself. These
other objectives may be tied to things as security, personalization, localization
services, besides others, and may be a good example of secondary capabilities

adversely impacting the primary ones.
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CHAPTER 5: CONCLUSIONS

It is undeniable that Audio Event Detection is a capability that has gained
tremendous improvements in performance over the last decade. Such
improvements are one of the reasons that industry juggernauts, such as Google
and Amazon (just to cite a few) to quickly embrace such capabilities and to adopt
them as part of their industry-leading devices. Unfortunately, the adoption of AED
capabilities by industry heavy weights may be deceiving.

This is because consumers may be led to wrongly believe that these are
well-established devices with well-established capabilities, both of which are
failure-proof, an especially dangerous assumption given their use for safety
purposes. Also, the wide AED capability adoption by manufacturers, tied to the
today’s ubiquitousness of AED-capable devices may attract attackers who seek to
find vulnerabilities within these systems and to exploit them for malicious purposes.

The main contributions of this dissertation are four-fold: first, this research
tested and unequivocally proved that black-box devices that are AED capable,
even when manufactured by major brands such as Google and Amazon, are not
to be trusted in terms of their detection capabilities. These devices fail to detect
most audio events of interest, even when the conditions favor the precise detection
(no attack being carried out, signal-to-noise ratio above 30 decibels).

Second, it was shown that if the AED performance by these devices was
neither good nor reliable, it only gets worse when these AED physical devices are
under attack. In the process of attacking the AED devices, this research employed

both non-stealthy as well as stealthy disturbances made of noise, both which
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further degraded the tested AED capabilities, to the point of rendering any device
useless.

Third, special focus was given on tests that targeted solely CNN AED
classifiers, as they are representative of neural networks commonly embedded
into these AED black-box devices, hence are considered to be the main
component in the AED pipeline. It was confirmed that it is possible to build AED
classifiers that are very good to detect a given sound of interest (e.g.: glass break).

While these were good news, the same tests also have shown that these
same classifiers are clearly vulnerable to evasion attacks by adversarial examples
made of noise, vulnerability that is similar to the one found for the black-box AED
devices previously tested. Significant drops in classification performance were
witnessed, when either background noise or white noise were injected into the
audio samples.

However, an important observation stemming from the experiments was
that not all types of noise were effective in decreasing the performance of
classifiers in the exact same way or proportion. For example, while white noise
infused to gunshot samples can significantly decrease the performance of gunshot
detection classifier, background noise is not that effective against this class.

It was also shown that defenses against these noisy adversarial examples
perform well when shoring up the affected classifiers. For instance, employing
adversarial training leads to significant improvements. A denoising technique
based on spectral gating has also shown to be effective, as it led to better
classification performance.

Finally, an end-to-end AED system was proposed to showcase, at least

partially, how these AED systems are impacted when new components are added
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to their data pipelines. The addition of a single component was already able to

cause a reduction in performance of nearly 50%.

5.1 SUMMARY OF CONTRIBUTIONS
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Evaluation of the baseline performance of actual, state-of-the-art, black-
box, physical AED-capable devices. Such baseline performance has
been decisively shown to be poor to say the least, being unacceptable
when considering deploying such devices as part of any serious safety-

driven framework.

Evaluation of these same physical AED-capable devices against both
audible and stealthy real disturbances, crafted and employed on-the-
field. These disturbances have been shown to be able to render the

state-of-the-art AED devices effectively useless.

Focus on the implementation and evaluation of the single and most
critical component making up modern AED capable devices, namely
AED specialized neural networks. A reasonable baseline performance
for these neural networks, much superior to the one found when testing

the whole black-box AED devices, was established.

Evaluation of AED neural networks against attacks made of adversarial
example inputs made of noise. These adversarial examples were

crafted to reproduce the physical attacks conducted against the AED



devices. It was shown that these neural networks are fundamentally

vulnerable to these adversarial examples.

Adversarial training and denoising were shown to be able to be used as
countermeasures to the audio adversarial examples employed against
the neural network AED component. While it is not a full solution
regarding the performance of the entire AED system, this strategy can
be used to improve the performance and robustness of at least the

neural networks that make up the core of modern AED devices.

Proposed an end-to-end AED system, made of in-house built classifiers,
coupled with embedded microphone component. The proposed AED
system performs better then mainstream AED-capable devices, such as
Nest and Echo ones. The same system is an important contribution to
demonstrate how the addition of components into the data pipeline
currently tends to generate worst classification results, as a single
component led to over 50% drops in accuracy. This may provide a useful

insight for AED system designers.

5.2 FUTURE WORK
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Future research spawning from this work may include:

New stealthy noisy attacks derived from algorithmic means, more
specifically on a modified, gradient-based version of the attack
successfully used so far. While several approaches for gradient-based

attacks exist, the Projected Gradient Descent (PGD) method seems to
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be ideal, as it was already conceived to be somewhat robust and hard
to be detected, as it uses small step sizes and generates small but
progressive perturbations that are effective and fast to generate.
Gradient based attacks denote white box access to the model under
attack so that the gradients are known, something never considered
within this doctoral research threat models. As such, it is important to
clarify that the approach to be followed will be to use a surrogate model,
simple in nature, from which the perturbations will be derived, and then,
by exploring the well-known adversarial example transferability property,
will be applied to the final AED model.

Stealthy noise attacks carried by a mobile vector, such as drones, could
also be researched. Considering that attacks based on directional
speakers were tried successfully during the last phase of this research,
it may be a good direction to turn these attacks into an even stealthier
through drones, as they not would not only be hard to hear, but also hard
to see.

To research novel and effective defenses against the noisy
disturbances. These defenses could maintain their reliance on the
combination of oversampling, adversarial training and denoising
techniques. For adversarial training, a logical evolution would be to
include PGD on it. For denoising, further improvements to the spectral
gating denoising technique might be pursued together with other forms
of denoising. Another possibility under consideration is the employment
of compressed deep learning models, an approach shown to be more
robust to attacks on the speech recognition domain.

Another advance that may be pursued is the research of defenses that
could immediately and straightforwardly be employed on the field. Given
the black-box nature of the AED capable devices that are part of this
study, hence, the lack of access to their internal structure, such defenses
may not necessarily be algorithmic, but may rely on hardware
approaches instead. One possibility is the addition of proportional
additive gaussian noise to the environment, hence attenuating

maliciously injected noise.
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