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ABSTRACT 

 

DETERMINANTS OF ADVERSE USAGE OF INFORMATION SYSTEMS 
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IN ORGANIZATIONS 

 

Publication No. ______ 

 

Aakash Taneja, Ph.D 

 

The University of Texas at Arlington, 2006 

 

Supervising Professor:  Dr. M. K. Raja  

Information systems assets are vital to the functioning and survival of 

organizations. Therefore, organizations expend many resources in protecting these 

assets. Organizations spent resources on technologies, policies, procedures, guidelines, 

user awareness, education, training and other protection mechanisms. Advancing 

technology and complexity of organizations make the protection of these assets a 

continuing challenge. Studies show that in spite of these efforts, the main reason for 

security failures in organizations is due to human behavior (Stanton et al. 2004).  

This study speaks for an enhanced behavioral model for the adverse usage of IS 

assets and addresses the factors that influence these behaviors.  The presented model 
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uses extended higher order conceptualization of the three basic constructs of the theory 

of planned behavior to study the adverse usage of IS assets. Instead of using a single IS 

misuse variable, it includes a category of behaviors related to adverse usage of IS assets. 

The factors considered in this study are Attitude (Affective, Cognitive); Social 

Influence (Subjective norm, Descriptive norm), Perceived Behavioral Control (Self-

efficacy, Controllability); Moral Norms; Organizational Commitment; Job Satisfaction; 

and Influence Mechanisms (Likelihood of Detection, Security Awareness).   

This study is expected to contribute to theory, methodology and practice. To the 

best of our knowledge, this is the first study that conceptualize and empirically measure 

a category of behaviors related to adverse usage of IS assets instead of studying a single 

behavior. It is the first attempt in IS to conceptualize and empirically test all the three 

basic variables of the theory of planned behavior as higher order constructs. From a 

managerial perspective, this study determines the factors that can predict the intention 

of employees towards adverse usage of IS assets and can directly or indirectly impact 

the information security of an organization. It also tests the role of various influence 

mechanisms to control the behavior related to information security. The results indicate 

that organizations should make major investments in education, training and awareness 

programs to enhance their security. The results of this study will help the managers to 

develop actions and strategies to deal with issues related to such behaviors in 

organizations. 
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CHAPTER 1 

INTRODUCTION 

 

1.1 Overview 

Right information at the right time in the right format with the right people is 

undoubtedly the most important weapon in today’s competitive environment. With 

higher dependency on Information Systems (IS) at various levels for operational and 

strategic activities, safeguarding these systems against adverse impacts and lowering the 

misuse of these assets has become a top level priority for organizations and society.              

Recent trends in IS, such as networking, end user computing, availability of 

computing resources for supply chain members and remote log in facilities for 

employees have not only improved the efficiency of operations but also have raised the 

likelihood of security breaches. Such developments have increased the importance of 

information security in the organizations (Davis et al. 2002). The exposure of various 

security breaches and its impact in the media has led to a rise in awareness of need for 

protecting IS assets that are critical to the organization.  

Organizations are concerned about inappropriate, illegal, and unethical use of IT 

(Cronan and Douglas 2006). Despite continuous efforts and investments by the 

organizations to safeguard themselves, there is no decline in the abuses (Lee et al. 

2004). There is a high chance that this is attributable to the continuous rise in the ability
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reativity and technological competence of the hackers and the software programs 

involved to perform these activities. Mostly, the response to these attacks has been one 

of reaction. The hackers attack the system by finding new vulnerabilities and security 

professionals’ later work to develop patches for these vulnerabilities. The current limits 

of the law about penalties and punishments caused by differences in culture, legal issues 

and regulations across different nations make it cumbersome to take a proactive 

approach of initiating and successfully taking the punitive action against these 

criminals. Though nations are stepping forward and joining to deal with these issues, 

there is still a long way to go.   

However, organizations can take preventive approach to reduce these problems. 

These preventive approaches need to be technological and behavioral. Although 

organizations are investing huge resources on the technical approach, people are the 

weakest links in the security chain (Bresz 2004; Mitnick and Simon 2003; Whitman and 

Mattord 2004). Despite presence of high technical security infrastructure, employees 

many times use the systems in such a way that it can break the protective mechanisms 

of information security. Thus, it is beyond doubt that the security mechanism in the 

organizations also need to consider human perspective besides the technical perspective 

to be effective (Lee et al. 2004).  

Access to the web and e-mail are the IS resources that act as backbone for 

working of the organizations. Employees need these resources for communication and 

flow of information among one other. In addition, web is a “Pandora’s box” that is a 

useful source for getting information on various topics.  But employees are found using 
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these resources for both work and non work related purposes (Guthrie and Gray 1996; 

Lee and Lee 2002; Lee et al. 2005), hereby using the organization’s network bandwidth 

for both productive and non productive purposes. One school of thought suggests 

allowing employees to use these resources during non work hours like lunch time, 

before or after work hours (Guthrie and Gray 1996). It believes there is a thin line 

between the productive and non-productive use of these assets, which is difficult to 

demarcate.  In addition, it considers use of these resources as a justified break from 

work to refresh.  

However, there is another angle to the use of these resources. According to the 

second school of thought, the personal use of e-mail and web results in productivity 

loss, waste of bandwidth, legal liability and also expose the organizations’ information 

systems to security threats (Stanton 2002; Woon and Pee 2004).  Many times employees 

are either unaware or do not even care that these activities open the company’s network 

infrastructures to hackers, viruses, worms, and spy-ware. 

Most of the computer security surveys have reported unwarranted behavior of 

the employees to be the most important security issue faced by the organization. 

Because personal computers used by the employees are most of the time attached to the 

internet, these are more vulnerable to security threats.  As a result, these trends have 

amplified the need for adequate attention to behavioral concerns about information 

security and made security a challenging problem in today’s world. 

Little research has been done to understand the behavioral issues about IS assets 

adverse usage (IAAU) and information security. The prevalence, cost and chances of 
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legal liabilities faced by the companies caused by IAAU need a better understanding of 

the intention of the people involved in such behaviors. Therefore, it demands a 

systematic research effort to understand this behavior. There is a need to identify the 

areas to target to change these behaviors and lower the likelihood of such activities.  

The employees’ use of web for personal purpose has high chances of installing 

programs like spy-ware or worm on the company’s network.  Spam mails sent by 

employees using organization’s mail server is the organization’s responsibility and is 

likely to result in legal liability for the company. In addition, an e-mail on public mail 

server that is downloaded without scanning might easily enable a virus to get a foothold 

on the company’s network. With  a rise in the need to understand and ability to predict 

such behaviors, researchers are scientifically trying to study such issues about human 

behavior in organizations having direct or indirect impact  on information security 

(Stanton et al. 2005). 

 

1.2 Research Motivation 

Behavior of employees about information security can be mapped as a two-

dimensional structure (Stanton et al. 2005) with “intentionality” (behavior ranging from 

purposely malicious to purposely beneficial) and “technical expertise” (information 

technology knowledge and skill) of the employees to perform the behavior represented 

as the two dimensions of the map (Table 1.1). The intention behind an employee’s 

computer related deviant behavior might be malicious, neutral or favorable to the 

organization. In addition, depending on the level of expertise, the employees can be 
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classified into two categories, high technology expertise and low technology expertise. 

For security related behavior of employees that might cause harm to the organization, 

most users of the IS assets can be assumed to fall under the low expertise category.  

These employees need to be educated to strengthen the weakest link of the security 

chain. 

Table 1.1: Two-Factor Taxonomy of Security Behavior 
Adopted from Stanton (2005) 

 
Expertise 

 
 

Low High 
 

 
 
Malicious 

Detrimental Misuse 
Using company e-mail, 
web server for spam, illegal 
adult content, etc 

Intentional Destruction 
Break into employers files / 
data to steal some information 
about customer credit card 
numbers, etc 

 
 
Neutral 

Naïve mistake 
(choosing bad password) 
Using company e-mail and 
web browsing for 
innocuous personal purpose

Dangerous tinkering 
(unknowingly configuring a 
wireless gateway that give 
access to company’s network 
by people in passing cars) 

 
 
 
 
 
 
Intention 

 
Beneficial 

Basic hygiene 
Preventing social-
engineering attack 

Aware Assurance 
(Recognizing backdoor 
programs, like spy-ware, 
through careful observation of 
own pc) 

 
 

 
Many researchers have analyzed various organizational issues about information 

security. The threat to information security because of the  intentionally disruptive and/ 

or illegal behavior by employees is a prominent research area getting attention in 

academia and industry (Dhillon 2001; Lee et al. 2004; Schultz 2002; Shaw et al. 1998; 
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Stanton et al. 2005). Researchers are conducting research on the counterproductive 

computer usage by employees. (Armstrong et al. 2000; Loch and Conger 1996; Siponen 

2001; Stanton 2002) 

Past literature clearly shows that employees who are dissatisfied with their work 

or are uncommitted to the organization  withdraw from their job, develop intention to 

leave the organization or engage themselves in loafing such as excessive phone, talking 

with others, to name a few.. However, this social loafing behavior is clearly visible to 

others. With the advent of information technology at the workplace, employees can now 

browse the web and use e-mail, instant messengers for personal use without the 

knowledge of others. The importance of computers as an IT artifact in this category of 

adverse behaviors and the criticality of these behaviors for information security makes it 

a distinct phenomenon suitable to be studied by MIS researchers. There is thus a need to 

examine human issues related to computer abuse and security along-with factors like 

job satisfaction, policy controls, and education / training to help employees understand 

the importance of pro-active participation in securing Information Systems assets (IS 

assets). 

The scope of this study is mainly on the “neutral security related behavior” of 

the low expertise “innocuous users” of IS resources that do not need special 

competency to adversely use IS assets at work.  It mainly focus on the “adverse usage 

of IS assets”, termed IS exploits having high chances of exposing company’s network to 

various threats. Earlier research has been devoted towards separately studying 

individual members (For example use of e-mail, web browsing) from this category of 
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behaviors. This study attempts to identify the antecedents and predict an employee’s 

intention to perform this category of behaviors. 

There is no dearth of evidence about employees’ involvement in these types of 

behaviors (Armstrong et al. 2000; Lim 2002; Loch and Conger 1996; Siponen 2001; 

Stanton 2002). What are the motivational forces behind these behaviors? What types of 

personal and organizational factors promote or forbid such activities? Are the forces and 

the strength of these forces that drive the employees to engage in these deviant 

behaviors belonging to the same category same or different from one another? This 

study attempts to provide answer to these questions. 

Theory of Planned Behavior is a widely used model to explain and predict 

human behavior. However, certain issues about the conceptualization and linkages 

between various constructs in the TPB are being raised in the literature. This study 

advocates the two-dimensional hierarchical conceptualization of all the three primal 

constructs in TPB to study the employees behavior related to the adverse usage of IS 

assets. 

 

1.3 Research Questions 

This study examine the relation between the independent variables, namely 

attitude, social influence, perceived control, organizational commitment, job 

satisfaction, perceptions toward influence mechanisms (Likelihood of detection, 

security awareness), security competency and the outcome variable “intention toward IS 

assets adverse usage” to addresses the following research questions: 
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• Does the employees’ attitude (affective and cognitive) toward adverse 

usage of IS assets affect their intention toward adverse usage of IS 

assets?  

• Does the employees’ perception of the social influence (subjective norm 

and descriptive norm) encouraging adverse usage of IS assets affect their 

intention toward adverse usage of IS assets?   

• Does the employees’ perceived behavioral control (self-efficacy and 

controllability) toward adverse usage of IS assets affect their intention 

toward adverse usage of IS assets? 

• Does the employees’ perceived moral norm about adverse usage of IS 

assets affect their intention toward adverse usage of IS assets? 

• Does the employees’ commitment to their organizations affect their 

intention toward adverse usage of IS assets? 

• Does the employees’ satisfaction with their job affect their intention 

toward adverse usage of IS assets? 

• Does the employees’ knowledge and awareness about the security 

threats because of adverse usage of IS assets affect their intention toward 

adverse usage of IS assets? 

 

1.4 Dissertation Contributions 

The theory of planned behavior has widely been used across various disciplines 

to predict different types of behaviors. It has been used in IS literature to predict the 
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adoption of technology. The conceptualizations of various constructs of this theory, 

namely attitude, subjective norm and perceived behavioral control (PBC) have been 

found to be significantly useful in IS research. However, with few exceptions, most 

applications of this theory in IS research are mainly geared toward predicting positive 

behaviors about adopting technology.  

The importance of computers and IS resources as an IT artifact in this category 

of deviant behaviors and the criticality of these behaviors for information security make 

it a distinct phenomenon proper to be studied by MIS researchers. Malicious behavior 

related to information security is a fruitful area to combine adverse usage of IS assets 

and the theory of planned behavior (TPB). 

 From a theoretical perspective, this research assesses conceptualization of 

various constructs in the theory of planned behavior. It uses the extended 

conceptualization of all the three basic variables of the theory of planned behavior to 

assess if they are better in predicting the employees’ intention toward the adverse usage 

of IS assets in the organizations compared with the original variables. To the best of our 

knowledge, this study is the first attempt in IS to conceptualize all the three basic 

variables of the theory of planned behavior as higher order constructs and apply them in 

the study of IS security.  

This research contributes to the IS security literature by incorporating several 

individual variables into the relationship with adverse usage of IS assets. It examines 

the suitability and strength of variables from organization behavior literature (namely, 

job satisfaction and organizational commitment) and psychology literature (namely., 
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moral norms) and the influence mechanisms  (monitoring v/s education) to predict the 

employee’s intention toward adverse usage of IS assets. This study also identified if 

these variables are associated with attitude and/or intention toward computer related 

adverse activities. It finally examines the role of these variables in the modifications of 

the relations as depicted in the theory of planned behavior. 

In terms of empirical contribution, conceptualizing the basic constructs of the 

theory of planned behavior as higher order constructs and measuring their underlying 

dimensions is perhaps the first attempt to empirically measure the deviant use of IS 

resources at work. The literature on the adverse usage of IS assets have mainly focused 

on the measurement of one behavior. To the best of our knowledge, even the application 

of theory of planned behavior in IS research and other disciplines is mainly about a 

single behavior rather than category of behaviors. In addition, such a study that 

conceptualize, operationalize and measure a category of behavior rather than a single 

behavior have not been examined empirically. This approach to measurement can also 

be repeated in positive contexts of IS research (like IT adoption) for a better 

understanding of the behavior of interest. The use of social desirability measures is also 

a methodological improvement compared to other similar studies that have ignored its 

influence in the past. 

From a managerial perspective, this study aims to determine the factors that 

might be successful in predicting the employees’ intention to engage in behaviors 

concerning adverse usage of IS assets. These factors might be used by organizations to 

affect an individual's intention toward these behaviors. The development and 
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application of such a model can help the organizations to decide about the actions and 

strategies to deal with issues about computer related adverse activities and information 

security in organizations. The results of this study suggests that a better understanding 

of the individual’s attitude, social influences,  behavioral control,  moral norm and 

awareness in forming the intention toward adverse usage of IS assets will aid in the 

developing mechanisms to cut these deviant activities.  

  

1.5 Overview of the Dissertation 

This dissertation is organized as follows: Chapter 2 provides the theoretical 

background related to the dissertation. It provides a review of literature related to the 

theory of planned behavior, behavioral aspects of deviant behavior at work, psychology 

and organization behavior. The discussion in these areas is related to the studies done in 

various disciplines in general and information systems in particular.  Chapter 3 focuses 

on the theoretical development of the research model and the associated hypotheses. 

Chapter 4 describes the research methodology adopted in the study. Chapter 5 describes 

the statistical techniques used to validate the research model with the analysis and 

results. Chapter 6 concludes the dissertation by discussing the key findings, insights, 

and its implications for theory and practice, with the limitations and suggestions for 

future research. 
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CHAPTER 2 

THEORETICAL BACKGROUND 

This chapter begins with a review of research on the employees’ deviant 

behaviors at workplace. It is followed by the review of existing literature on the theory 

of planned behavior, moral norms, job satisfaction, organizational commitment and 

misuse of information systems at workplace.  

 

 2.1 Workplace Deviance 

Work deviant behavior in the organization behavior literature has been defined 

as  “voluntary behavior of organizational members that violates significant 

organizational norms, and in so doing, threatens the well-being of the organization 

and/or its members” (Robinson and Bennett 1995). It is also termed as “dysfunctional 

workplace behavior” (Griffin et al. 1998), “antisocial behavior”  (Robinson and O'leary-

Kelly 1998), “organizational misbehavior” (Vardi and Wiener 1996), “non-compliant 

behavior” (Puffer 1987), “workplace deviance” (Robinson and Greenberg 1998), and 

“negative workplace behavior”, to name a few (Peterson 2002). Any behavior that goes 

against the societal or organizational values falls under the category of deviant behavior 

(Vardi and Wiener 1996). In many cases, this behavior might be beneficial to an 

individual or a group, but ultimately, it results in a negative impact on the organization 

or society. Therefore, an employee’s behavior that is consistent with their group norms 
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(for example, unauthorized sharing of passwords by employees even for work related 

purpose) but violates organizational policies is a deviant work behavior.   

Various researchers have classified workplace deviance in different ways. For 

example, Fox et al. (2001) distinguish workplace deviance into two different categories, 

one targeting organizations and the other targeting people in the organizations. Based 

on the target of the deviant behavior (organizational/ interpersonal) and severity of the 

deviant behavior (Minor / Serious), Robinson and Bennett (1995) developed a two 

dimensional typology of workplace deviance and classified it into 4 different categories 

(Figure 2.1). 

 

 

INTERPERSONAL 

Production Deviance: 
 
    Leaving Early 
    Taking excessive breaks 
    Intentionally working slow 
    Wasting Resources 

Property Deviance: 
 
    Sabotaging Equipment 
    Stealing from company 
    Lying about hours worked 

Personal Aggression: 
 
    Sexual harassment 
    Endangering co-
workers

Political Deviance: 
 
    Gossiping about workers 
    Blaming co-workers 

SERIOUS 

ORGANIZATIONAL 

MINOR 

Figure 2.1: Typology of Deviant Workplace Behavior 
(Robinson and Bennett 1995) 
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Hollinger and Clark (1982) divide workplace deviance into two categories, 

namely, production deviance and property deviance. According to them, production 

deviance takes place when employees do not produce the expected quality and quantity 

of work where as property deviance takes place in case of unauthorized possession or 

damage to the organizational assets.  

Depending on the benefit or harm to the recipients of these misbehaviors, Vardi 

and Wiener (1996) divide it into three different categories, namely, Organizational 

Misbehavior-Self (OMB-S), Organizational Misbehavior-Organization (OMB-O) and 

Organizational Misbehavior-Damaging (OMB-D)(Figure 2.2). 

 

 
Organization 
 

 
OMB-O 

 
OMB(D) 

 
 
Recepient 

 
Self 
 

 
OMB(S) 

 

 
Benefit 

 
Harm 

 

 

 
Motivation 

 
 

Figure 2.2: Categories of Organizational Misbehavior 
Adapted from Vardi and Wiener (1996) 

 

Also, some other researchers relate these behaviors to activities like aggression, 

hostility, sabotage, theft, and withdrawal from work (Chen and Spector 1992; Spector 

1975; Spector 1978). Because of its criticality in terms of loss of productivity, property 
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and legal liability, an understanding of workplace deviance and its antecedents has 

always been of challenge to both academicians and practitioners. 

Researchers are studying various factors at individual, social, interpersonal, and 

organizational level to understand the attitude, intention and actual deviant behavior   

(Boye and Jones 1997; Trevino 1986; Vardi 1996; Vardi and Wiener 1996). Some of 

the individual factors studied in the literature are values, attitudes, and personality traits 

of the employees (Vardi and Wiener 1996). For example, research has shown that some 

employees consider their involvement in deviant behavior as an approach to retaliate 

against the perceived injustice done to them by their workgroup or organization 

(Skarlicki and Folger 1997). The examples of situational and organizational factors  

include built-in opportunities, control systems, organizational culture, organizational 

cohesiveness, social norms, and the influence of work groups (Robinson and Greenberg 

1998; Robinson and O'leary-Kelly 1998).  

The advent of technology has opened up new avenues and opportunities for the 

individuals to get involved in deviant behaviors. Cyber-loafing is a deviant activity at 

workplace that includes the use of organization’s internet resources by the employees 

for personal purpose. It is defined as “any voluntary act of employees’ using their 

companies’ internet access during office hours to surf non-job related web sites for 

personal purposes and to check (including receiving and sending) personal e-mail” (Lim 

2002; Lim and Teo 2005). Employees while surfing web sites for personal reasons 

waste time without worrying about the visibility of their loafing behavior by the 

authorities.  They ignore their work responsibilities, resulting in an unproductive use of 
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their work hours (Lim 2002). According to Case and Young (2002), personal use of e-

mail and web browsing is the most problematic electronic deviant behaviors faced by 

the organizations.  

Because employees might knowingly or unknowingly download risky e-mails 

or visit some web-sites that can expose the organization to legal liabilities and to the 

dangers posed by computer viruses, spywares and worms, this adverse usage of IS 

assets can cause security risk to the organization. This security risk definitely makes the 

behavior more important than its otherwise simple role as a type of production 

deviance.  

Lot of research is being done from the productivity perspective of this type of 

deviant behavior. However, the research on the adverse usage of IS assets from the 

perspective of an organization’s information security and the awareness of employees 

from this angle is missing in the literature. 

 

2.2 Theory of Planned Behavior 

The direct relation between attitude and behavior had once been an important 

model to understand and predict the behavior. However, it was later demonstrated that 

attitude do not always predict behavior (Armitage and Christian 2004; Eagly and 

Chaiken 1993; Terry and Hogg 1996; Wicker 1969). In their quest to explain the 

weakness of direct relation between attitude and behavior, Fishbein and Ajzen (1975) 

demonstrated the role of intention as a mediator between attitude and behavior. They 

proposed in the “Theory of Reasoned Action” (TRA) that individuals’ behavior is 
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mainly predicted by their intention towards performing the behavior, which is further 

influenced by attitudes (overall positive and negative evaluation of the behavior) and 

subjective norm (perceived expectation of significant others). Therefore, behavior is 

determined by intention at the first level, and intention is explained by attitude along 

with subjective norm at the next level. These are further explained by salient beliefs 

(behavioral and normative) about the outcomes of the behavior and the motivation to 

comply to these beliefs at the third level (Fishbein 1980). 

However, in many cases, the theory was unable to explain the intention towards 

behavior even in the presence of favorable attitude and subjective norms towards the 

behavior. Ajzen (1991) later noted that TRA was successful predicting only a specific 

class of simple and volitional behaviors (Armitage and Christian 2004; Hooft et al. 

2004). 

Theory of Planned Behavior (Ajzen 1991) extended TRA by incorporating 

“Perceived Behavioral Control” (PBC) to evaluate the control beliefs about the presence 

and strength of facilitating (or inhibiting) factors concerning individuals’ perceptions of 

their ability to perform (or not perform) the behavior (Ajzen 2005). It addressed the 

issues about incomplete volitional control of the individual over the intention towards 

the behavior and actual behavior even in the presence of favorable attitude and 

subjective norm towards the behavior. 

Theory of Planned Behavior (TPB) is one of the most successful and influential 

theories used to predict human behavior. According to this theory, the attitude, 

subjective norm and perceived behavioral control combine together to determine the 
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intention to perform (or not perform) the behavior, which ultimately lead to predicting 

actual behavior (Figure 2.3).  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 2.3: Theory of Planned Behavior 
Adapted from Fishbein (1980)

Theory of Reasoned Action 

Intention 
towards 
Behavior 

Attitude towards 
Behavior 
 

Subjective norm 
towards Behavior 

Actual 
Behavior 
 

Perceived 
Behavioral 
Control 

Behavioral belief: 
The person’s beliefs that the 
behavior leads to certain 
outcomes and his evaluation of 
these outcomes

Normative belief 
The person’s beliefs that specific 
individuals or groups think he 
should or should not perform the 
behavior and his motivation to 
comply with the specific referents 

Control Belief 
Perceived presence or absence of 
factors that may facilitate or 
impede performance of a behavior 
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Research in various domains clearly demonstrate the usefulness of TPB in 

predicting wide range of positive (socially acceptable) and negative (dishonest) 

behaviors (Beck and Ajzen 1991; Sheppard et al. 1988). For example, Astrom and 

Mwangosi (2000) used it to predict teachers intention to provide dietary counseling; 

Hooft et al. (2004) used it to predict job search intention and behavior; Norman and 

Hoyle (2004) used it to predict breast self-examination behavior and Moan and Rise 

(2005) used it to predict students intention to quit smoking.. In terms of its applicability 

to predict negative behaviors, Beck and Ajzen (1991) used it to predict individuals’ 

dishonest behavior like cheating on exams, lying, and shoplifting and  Hrubes et al. 

(2001) used it to predict hunting behaviors. 

TPB has also demonstrated its utility in IS research where again it has been used 

to understand various type of IS related behaviors. For example, Davis et al. (1989) 

based their Technology Acceptance Model (TAM) on the belief-attitude-behavior 

models. They suggest that the intention to adapt technology can be predicted by 

perceived usefulness and perceived ease of use of that technology. Karahanna et al. 

(1999) combined TPB with innovation diffusion theory (Rogers 1993) and attitude 

theories to examine differences in pre-adoption and post-adoption beliefs and attitudes 

and Venkatesh and Brown (2001) used it to predict household technology adoption. 

Bassellier and Benbasat (2004) used it to study the IT professionals partnership with 

their clients by examining their intention to engage and maintain such partnerships; 

Bhattacherjee and Premkumar (2004) explored its applicability to understand the 

changes in belief and attitude towards information technology usage and Ahuja and 
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Thatcher (2005) used it to explain users’ innovation with IT at the workplace. Gee-Woo 

et al. (2005) found its utility to predict individuals' knowledge-sharing intentions with 

the co-workers and Brown and Venkatesh (2005) again used it to predict household 

technology adoption. Awad and Krishnan (2006) borrowed from TPB and used 

knowledge as a determinant of perceived control in order to improve customers’ online 

experience;  Pavlou and Fygenson (2006) extended TPB to explain and predict e-

commerce adoption by conceptualizing PBC as a two dimensional construct, self-

efficacy and controllability.  

TPB has also been used in IS literature in predicting negative behaviors 

involving IT. For example, Christensen and Eining (1991) used it to study illegal 

software copying behavior and found its components to be important factors in 

predicting such behavior whereas Banerjee and Cronan (1988) used it to explain IT 

related ethical behavior. Also, Peace et al. (2003) used the theory of planned behavior to 

predict software piracy. 

Though there has been ample evidence of its usability and wide applicability, 

Rivis and Sheeran (2003) in their meta-analysis of TPB research noted unexplained 

variance in intentions and behavior in spite of the impressive effect sizes. Also, some 

researchers also argue about the conceptualization and linkages of various constructs in 

TPB (Ajzen 2006; Eves et al. 2003; Rhodes and Courneya 2003; Rhodes and Matheson 

2005). According to TPB, intention is explained by the three primal variables (attitude, 

subjective norm and perceived behavioral control) and the impact of all other variables 

(termed as external variables) on intention is only through these basic variables 



 

 22

(Fishbein and Ajzen 1975). However, many studies have demonstrated that external 

variables were able to explain variance in intention over and above the variance 

explained by the three primal constructs in TPB. It has therefore been argued in the 

literature to increase the predictive power of TPB by adding additional variables 

(Armitage and O'conner 2004). For example, Breukelen et al.(2004) demonstrated that 

job satisfaction, organizational commitment, age, and tenure were able to explain 

additional variance in turnover intention in the context of voluntary employee turnover.  

Terry et al. (1999)  noted evidence of a  direct relation between social identity and 

intention to recycle various household products. Conner et al. (2004) observed that past 

behavior, moral norms, anticipated affective reactions are some other variables that 

have been used in various studies to predict intention.  

Some researcher  are also raising concerns regarding the conceptualization of 

various constructs in the TPB, as discussed below: 

 

2.2.1 Conceptualization of Attitude in Theory of Planned Behavior 

Earlier research using TPB has predominantly measured attitude as a single 

concept. However, some issues regarding the nature of attitude are recently being raised 

(Ajzen 2006; Bagozzi et al. 2001; Eves et al. 2003; Hagger and Chatzisarantis 2005; 

Rhodes and Courneya 2003; Rhodes and Matheson 2005). According to these 

researchers, attitude consists of two components, namely affective attitude and 

cognitive attitude. The affective component of attitude refers to emotions and feelings 

about the target of interest whereas the cognitive component reflects the beliefs and 
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thoughts about the target of interest (Norton et al. 2005). Various studies have 

demonstrated that these two components are distinguishable from each other (Trafimow 

et al. 2004). For example, Verplanken et al (1998) noted the difference between 

affective and cognitive (instrumental) components in terms of accessibility. While Yang 

and Yoo (2004) justified the importance of cognitive attitude in explaining IS usage 

behavior, Trafimow et al.(2004)  found that the measures of affective attitude were 

more predictive than the measures of cognitive attitude for various randomly selected 

behaviors. Some other studies concerning exercise and physical activity showed that 

affective attitudes are more important than cognitive attitudes in predicting intention 

(Ajzen and Driver 1992; French et al. 2005; Lowe et al. 2002). Also,  Trafimow and 

Sheeran (1998) in their study on cigarette smoking found that affective attitude were 

more important than cognitive attitude in summer while reverse was true in winter. The 

mixed results in terms of importance of the two components suggest that both 

components are critical for predicting intentions (French et al. 2005). 

  Fishbein and Ajzen (1975) stated that attitudes to behaviors are better 

predictors of behavior as compared to attitudes to the object towards which the behavior 

is directed. They further concluded that the attitude towards objects must be treated as 

external variables. Thus, according to TPB, the relation between attitude towards 

objects and the intention towards a behavior that is directed towards the object is 

mediated by attitude towards the behavior. However, some doubts are currently raised 

about the passive role of external variables in the TPB. For example, Eagly and Chaiken 

(1993) argue for an important role for attitudes towards targets (objects) as they  are the 
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starting point of actions related to the object. According to Eagly and Chaiken (1993), 

“one’s attitude towards the target probably come to mind before attitudes towards the 

behaviors in which one might engage in relation to the target”. Therefore, the role of 

attitudes towards objects is more than just of an external variable and may play more 

important than the role that TPB assigns to them. For example, Breukelen et al.(2004) 

demonstrate the importance of direct relation of job satisfaction and organization 

commitment with turnover intention as compared to the relation mediated by attitude 

towards leaving 

Various studies in IS research (Davis et al. 1989; Venkatesh et al. 2003; Yang 

and Yoo 2004) suggest that attitudes do not fully mediate the effect of perceived 

usefulness and perceived ease of use on behavior. According to Davis et al.(1989), 

attitudes partially mediate the effects of the beliefs on intentions while subjective norm 

had no effect on intentions.  

 

2.2.2 Conceptualization of Subjective Norms in Theory of Planned Behavior 

The relation between subjective norm and intention is found to be weaker as 

compared to the relation between attitude / perceived behavioral control and intention in 

previous studies. Ajzen (1991) noted in their review that only nine out of nineteen 

studies showed the significance in relation between subjective norm and intention. In IS 

research, Davis et al.(1989) found that subjective norm had no effect on intentions. 

These findings imply that the personal factors (i.e., attitudes and perceived behavioral 

control) are stronger predictor of intentions as compared to the subjective norm 
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(Armitage and Conner 2001; Donald and Cooper 2001).  One reason for this weak 

relation is the poor conceptualization of normative component in TPB (Armitage and 

Conner 2001; Sheeran and Orbell 1999; Terry and Hogg 1996).  

It has been argued in the literature that normative influence on an individual is 

made up of two different components, namely injunctive norm and descriptive 

(behavioral) norm (Donald and Cooper 2001; Hagger and Chatzisarantis 2005; Rhodes 

and Courneya 2003; Rivis and Sheeran 2003). Injunctive norm refers to the expectation 

of significant others from an individual to engage in a behavior. The conceptualization 

of subjective norm in TPB is reflects injunctive social norm as it measures the perceived 

expectation from significant others for engaging in a behavior (Rivis and Sheeran 

2003).  Descriptive norm (DN) refer to the individual’s perception of the attitude and 

propensity of significant others’ to engage in a particular behavior (Terry and Hogg 

1996).  

Rivis and Sheeran (2003) in their meta analysis found that the addition of DN in 

TPB resulted in an additional 5% increase in variance in intentions after controlling for 

other predictors in TPB. For example, Buunk, et al.(1998) found that intention towards 

condom use by an individual is affected more by others perceived behavior than by their 

perceived expectations; Sheeran and Orbell (1999) found its significance in predicting 

the intentions to play lottery after controlling for the other predictors in TPB. Conner 

and McMillan (1999) found its relation to be significant with intention while studying 

the intention towards use of cannabis; (McMillan and Conner (2003) found it to explain 

additional variance in intentions to consume alcohol and tobacco. In the IS research; 
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Karahanna, et al.(1999) found it to add significant variance in intention after controlling 

for other predictors in TPB. 

These studies reflect that social influences are inadequately represented by 

subjective norm in the theory of planned behavior (Christian et al. 2004; Hagger and 

Chatzisarantis 2005; Rhodes and Courneya 2003; Terry and Hogg 1996; Wilkinson and 

Abraham 2004). Therefore, there is a need to assess the inclusion of descriptive norm in 

TPB. This conceptualization is further important for ethical research because employees 

learn from each other and individuals are found to engage in risky and exciting 

behaviors by watching others. Also watching others doing a behavior increase an 

individual’s perception of self ability to perform the behavior (Compeau and Higgins 

1995). 

 

2.2.3 Conceptualization of PBC in Theory of Planned Behavior 

The conceptualization of PBC in the theory of planned behavior is also 

controversial in the literature (Pavlou and Fygenson 2006). Various studies (Manstead 

and Van Eekelen 1998; Sparks et al. 1997; Terry and O’leary 1995; Trafimow et al. 

2002; White et al. 1994) have found that the items related to PBC many times load on 

two different factors, namely, self-efficacy and controllability. Therefore, the 

measurement of these two separate constructs as a single construct as done in TPB 

results in inaccurate score of PBC. 

Since PBC is a significant determinant intention and behavior, some researchers 

(Hagger and Chatzisarantis 2005; Rhodes and Courneya 2003; Trafimow et al. 2002) 
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have suggested the need to separately measure these two constructs to improve 

predicting intention and actual behavior. Recently, Pavlou and Fygenson (2006) also 

noted the emerging consensus regarding the nature of PBC as a 2 dimensional construct. 

These findings provide evidence to explore conceptualizing PBC as a 2-dimensional 

construct with in the framework of TPB. 

 

2.3 Moral Norm 

Moral norm is considered as an individual’s perception about ethical 

appropriateness of performing a behavior (Sparks 1994). It reveals the internalized 

ethical values of an individual (Eagly and Chaiken 1993) and is considered to be an 

influential variable on the performance of behaviors having ethical concerns (Beck and 

Ajzen 1991; Kurland 1995; Sparks 1994). It motivates an individual to get involved or 

abstain from a behavior irrespective of the attitude or subjective norm towards that 

behavior (Moan and Rise 2005). The individuals who perceive a behavior to be morally 

incorrect are less likely to form the intention or get involved in such behaviors (Parker 

et al. 1995). 

Its relation with intentions is found to be significant across a wide range of 

behaviors. For example, Beck and Ajzen (1991) tested its importance in predicting 

dishonest actions; Conner and Mcmillan (1999) found it to moderate the impact of 

attitude on intention to use illicit drugs; Godin et al. (2005) tested its applicability in 

explaining intention to donate blood; Mcmillan et al.(2005)  found its usefulness in 

predicting intention to smoke and Moan and Rise (2005) found its usefulness in 
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predicting smoking cessations. Beck and Ajzen (1991) found it to significantly increase 

the variance in intention  towards dishonest behaviors from 3 to 6% since ethical issues 

are salient in these behaviors whereas Conner and Armitage (1998) observed that the 

inclusion of moral norm with other TPB constructs resulted in an average increase of 

4% in variance of intention towards the behavior. 

In IS literature, Banerjee and Cronan (1988) used moral norms to study the 

misuse of computers in organizations; Kini et al. (2003) argued for the assessment of 

moral intensity to predict intention towards software piracy and Gopal et al. (2004) 

assessed ethical issues in digital piracy. 

 

2.4 Job Satisfaction 

Job satisfaction is considered to be an employee’s attitude towards the job  

(Everton et al. 2005; Organ and Konovsky 1989) that reflects the amount of their 

affection towards their job (Brooke and Jr. 1986). It is a result of the employees’ 

assessment of their experiences on the job (Locke 1976) and their response to the work 

environment in a positive or negative manner (Steers and Porter 1991). Low level of job 

satisfaction often leads to certain behaviors that can affect the functioning of an 

organization. Because of this reason, it has a special role in the studies related to 

counterproductive behavior in the organizations (Spector 1997) and is one of the most 

important factors studied in organizational behavior literature (Williams and Anderson 

1991).  
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Job satisfaction is found to correlate significantly with sabotage and theft at 

work (Chen and Spector 1992) . Studies have shown that dissatisfied employees are 

more likely to engage in deviant behaviors like, lateness, absenteeism, substance abuse, 

and sabotage, to name a few (Everton et al. 2005; Lau et al. 2003; Spector 1997). As 

observed by Breukelen, et al.(2004) job satisfaction can explain a significant proportion 

of the variance in intentions after controlling for the basic predictors from the theory of 

planned behavior. 

Employees, many times if possible, tend to either quit the job or withdraw from 

the job (For example, being absent or late at work, resignation) because of low levels of 

job satisfaction. In their study of computer professionals, Lee(2004) found that the job 

satisfaction mediated the relation between social support and leaving intention. 

However, with the advent and omnipresence of technology at the workplace, there are 

new type of behaviors that help an employee to vent out their frustration and anger. 

According to Everton, et al.(2005), “computer provides a different way for employees 

to react to job dissatisfaction, both destructively (e.g., destroying files) and as a venue 

for psychological withdrawal from the job.” Therefore, job satisfaction has a new and 

more important role to play in understanding the employees’ behavior at the job. 

 

2.5 Organizational Commitment 

Organizational Commitment (OC) is defined as "the relative strength of an 

individual's identification with and involvement in a particular organization" (Mowday 

et al. 1982; Porter et al. 1974; Steers 1977). It includes the concept of  “strong belief in 
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and acceptance of goals and values” of the organization (Mowday et al. 1982). Also 

considered as organizational loyalty, it motivates an employee to protect the 

organization against various threats and remain committed to the organization under 

adverse conditions (Podsakoff et al. 2000). Therefore, a highly committed employee 

always want to stay with his or her organization and work for the benefits of the 

organization (Mowday et al. 1979; Porter et al. 1974). 

Organizational commitment has often been used in the literature to predict 

employees work behaviors (Meyer et al. 2004), that comprises both positive and 

negative behaviors. A representative list of such behaviors includes employees’ in-role 

behaviors, organization citizenship behaviors, absenteeism, intention to quit, turnover 

and deviant behaviors, etc. (Jaros et al. 1993) (Cohen 1993; Cohen 2000; Cotton and 

Tuttle 1986; Farkas and Tetrick 1989; Lee and Mowday 1987; Liao et al. 2004; Lum et 

al. 1998; Mathieu and Zajac 1990; Mobley et al. 1978)   

There are mainly three forms of organization commitment, namely, affective 

commitment, continuance commitment, and normative commitment (Allen and Meyer 

1990; Meyer and Allen 1991; Morris and Sherman 1981; Snape and Redman 2003). 

The affective component refers to employees' attachment to, identification with, and 

involvement in work in the organization. The continuance component signifies the 

exchange based conception of commitment and refers to the perceived cost of leaving 

the organization. Lastly, the normative component refers to employees' feelings of 

obligation to remain with the organization  
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Earlier studies have found that affective component has strongest positive 

correlation with employees ongoing behaviors like job performance, organization 

citizenship behavior and attendance, followed by normative component (Allen and 

Meyer 1990; Meyer et al. 2004; Morris and Sherman 1981). Although continuance 

component is significant in predicting an employee’s intention to leave the organization, 

it has very little role in predicting the ongoing behaviors (Morris and Sherman 1981).  

Liao, et al. (2004)  suggest that low level of commitment is reflective of an 

employee’s dissatisfaction with his / her exchange relationship with the organization. It 

therefore increases the employee’s likelihood of engaging in deviant behaviors against 

the organization. Highly committed employee wish to remain with the organizations 

(Mowday et al. 1982) whereas uncommitted employee do not have such feeling towards 

the organization. These uncommitted employees do not care about their organization 

and are generally indifferent towards restricting themselves from performing deviant 

behaviors that can inflict damage to the organization. 

In IS research, Oz (2001) found significance in the relation between 

organizational commitment and ethical behavior of IS professionals concerning 

inappropriate use of computing resource. Also, Stanton, et al.(2003) found that the 

individuals with higher levels of organizational commitment are less likely to engage in 

counterproductive behaviors like personal web surfing, personal e-mail, and personal 

gaming.  

 

 



 

 32

2.6 Adverse Usage of IS Assets 

Most of the earlier research on information security had mainly focused on 

technical issues concerning information security (Stanton et al. 2003). Researchers and 

practitioners now recognize that information security is not merely a technical issue but 

also a behavioral issue. They have noted the importance of human factors in 

information system use and information security. Human factors often studied in the 

literature are security behavior, attitude, awareness, training, , trust and the mechanisms 

to control such behaviors(Anderson and Schwager 2002; Frank et al. 1991; Whitman et 

al. 2001). For example, Straub (1990) and Straub and Nance(1990) developed a security 

model to investigate the effectiveness of IS security in controlling computer abuse. It 

formulated that the potential offenders will avoid deviant behaviors in the presence of 

adequate deterrents. (Lee et al. 2004) also developed an integrative model of computer 

abuse based on social control and general deterrence theories.  

The intentionally disruptive behavior such as infection of virus via e-mail or 

hacking (Lee et al. 2004) is generally related to outsiders or to a small number of tech-

savy employees. These employees having technical expertise had the capability to 

engage themselves in behaviors that might inflict damage to the information and 

computer security of the organizations. The insider’s abuse is generally related to 

simple behaviors like  unauthorized ID use,  illegal copying, etc (Lee et al. 2004). 

Other simple behaviors like cyber-loafing (personal use of e-mail and web 

browsing) also have potential to cause damage to the security of organizations. This 

inappropriate and innocuous behavior might inhibit the effectiveness of information 
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security mechanisms of the organizations (Stanton et al. 2004). While assessing the 

cyber-loafing behavior at the workplace, Lim(2002) found a 2 factor model of cyber-

loafing represented by browsing activities and e-mailing activities. These activities 

when performed indifferently can bring security problems for the organizations.  

Personal web usage (Anandarajan 2002; Bequai 1998; Greenfield and Richard 

2002; Mahatanankoon et al. 2004) in the workplace, also known as “non work related 

computing” is defined as the use of organizational IS resources for personal purpose 

during or after office hours (Lee et al. 2005). It is defined as the voluntary act of 

employees’ using their companies’ internet resources to surf non-job related web sites 

and to check  personal e-mail during or after office hours (Lim 2002).  

It has been studied in literature from both positive and negative perspectives 

(Anandarajan and Simmers 2005). For example, Anandarajan and Simmers (2004b) 

justified the use of web to gain knowledge that indirectly results in improved 

performance at work .Other researchers (Belanger and Van Slyke 2002; Oravec 2002) 

also noted it to be useful for enhancing productivity at workplace. Studies that focus on 

using web from a negative perspective term it as internet abuse, deviant internet usage, 

problematic internet usage, and internet addiction, etc. (Anandarajan 2002; Davis 2001; 

Davis et al. 2002; Lim 2002).  

This behavior is often argued by researchers to cause productivity losses, 

congested computer resources, security costs, and legal liability risks to the organization 

(Anandarajan and Simmers 2004b; Everton et al. 2005; Griffiths 1998; Lee et al. 2005; 

Lim 2002; Putnam and Maheu 2000). These studies found that the use of web for 
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making travel arrangements, reading news, online purchases, and searching for jobs, to 

name a few was a major cause of such drawbacks.  

Another variation of adverse usage of IS assets in the organization is the 

problem concerning digital piracy. It is defined as the unauthorized downloading or 

duplication and use of copyrighted digital product for work or personal purposes.  Peace 

et al. (2003) found software piracy as a key concern for the organizations because of its 

economic and legal implications  As observed by Higgins (2005), the law makes 

organizations responsible for the actions of their employees that violate the rights of 

copyright holders. Higgins (2005) found that a majority of computer-using 

professionals agreed that they were illegally copying software. Skinner and Fream 

(1997) found the importance of individual’s association with software pirating peers in 

predicting this behavior. Higgins (2005) found that individuals are less likely to commit 

software piracy when they view it as an ethical and moral issue. However, other 

researchers (Christensen and Eining 1991; Moores and Chang 2006) found that many 

respondents did not found it to be unethical. In the earlier days, employees were able to 

make copy of the software installed on their machines, but now the situation is 

changing. Now, the legal software installed on employee’s machine at the workplace 

are generally installed and maintained by the technical department. However, the 

employees now can browse web for getting copy of latest illegal software. Employees 

also browse web to download other type of illegal digital products like music, videos, 

games, to name a few. 
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This unauthorized downloading from illegal web sites not only results in legal 

copyright issues but also often installs spywares and viruses in the company’s networks 

(Straub and Collins 1990; Wagner and Sanders 2001). Therefore, browsing of webby 

the employees for non-work related issues also act as a factor supportive of software 

piracy. Thus, this behavior (web browsing) is not only a deviant behavior in itself, but 

also act as an aid for other kind of deviant behavior (digital piracy). 
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CHAPTER 3 

RESEARCH MODEL 

 

3.1 Overview 

There are many ways for an individual to respond to his / her attitude, 

cognitions, beliefs and experiences in any given situation. Generally , these alternatives 

are not isolated from each other (Hanisch 1995) and individuals decide to engage in one 

or several behaviors by choosing out of them. Therefore, to accurately predict and 

understand their decision, there is a need to consider individuals’ belief, attitude, and 

intention towards the category of behaviors and the choices available to them (Fishbein 

1980)  from that category of behavior. 

To the best of our knowledge, earlier research concerning the adverse usage of 

IS assets has mainly examined a single specific behavior and the antecedents of that 

behavior (Ananadarajan and Simmers 2002; Anandarajan 2002; Anandarajan et al. 

2000; Anandarajan and Simmers 2004a; Anandarajan and Simmers 2005; Greenfield 

and Richard 2002; Mahatanankoon et al. 2004; Mirchandani and Motwani 2003; 

Stanton 2002). It might be because of the difficulty in assessing several behaviors in 

one study, researcher’s interest in importance of that particular behavior, or merely 

because of practical limitations (Hanisch 1995). Because individuals form their 

intention towards a behavior by choosing from a set of behaviors, evaluating only one 
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behavior and analyzing its antecedents is likely to provide limited understanding of the 

underlying phenomenon (Hanisch 1995). Thus, even if an understanding of one single 

behavior as done in earlier studies is important, there is a need to move ahead and focus 

on the category of behaviors for a better understanding of the underlying phenomenon 

behind the behavior. Using theory of planned behavior as the research framework, this 

study is a step in this direction. 

 

3.2 Adverse Usage of IS Assets: Category of Behaviors 

Earlier studies examining the adverse usage of IS assets are isolated attempt to 

understand one specific behavior. None of these studies explains the deviant use 

concerning a family of behaviors (adverse usage of IS assets) by aggregating and 

collectively studying the individual behaviors falling under this family. What makes 

employees to engage in the family of such behaviors? Are the antecedents of various 

instances same or different from each other? Is it possible to aggregate such instances 

together so that organizations can deal with the underlying issues at the collective level 

rather than spending their resources on a single behavior? These issues suggest a need 

to develop an integrated and systematic model to have greater understanding of adverse 

usage of IS as a category of behaviors. 

Robinson and Bennett (1995)  defined employee deviance as “voluntary 

behavior that violates organizational norms and in so doing threatens the well-being of 

an organization, its members, or both”. It is postulated that if the employees do not use 
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IS resources in a legitimate and proper way, this adverse usage of IS assets is a form of 

deviant work behavior.  

 Depending on the outcome, an employee’s deviant behavior is mainly focused 

on two type of deviances, namely, “Property Deviance” and “Production Deviance” 

(Hollinger and Clark 1982). Also, in terms of benefit or harm of these misbehaviors, the 

deviant behaviors can be divided into three categories, Benefiting self, benefiting 

organization, or destructive to organization (Vardi and Wiener 1996).  By mapping 

these two classifications as the two dimensions, adverse usage of IS assets is classified 

into different categories as shown in Table 3.1. 

 

Table 3.1: IS Assets Adverse Usage- Categories 
 

Adverse usage of IS assets  
 

 

Benefiting 
Organization 

Benefiting Self Destructive 

Productivity 
Deviance 

 Personal use of E-
mail and web 

 

Property 
Deviance 

 Personal use of E-
mail and web 

 

 

“Adverse usage of IS assets - benefiting self” is a unique class of deviant work 

behavior that not only tends to nullify the usefulness of information systems through 

loss of productivity, but can also have a major impact on the information security needs 

and legal concerns of the organizations. Also, the loss of network bandwidth and the 

unauthorized use of computing resources results in the placement of behavior related to 

adverse usage of IS assets under the category of property deviance. 
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Rather than referring to one action, “behavioral categories” refer to a class of 

behaviors (Fishbein 1980). In most of the organizations, the use of e-mail and web for 

personal purpose are behaviors that deviates from the established norms expected from 

the employees by the organization. Use of e-mail and web browsing for personal 

purpose are the two activities that result into both property deviance and productivity 

deviance, and belong to “IS assets Adverse Usage - benefiting self” (IAAU) category of 

deviant work behavior. (Table 3.2) 

 

Table 3.2: IS Assets Adverse Usage – Impacts 
 

 
 
Property 
Deviance 

 
Security hazards like Loss of data, transmission of 
information, propagation of virus, worms, spywares, etc. 
 
Malfunctioning of hardware and software, web site down 
time, misuse of network bandwidth etc. 
 

 
Productivity 
Deviance 

 
Burden on IT support team, non availability of resources, 
loss of working hours, etc 
 

 

To study the individual behaviors as a category of behaviors, Fichman (2001) 

recommend the presence of following conditions for their aggregation. ‘First, the 

researcher’s interest needs is in a model that generalizes to a class of activities. Second, 

antecedents have effects in the same direction in all the activities. Third, characteristics 

of organizations can be treated as constant across the deviant activities in the study. 

Fourth, characteristics of deviant activities cannot be treated as constant across 
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organizations in the study. Fifth, sources of noise in the measurement of deviant 

activities may be present’.  

In this study, we are interested in a generalized model that deals with the 

adverse usage of IS assets and the precursor of the individual activities belonging to this 

category are hypothesized to have effects in the same direction, a fact also validated in 

earlier studies dealing with individual activities separately. The characteristics of the 

organizations can be treated as constant because these organizations provide the access 

of e-mail and web to their employees for work related purpose but employees use it for 

personal purpose even if it is against the organizational norms and policies. Further, the 

number of instances of these activities happening at workplace is not same across 

different organizations. Lastly, because of self reported data and various other factors 

beyond the control of researcher (like organizational culture, etc.) there is presence of 

noise in the measurement of these individual activities. These reasons permit us to 

aggregate and collectively study the deviant behaviors concerning adverse usage of IS 

assets as a family of behaviors related to “adverse usage of IS assets”. 

According to Fishbein (1980), “behavior categories cannot be directly observed 

and are inferred from specific actions assumed to be instances of the category.”  

Therefore, there is a need to measure the instance of adverse usage of IS assets. 

According to Lim(2002),  cyber-loafing can be represented by two factors, namely, 

browsing activities and e-mailing activities. Case and Young (2002) also found these 

two behaviors to be the most problematic e-behaviors faced by the organizations. 

Therefore, to study adverse usage of IS assets as a behavior category; this study uses the 
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adverse usage of e-mail and web browsing at the work as the two instances of this 

category. These activities when performed indifferently can bring security problems for 

organizations.  

 
Table 3.3:  Nature of Constructs 

 
Multidimensional 

construct 
One-dimensional 

construct 
Construct with 

Multiple dimensions 
Related dimensions that 
represents a single 
theoretical concept 

A single theoretical 
concept 

Distinct but related 
concepts rather than a 
single overall concept 

 

A construct may be considered as either a one-dimensional construct; a 

multidimensional construct; or a construct with many dimensions (Table 3.3). The 

proponents of multi dimensional constructs  (For example (Hanisch et al. 1998; Ones 

and Viswesvaran 1996; Roznowski and Hanisch 1990)  argue in their favor because of  

its capability to  increase the explained variance and to offer holistic representation of 

complex phenomena. The critics (For example, (Gerbing and Anderson 1988; Johns 

1998; Paunonen et al. 1999) consider it to be vague and suggest that their use confounds  

the relation between their dimensions and other constructs (Edwards 2001). However, 

Edwards (2001) unified the two views and proposed a framework that  “combines the 

breadth and comprehensiveness of multidimensional construct with the clarity and 

precision of dimension that constitute the construct”. Using this framework, we 

conceptualize IS assets adverse usage (IAAU) as a multidimensional overarching 

construct that is modeled along with its dimensions , viz. use of e-mail and web 

browsing for non-work related purpose. 
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A multidimensional construct can either be treated as a general concept 

manifested by its dimensions, (super-ordinate/molecular construct) or as a combination 

of specific dimensions into a general concept, (aggregate/molar construct) (Edwards 

2001). In the former case, the direction of relation is from the construct to its 

dimensions whereas in the later case, the direction of relation is from the dimensions to 

their construct (Bollen and Lennox 1991; Edwards 2001; Edwards and Bagozzi 2000). 

(Figure 3.1)  

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

Figure 3.1: Multidimensional Constructs 
 

Similar to the conceptualization of work withdrawal manifested by absenteeism, 

lateness and escapist drinking as a superordinate construct (Edwards 2001; Hanisch 

Dim. 1

Dim. n

Superordinate 
Construct 

Dim. 1

Dim. n

Aggregate 
Construct 
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1995),  we conceptualize IAAU as a “superordinate construct” manifested by the two 

dimensions, use of e-mail and web browsing for personal purpose. (Figure 3.2) 

 

 

 
 
 
 
 
 
 

Figure 3.2: IAAU Conceptualization 
 

 

3.3 Augmented Theory of Planned Behavior 

As mentioned earlier, previous studies on the adverse usage of IS assets have 

not looked at the phenomenon form the perspective of category of behavior. This study 

utilizes the higher order conceptualization of variables in the theory of planned behavior 

to address these concerns. 

 

3.3.1 Attitude-2 Level Conceptualization 

Attitude can be defined as an individual’s psychological propensity to evaluate 

an entity or a behavior (Norton et al. 2005). As observed by Crites, et al.(1994), 

evaluative judgments and responses can be divided into three categories, affective, 

cognitive and behavioral (Breckler 1984; Katz and Stotland 1959; Kothandapani 1971; 

Ostorom 1969; Rosenberg and Hovland 1980; Zanna and Rempel 1988). Using 

IAAU 
Use of 
E-mail 

Web 
Browsing
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behavioral component of attitude for predicting behavior is considered incorrect 

because of the cyclical nature of their relationship.  Since attitude is used to predict the 

intention and finally the behavior, the researchers exclude the behavioral component of 

attitude (Pieters 1988) and mainly focus on affective and cognitive components of 

attitude (Crites et al. 1994; Triandis 1977; Verplanken et al. 1998) to study behavior. 

The multidimensional conceptualization of attitude (Crites et al. 1994; Olson 

and Zanna 1993; Trafimow et al. 2004; Verplanken and Herabadi 2001) has been 

evident in research for a long time.  Norton et al (2005) in their meta-analysis found the 

presence of two dimensions of attitude, namely cognitive and affective attitude.(Ajzen 

and Driver 1992; Albarracin et al. 2000; Breckler and Wiggins 1989; Brown 1984; 

Crites et al. 1994; Helweg-Larsen and Collins 1994; Norton et al. 2005; Ross 1988; 

Sacco et al. 1991; Trafimow and Sheeran 1998; Trafimow et al. 2004). In IS literature, 

Yang and Yoo(2004) recently expanded TAM (Davis et al. 1989) by considering both 

the affective and the cognitive dimensions of attitude. Saade and Bahli (2005) included 

cognitive component in TAM to explain the acceptance of internet based learning 

systems. 

According to French et al.(2005), the affective component may be either 

anticipated (e.g. what respondents feel about the consequences of a behavior) or 

anticipatory (e.g., how respondents feel about performing the behavior) in nature. It 

should be noted that anticipatory affect is different whereas anticipated affect is similar 

to (or a consequence of) the cognitive component of the attitude. 
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Research has shown that affective and cognitive attitudes can be manipulated in 

different ways  (Edwards 1990; Edwards and Von Hippel 1995). The difference in 

nature of these two dimensions provide evidence for a need to conceptualize and 

measure attitude as having two dimensions that represent these two components. 

Although this conceptualization is not so evident in the current IS research, we surmise 

that there is a strong reason to examine if the affective and cognitive components are 

the two dimensions of attitude towards adverse usage of IS assets. Based upon Yang 

and Yoo (2004), this study used the following definitions for the two dimensions of 

attitude: 

• Affective Attitude:  Following Olson and Zanna (1993), 

affective attitude is defined as individuals’ judgment about the affective 

response for an object or behavior and refers to how much the individual 

likes the object or behavior. Applied to adverse usage of IS assets, 

affective attitude describes employees’ feelings about the use of IS 

assets (web and e-mail) for non-work related purpose. 

 

• Cognitive Attitude: Following Bagozzi and Burnkrant (1979), 

cognitive attitude is defined as an individual’s judgment about the 

evaluative response (knowledge) for an object or behavior and refers to 

an individual’s specific beliefs related to the object. Applied to adverse 

usage of IS assets, affective attitude describes employees’ factual 

knowledge about the benefits and / or losses of the use of IS assets (web 

and e-mail) for non-work related purpose. 
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Trafimow and Sheeran (1998) observe that a combination of affect and 

cognition is a better predictor of global attitudes than either component alone (Abelson 

et al. 1982; Breckler 1984). Also, French, et al.(2005) suggest the use of both affective 

and cognitive components of attitude in the research to capture the overall evaluation of 

attitude towards the behavior.  

Ajzen(2006) recommends the need to measure and aggregate the responses to 

both types of attitudes. However, it is possible for responses of these two type of 

attitude to be different and uncorrelated to each other. For example, someone might like 

to smoke (response  enjoyable at the scale unenjoyable… enjoyable) but if asked about 

the outcome (response harmful at the scale beneficial… harmful), they might respond it 

negatively. It is clear that the dissimilarity of responses can confound the result if these 

scores are simply aggregated together to determine the overall attitude towards a 

behavior.  

Also, according to Bagozzi et al (2001)  

“If we interpret the second order factor as a global attitudinal construct 

(higher level abstraction) and the first order affective and evaluative 

factors as components of the global attitude, then this representation 

allow for separate depiction of distinct attitudinal reactions at a lower 

(i.e. more concrete ) level of abstraction” 

 

Many studies have also shown that both components of attitude contribute 

towards predicting the global measure of attitude (For example, (Breckler 1984; 

Breckler and Wiggins 1989; Crites et al. 1994; Eagly et al. 1994; Rosenberg and 
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Hovland 1980). A similar conceptualization for PBC has recently been tested in IS 

research by (Pavlou and Fygenson 2006). The same argument is also applicable for 

conceptualizing attitude as an overarching construct, hereby showing a hierarchical 

structure of attitude (Dube et al. 2003). 

Earlier research (Edwards 1990; Edwards and Von Hippel 1995) has shown that 

it is possible for various other factors to manipulate affective and cognitive attitudes in 

different ways   Because both can change over time, these are some dynamic concepts 

instead of stable traits. Further, these two might not correlate with each other and an 

increase or decrease in one dimension of attitude does not always involve a same 

amount of variation in the other dimension. Also, two individuals can have the same 

level of attitude towards adverse usage of IS assets through different levels of its 

affective and cognitive components (Chin and Gopal 1995). Therefore, attitude as an 

overarching construct does not equally cause affective and cognitive attitudes. Based on 

these reasons, the two dimensions of attitude are conceptualized in a molar model 

(Rhodes and Courneya 2003) that depicts them as the two- dimensional entities of the 

higher order factor- attitude towards adverse usage of IS assets . Thus, we offer the 

following proposition: 

Proposition 1: Attitude towards adverse usage of IS assets is a higher 

order construct formed by the two dimensions, affective attitude 

towards adverse usage of IS assets and cognitive attitude towards 

adverse usage of IS assets. 
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As hypothesized in the theory of planned behavior, attitude towards the adverse 

usage of IS assets is considered as a proximal determinant of intention towards adverse 

usage of IS assets. The overall attitude that is captured by the higher order construct 

“attitude towards IS assets adverse usage is conceptualized in a molar model having two 

dimensions, affective and cognitive attitude and is formed by an individual after 

considering both of these dimensions.  Based upon the theory of planned behavior, if an 

individual has a favorable attitude towards adverse usage of IS assets, the individual is 

more likely to have an intention to get involved in the adverse usage of IS assets. Thus, 

the following hypothesis is proposed: 

Hypothesis 1:  An attitude towards adverse usage of IS assets is directly 

related to the intention towards adverse usage of IS assets. 

 

3.3.2 Social Influence -2 Level Conceptualization 

Social Influence is defined as the “the processes whereby people directly or 

indirectly influence the thoughts, feelings, and actions of others”(Turner 1991).  This 

influence by others is based either in terms of their approval or in terms of their own 

behavior. Subjective norm is used in the theory of planned behavior to explain the 

intention towards a behavior. It measure the social pressure faced by the person for 

performing that behavior. Earlier studies (Donald and Cooper 2001; Trafimow and 

Finlay 1996) had found that its relation with intention to perform a behavior is generally 

not significant. MIS researchers had also noted its limitations for explaining intention 

(Bhattacharjee 2000; Hsu and Chiu 2004) 
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This weakness as compared to the strength of relation between intention and 

other primal constructs in TPB has prompted the need to assess the conceptualization of 

SN (Armitage and Conner 2001) to address the relation between the influence of 

significant others on an individual’s intention to perform a behavior (Fisbbein et al. 

1992; Hagger and Chatzisarantis 2005) .  

In general, the conceptualization and measurement of social influence in the 

current literature focus on an individual’s perception of the expectation of significant 

others in terms of his / her performing the behavior. Thus, subjective norm in the 

literature is mainly concerned with the perceived pressure (formal or informal) on the 

individuals to abide by the expectation of people important to them (Hagger and 

Chatzisarantis 2005; Rivis and Sheeran 2003; Sheeran and Orbell 1999). This pressure 

in the form of performing (or abstaining from) a behavior that is approved (or not 

approved) by significant others is a form of injunctive norm.  

Research in the social psychology literature demonstrates the presence of 

another component of the social influence that captures the individuals perception of the 

behavior itself being performed by others (Cialdini 2003; Cialdini et al. 1990; Grube et 

al. 1986; Hagger and Chatzisarantis 2005). This component is known as “Descriptive 

Norm” 

Social learning theory, also known as differential reinforcement theory (Burgess 

and Akers 1968) also suggest that behavior is often learned through social interaction 

by observing and  imitating what others are doing (Chakrabarti and Roll 1999; Herriott 

et al. 1985). According to this theory, deviant behavior is learned through interaction 
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and observing the behavior of other person. Bandura (1976) also concluded that 

observational learning is an important determinant of behavior. 

Earlier research has shown evidence of  significant relation between association 

with deviant peers and delinquent behavior (Krohn et al. 1985). As observed by Lau et 

al. (2003), many studies have shown that group norms motivates the employees’ to get 

involved in deviant behaviors like theft, deviant drinking, absenteeism. Similarly, the 

norms of work group and the perceptions of significant others themselves adversely 

using IS assets can influence and motivate an employee to adversely use IS assets. (Liao 

et al. 2004; Rivis and Sheeran 2003).  

The literature on social influence also suggests that descriptive norm may be 

more important in motivating decisions to engage in more exciting and enjoyable 

behavior. This also justifies the need to add descriptive norm for capturing the impact of 

social influence in the theory of planned behavior. 

Based on the above discussions, the influence of significant others on an 

individual are both in the form of their expectations from the individual (subjective 

norm) and their behavior (descriptive norm) that motivates the individual to perform the 

behavior.  These are found to be the two distinct concepts that have an independent 

affect on  intention towards a behavior (Grube et al. 1986; Ryu et al. 2005; White et al. 

1994). According to Fishbein, et al(1993) , these are the indicators of a single normative 

construct that reflects perceived social pressure (Turner 1991). 

Because the nature of these two dimensions  of social influence are different 

from each other, there is a  need to conceptualize and measure social influence having 
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two dimensions that represent these two components. Therefore, there is a strong reason 

to assess if the subjective norm and descriptive norm are the two dimensions of social 

influence towards adverse usage of IS assets. In this study, we use the following 

definitions for subjective and descriptive norm: 

• Subjective Norm: Subjective norm is defined as individuals’ 

judgment about the expectation of significant others in terms of 

the individual committing the behavior. Applied to adverse usage 

of IS assets, subjective norm describes employees’ perception 

about the expectation of their friends and coworkers with respect 

to the employee’s use of IS assets (web and e-mail) for non-work 

related purpose. 

• Descriptive Norm: Descriptive norm is defined as individuals’ 

judgment about the behavior itself being performed by significant 

others. Applied to adverse usage of IS assets, descriptive norm 

describes employees’ perception about the use of IS assets (web 

and e-mail) by their friends and coworkers for non-work related 

purpose. 

 

Similar to the hierarchical model for attitude and PBC, we propose a two level 

hierarchical model to describe social influence towards adverse usage of IS assets as an 

overarching construct with two dimensions: subjective norm and descriptive norm 

towards adverse usage of IS assets. Since the perception of the other’s expectations and 

of their behavior can change overtime, SN and DN are thus treated as dynamic 

concepts. Further, these two may not be correlated with each other as the significant 

others may be okay and expect the individual to get engaged in adverse usage of IS 
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assets but themselves may or may not perform the behavior. (In other words, they do 

not preach what they practice) 

Therefore, an increase or decrease in one dimension of social influence 

(subjective norm) towards adverse usage of IS assets does not essentially involve the 

same variation in the other dimension of social influence (descriptive norm) towards 

adverse usage of IS assets. Also, two individuals might perceive the same level of social 

influence towards adverse usage of IS assets through different levels of the two 

components (Chin and Gopal 1995). Therefore, social influence as an overarching 

construct does not equally cause subjective and descriptive norm.  Based upon these 

reasons, the two dimensions of social influence are conceptualized in a molar model 

(Rhodes and Courneya 2003) that depicts them as the two- dimensional entities of the 

higher order factor- social influence related to the adverse usage of IS assets. Therefore, 

we offer the following proposition: 

Proposition 2: Social Influence about adverse usage of IS assets is a 

higher order construct formed by the two dimensions, subjective norm 

about adverse usage of IS assets and descriptive norm about adverse 

usage of IS assets. 

 

As hypothesized in the theory of planned behavior, social influence is 

considered as a proximal determinant of intention towards adverse usage of IS assets. 

An employee perceives social influence after considering both subjective and 

descriptive norm. For example, if the employee observes that no one adversely uses IS 

assets and  others look down or impose formal / informal sanctions on the person who 
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gets involved in such activities, then the employee is likely to perceive the social 

influence against the adverse usage of IS assets. However, if the employee watches co-

workers to be adversely using IS assets, it motivates the employee to perform the 

behavior. Thus, if an employee perceives the social influence to be supportive of the 

adverse usage of IS assets; the individual is more likely to have an intention to get 

involved into this behavior. Based on this, we propose, 

Hypothesis 2: Perceived social influence supportive of adverse usage of 

IS assets is directly related to the intention towards adverse usage of IS 

assets.  

 

 

3.3.3 Perceived Behavioral Control-2 Level Conceptualization 

 

Perceived behavioral control (PBC) is defined as an individual’s perception of 

the presence or absence of factors that may facilitate or impede performance of the 

behavior (Ajzen 1991). It was added to the theory of reasoned action to explain  the 

performance of behaviors that were not under volitional control of the individual (Ajzen 

1991). According to Ajzen (2002), PBC is an individual’s “perceived control over the 

performance of a behavior”. Thus, PBC towards adverse usage of IS assets is an 

individual’s perception about the ease or difficulty associated with the adverse usage of 

IS assets. Based on the perceived difficulty, an individual may or may not have an 

intention to engage in the behavior.  

The nature of PBC is gaining attention for the last few years. Many studies have 

raised concern about its conceptualization as a unitary construct (Ajzen 2002; Trafimow 
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et al. 2002). Also, various studies have shown the possibility of dividing it into two 

dimensions, viz. self-efficacy and controllability (Armitage and Conner 1999a; Kraft et 

al. 2005; Manstead and Van Eekelen 1998; Pavlou and Fygenson 2006; Terry and 

O’leary 1995; Trafimow et al. 2002), exhibiting discriminant validity with each other 

(Armitage and Conner 1999a; Hagger et al. 2001). Self-efficacy refers to the 

individuals’ assessment of their capability to perform the behavior (Bandura 1986) 

whereas controllability refers to the individual’s judgments about the availability of 

resources and opportunities to perform the behavior (Ajzen 2002). Borrowing from 

Pavlou and Fygenson (2006), this study uses the following definitions: 

• Self-efficacy: Following Bandura (1986), self-efficacy is defined 

as an individual’s judgments of their own capabilities to perform 

a behavior. Applied to adverse usage of IS assets, self-efficacy 

describes employees’ judgments of their own capabilities to 

adversely use IS assets (web and e-mail) for non-work related 

purpose. 

 

• Controllability: Following Ajzen (2002), controllability is 

defined as an individual’s judgments about the availability of 

resources and opportunities to perform the behavior. Applied to 

adverse usage of IS assets, controllability describes employees’ 

perception of available resources and opportunities to adversely 

use IS assets (web and e-mail) for non-work related purpose. 

 

Although accepting the empirical difference between these two dimensions, 

Ajzen (2002; Ajzen 2006) proposed a hierarchical multidimensional model of PBC that 



 

 55

allows to represent the unitary nature of PBC and the distinction between its two 

dimensions. It defines the global PBC at the higher level with self-efficacy and 

controllability as its dimensions at the lower level (Bagozzi et al. 2001) .  

Self-efficacy and controllability are dynamic concepts that are likely to change 

over time and can be manipulated differently by other factors.  Further, these two may 

not be correlated with each other and an increase or decrease in self-efficacy towards 

adverse usage of IS assets might not involve the same variation in controllability 

towards adverse usage of IS assets. Also, two individuals might have the same level of 

perceived behavioral control towards adverse usage of IS assets through different levels 

of self-efficacy and controllability towards adverse usage of IS assets (Chin and Gopal 

1995). Thus, PBC as an overarching construct does not equally cause self-efficacy and 

controllability.  Based on these reasons, the two dimensions of PBC are conceptualized 

in a molar model that depicts them as the two- dimensional entities of the higher order 

factor- PBC towards adverse usage of IS assets. This conceptualization is also in 

accordance with the conceptualization of PBC as done in other studies (Hagger and 

Chatzisarantis 2005; Pavlou and Fygenson 2006; Rhodes and Courneya 2003). 

Thus, we offer the following proposition: 

Proposition 3: Perceived behavioral control of adverse usage of IS 

assets is a higher order construct formed by the two dimensions, 

perceived self-efficacy and controllability of adverse usage of IS assets. 

 

As hypothesized in the TPB, perceived behavioral control towards adverse 

usage of IS assets is considered as a proximal determinant of intention towards adverse 



 

 56

usage of IS assets. The restrictions exerted on an individual captured by the higher order 

construct “perceived behavioral control towards IS assets adverse usage conceptualized 

in a molar model having two dimensions, self-efficacy and controllability is formed by 

an individual after considering both of these dimensions. Although Rhodes and 

Courneya (2003) have conceptualized PBC as a two-dimensional construct, they have 

partitioned PBC and modeled self-efficacy to be a determinant of intention while 

controllability determine the actual use. However, the perception of controllability also 

determines an individual’s intention to engage in a behavior. Thus, PBC as an 

overarching construct consisting of the two dimensions, self-efficacy and controllability 

determines individual’s intention towards a behavior. 

Based on the theory of planned behavior, if the individuals’ perceive themselves 

to possess control in terms of adverse usage of IS assets, they are more likely to form an 

intention towards getting involved in the adverse usage of IS assets. Thus, we propose 

the following hypothesis: 

Hypothesis 3: Perceived behavioral control towards adverse usage of 

IS assets is directly related to the intention towards adverse usage of IS 

assets. 

 

 

3.4 Moral Norm 

Individuals tend to respond to various situations based on their ethical or moral 

values and norms. These norms are a strong determinant in developing an individual’s 

intention to commit a behavior. If the individual believe that the behavior is ethically 



 

 57

correct (with respect to their moral norms), they are more inclined to form their 

intention towards committing that behavior. According to Parker et al (1995), moral 

norm are useful to predict intention towards a behavior and need to be incorporated in 

the TPB (Sparks and Shepherd 2002). 

In terms of adverse usage of IS assets, if employees feel that it is not morally 

wrong for them to get involved in such behavior, there is a high chance that they’ll form 

a positive intention towards adverse usage of IS assets. However, if the employees feel 

that the use of e-mail and web for personal purpose is unethical, they will have a 

negative intention towards these behaviors.  Thus, we propose the following hypothesis: 

Hypothesis 4:  Moral norm not in favor of adverse usage of IS assets is 

negatively related to the intention towards adverse usage of IS assets 

 
 
 

3.5 Organizational Commitment 

Organizational commitment is often used to understand various behaviors of 

employees in the organizational settings (Mayer and Schoorman 1992). A 

representative list of such behaviors include absenteeism, performance, work 

withdrawal, turnover intention, citizenship behaviors like creativeness, helpfulness to 

name a few (Mathieu and Zajac 1990; Morris and Sherman 1981). It has been found 

that when employees are less committed to the organization, they are more likely to 

engage in deviant behaviors directed against the organization (Liao et al. 2004). Many 

forms of organizational commitment have been studied in the literature. As observed by 

Morris and Sherman (1981), most of the studies related to about ongoing behavioral 
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outcomes have used affective commitment (Porter et al. 1974) in their model. It is also 

related to deviant behaviors in organization. It is defined as the relative strength of an 

individual's identification with and high involvement in work in an organization and is 

characterized a strong belief in and acceptance of the organization's goals and values; a 

willingness to exert considerable effort on behalf of the organization and strong desire 

to maintain membership in the organization (Mowday et al. 1982).  Thus, affective 

component of commitment is used in the present study. 

As far as relation between attitudinal commitment and adverse usage of IS 

assets is concerned, individuals who are committed to their organizations and believe in 

its goals and values are more likely to have a negative intention towards adverse usage 

of IS assets. An individual high on attitudinal commitment is ready to exert 

considerable effort on behalf of the organization and avoid the behaviors that have lot of 

negative impact (in terms of productivity, security and legal concerns) on the 

organization. An individual high on organizational commitment is likely to abstain from 

adverse usage of IS assets because it has strong chances of opening the doors of 

company’s information network to virus, spywares, worms, etc., to name a few. In 

contrast, an individual low on commitment to the organization is more likely to 

withdraw and form intention towards such behaviors. Thus, we propose the following 

hypothesis: 

Hypothesis 5: Organizational commitment is negatively related to the 

intention towards adverse usage of IS assets. 

: 
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3.6  Job Satisfaction 

Job satisfaction may be considered as an employee’s attitudes towards the work 

situation (Breukelen et al. 2004; Organ and Konovsky 1989) and is different than 

organizational commitment (Mowday et al. 1979). According to Everton et al.(2005), 

unsatisfied employees use computers as a tool to withdraw from their jobs. If the 

employees are bored with their job, they might use web access for reasons like 

searching or applying for the job, sending e-mail to their friends or simply browsing for 

various other personal reasons during work hours. They might not even be aware that 

such activities can affect the security of the organizations. This withdrawal process 

because of the dissatisfaction with the job enhances their tendency to adversely use IS 

assets. Thus, job satisfaction is inversely correlated to the intention towards adverse 

usage of IS assets. Based upon this, we hypothesize that: 

Hypothesis 6: Job Satisfaction is negatively related to the intention 

towards adverse usage of IS assets. 

 
 

 

3.7  Influence Mechanisms 

The organizations implement various mechanisms to influence employee’s 

intention towards the adverse usage of IS assets. These mechanisms can be viewed from 

two different perspectives:  criminal justice oriented deterrence perspective (Akers 

1997; Gibbs 1975) and public health primary prevention perspective (Last 1992; Mercy 

and Hammond 1999). From the criminal justice perspective, the focus is on the 

deterrence by giving the punishment to the individuals whereas from the public health 
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perspective, the focus is on enhancing the awareness of an individual about the 

consequences of the behavior under study.  

Earlier studies in IS literature about computer security and misuse of IS assets 

have focused on the criminal justice perspective, i.e. the use of severity and certainty of 

punishment as a mechanism to deter the crime (Hollinger and Clark 1983; Lee et al. 

2004; Straub and Nance 1990). This deterrence mechanism is complex because the 

actual deterrent value of a sanction depends on many factors, including the perception 

of the likelihood of detection. The individual-based criminological theory of general 

deterrence suggests that the perceived risk of punishment is negatively related to the 

intention to commit a crime. However, the punishment can be given only if a crime is 

detected. Before an individual assess the impact of punishment, it is likelihood of 

detection that determines the employees’ behavior regarding the adverse usage of IS 

assets.  

It would be easy for the organizations if the deterrence alone can result in 

sufficient compliance by the employees to control the use IS assets. However, 

examining the behavior only from a criminal justice perspective that focuses only on 

deterrence-based prevention mechanisms is unlikely to provide an accurate picture of 

phenomenon. 

A public health perspective is a pro-social model that focuses more on the 

prevention via awareness than via deterrence. This awareness refers to the knowledge 

that the employees have about the negative effect of the adverse usage of IS assets and 

this can change their attitude towards the adverse usage of IS assets. Instead of relying 
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on the fear of punishment, health promotion models focus on risk reduction efforts. 

These models are presented as promoting positive (pro-social) behaviors, as opposed to 

the threat of negative consequences stressed in the deterrence approach (Potter 2000). A 

public health model suggests that if the employees are aware of the consequences of 

deviant behavior, they are not likely to engage in that behavior. Thus, compared to the 

punishment, a normative focus on compliance because of proper security awareness 

emphasizes the voluntary aspects of compliance.  

 

3.7.1 Perceived Likelihood of Detection 

Perceived likelihood of detection can be defined as the possibility to commit a 

crime (deviant behavior) and not being caught (Jensen et al. 1978). It reflects the 

perceived risk of being discovered on committing the crime (Lau et al. 2003). Past 

research has found that the lower level of risk is found to be related to higher cases of 

theft in retail organizations, general hospitals, and electronic manufacturing firms 

(Hollinger and Clark 1983; Lau et al. 2003). The low probability of being caught was 

found to be one of the most important reason in the decision to illegally copy software 

(Peace et al. 2003). 

Control beliefs that determine the perceived behavioral control (Fishbein and 

Ajzen 1975) are related to the individual’s perceived presence or absence of factors that 

may facilitate or impede performance of a behavior.  Earlier studies on the abuse of e-

mail, web and information security breaches have mainly focused on the influence of 

punishment on the perceived control towards committing the deviant behavior. 
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However, the punishment can be given only if the act is detected.  A limiting factor of 

the ability to commit adverse usage of information asset is the perceived likelihood of 

detection. According to Clair, et al.(2005), “when monitoring for rule breaking is 

ineffective, the compliance function itself is marginalized and undermined in the eyes 

of organization members”.  

 Therefore, an individual’s perception of detection of deviant behavior acts as a 

control factor that can restrict the individual’s ability to get involved in that behavior. 

This perception of probability of detection is thus a control belief that influence the 

individual’s perceived controllability towards the adverse usage of IS assets. If the 

individual feel that the adverse usage of IS assets is not likely to be monitored, then 

even if the organization’s policy do not allow such behavior, the individual will 

perceive to have control in his decision to engage in the behavior. In case the individual 

feel that the likelihood of detection is high, it will restrict their perception of 

controllability towards engaging in web browsing and the use of e-mail for personal 

purpose. In other words, the greater the chance of detection, the lower the individual’s 

perceived behavioral control. Based upon this, we hypothesize: 

Hypothesis 7: Perceived likelihood of detection is negatively related to 

the perceived controllability towards adverse usage of IS assets. 

 

3.7.2  Moderating Effect of Likelihood of Detection on Attitude-Intention 

An individual may have positive attitude towards adverse usage of IS assets.  

However, if the individual feels that there is likelihood of detection, it will induce fear 

and the person may not take any chance of performing such behavior. In spite of high 
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attitude, the intention towards adverse usage of IS assets will be low. Also, if the 

attitude towards adverse usage is high and the likelihood of detection is minimal, then 

the intention will be high. It should be noted that belief about likelihood of detection is 

a belief towards some other behavior (detection) and not the belief towards the behavior 

under study (adverse usage of IS assets). Therefore, it is not used as an antecedent to the 

attitude, but is considered as a moderator in attitude – intention relation. Grube et al. 

(1986) also argued for the need to include interactive effect between attitude and other 

beliefs because of their theoretical importance in terms of a better understanding of 

organization of these beliefs and their relation with intention and behavior. Based upon 

this, we hypothesize that: 

Hypothesis 8:  Attitude towards adverse usage of IS assets will 

influence the intention towards adverse usage of IS assets more 

strongly for employees who do not perceive the likelihood of detection 

than those who perceive the likelihood of detection 

 

 

3.7.3 Moderating Effect of Security Awareness on Attitude-Intention 

Security awareness is defined as the employees’ perception regarding the threats 

related to their use of IS assets (web and e-mail) for non-work related purpose. These 

threats are present because of the implications of employees’ behavior concerning 

adverse usage of IS assets. Employees form their attitude based on the harmful 

consequences of these threats, and not directly because of these threats. (e.g.: I believe 

that adversely using IS assets may introduce virus is different from the belief that 
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adversely using IS assets may result in data loss (due to introduction of virus). In the 

first case, it is a belief towards target (introduction of virus), and in the second case, it is 

related to a result that is a belief about cognitive attitude towards the behavior under 

study. Thus, employees’ perception towards their security awareness is not a belief 

towards the behavior under study. Being a belief towards another target,  it is not 

considered as an antecedent to the attitude (Eagly and Chaiken 1993). In spite of high 

attitude, the intention towards adverse usage of IS assets will be low because of security 

awareness.  However, if the attitude towards adverse usage is high and the security 

awareness is low, then the intention will be high. Based upon this, we hypothesize that: 

 

Hypothesis 9:  Attitude towards adverse usage of IS assets will 

influence the intention towards adverse usage of IS assets more 

strongly for employees who have low security awareness than 

employees who have high security awareness 

 

 

3.7.4 Usage policy 

In order to regularize the use of internet and other computing resources, 

organizations are expected to provide communication to the employees regarding the 

appropriate use of IS assets.  These policies detail the mechanisms implemented by the 

organizations as mentioned above. The employees are expected to adhere to these 

policies.  Assessing the employees’ awareness of usage policies is very important for 

the organizations (Layton 2005). Often, many times employees are not even aware of 
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these policies. If the employees believe that the policy does not exist, or is not properly 

communicated, they are likely to feel that there is no restriction on the use of IS assets, 

and vice-versa. Lee et al.(2004) also found the significance in relation between security 

policy awareness and self-defense intention by employees. Based upon this, we 

hypothesize the following: 

Hypothesis 10: Perceived presence of usage policies is negatively 

related to the perceived controllability towards adverse usage of IS 

assets. 

 

3.8 Security Competency 

Security competency is defined as the employees’ perceived level of knowledge 

about protecting their computer against various threats to the information security. It is 

a personal skill that is different from self-efficacy which deals with an individual’s 

subjective opinion about himself / herself possessing the necessary skills to accomplish 

a behavior  and specifically describes an individual’s expertise to perform a behavior in 

order to predict if the behavior can be accomplished (Bandura 1986).  

Applied to adverse usage of IS assets, security competency reflects the 

employee’s knowledge about protecting their computers from various malwares. 

Having such skill is likely to increase the employee’s confidence in terms of adversely 

using IS assets. If the employee is knowledgeable about protecting his computer against 

virus, spywares, etc, he will not be afraid and will feel competent that the behavior can 

be performed without any repercussions. Thus, it is a determinant of and directly related 

to self-efficacy.  Based upon these discussions, we propose: 
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Hypothesis 11: Security competency is positively related to the 

perceived self-efficacy towards adverse usage of IS assets. 
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3.9 Control Variables 

In order to demonstrate that the relation between two variables is true and not 

spurious, we test their diminishing association by introducing a third variable since both 

the variables may be directly related to the third variable and indirectly to each other 

through the third variable. This third variable, called as control variable helps to 

determine the true relation between the original variables. These are included in the 

model to assess the impact of independent variable on dependent variable, after 

controlling for the effects of the control variables. Our choice of control variables to be 

included in the model is based on past literature, experience and from anecdotal 

evidences. For the purpose of this study, we treat the following variables as control 

variables on the dependent variables: Social desirability bias, age, gender, questionnaire 

format and years using internet. 

 

3.9.1 Social Desirability Bias 

The perceived sensitive behaviors are many times underreported by the 

respondents or even biased in a way that the responses do not reflect the true 

experiences (Bardwell and Dimsdale 2001). Social desirability bias (also known as 

socially desirable responding, response distortion  and over reporting) is the tendency of 

respondents  in the self reported measures to give their responses in a desirable direction 

that makes them look good (Klesges et al. 2004; Paulhus 1991; Richman et al. 1999). 

Understanding and controlling for social desirability bias is needed for the improvement 

in validity and accuracy of the results in the theory of planned behavior (Armitage and 
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Conner 1999b; Klesges et al. 2004). IS researchers are also advised to minimize social 

desirability bias when using self reports to collect the data (Woszczynski and Whitman 

2003) 

Social desirability bias can be controlled for its effect by measuring the social 

desirability score using a standard instrument and treating it as a covariate in analysis of 

self reported measures (Bardwell and Dimsdale 2001; Paulhus 1991). Based upon this, 

the social desirability score calculated by using short form (Reynolds 1982) of 

Marlowe-Crowne Social Desirability Scale (Crowne and Marlowe 1980) is considered 

as a control variable in the analysis. 

 

3.9.2 Age  

Demographic characteristic like age is found to be associated with 

counterproductive behavior at work (Lau et al. 2003). In terms of performing a deviant 

behavior in general, the old employees are more likely to be mature and follow rules 

and regulations as compared to the young. It has been argued in the literature that old 

people are less likely to use the internet as compared to young, often because of the lack 

of perceived self-efficacy of the older generation regarding the use of computers and the 

web. In addition, research in risky behavior has shown that young people are more 

likely to engage in risky and exciting behavior. In a recent study (Venkatesh and 

Ramesh 2006), age was found to be a significant moderator in the relation between 

intention and application for personal use, utility for children, application for fun, utility 

for work related use, etc. It was also found to be a significant factor in turnover 
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intention of IS personals (Guimaraes and Igbaria 1992). Based on this, age is considered 

as a control variable in the analysis. 

 

3.9.3 Gender 

 Gender is another demographic characteristic that is many times found to be 

associated with counterproductive behavior at work (Lau et al. 2003). It is found to be 

an indicator of intention towards ethical / unethical behavior (Banerjee et al. 1996; 

Dawson 1997; Kreie and Cronan 1998; Leonard and Cronan 2001; Loch and Conger 

1996) . The research has shown that male and females are not biological traits, but are 

traits developed due to difference in roles, responsibilities and expectations of the 

society. In terms of use of computers and other technological items, males are found to 

be more conversant with technology as compared to the females. Gefen and Straub 

(1997) suggested that gender should be included in IT diffusion models.  To limit the 

effect of gender in the model, it is considered as a control variable. 

 

3.9.4 Years using internet 

Employees experience of using the internet can have an impact on the 

employees’ behavior concerning adverse usage of IS assets. It is argued that web 

browsing and use of e-mail is an addictive behavior. Once the employees use internet 

for a long time, they develops a habit towards such use. Such employees will have a 

higher tendency to adversely use IS assets.  Taylor and Todd (1995a) also assessed the 
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usefulness of prior experience in assessing IT usage. To limit the effect of years using 

internet, it is considered as a control variable in the analysis.  

 

3.9.5 Questionnaire Format 

The order of the questions in a questionnaire is found to influence the responses 

from the subjects. A questionnaire presenting questions in a random format is believed 

to increase the cognitive load on the respondents that affect their responses whereas a 

non-randomized questionnaire is believed to generate artificial responses from the 

respondents to the questions answered later based on the responses given earlier.  

Various studies have found the questionnaire format to influence the 

correlations between various constructs. For example, Sheeran and Orbell (1996)  found 

significance and strength of inter-correlations between different questions as a function 

of questionnaire format and Budd (1987) found support for the less reliability in 

measuring various TPB components in random than in non random conditions. 

Armitage and Conner (1999b) also observed the likelihood of the questionnaire format 

to moderate the relationships between TPB components. To limit the effect of 

questionnaire format, it is considered as a control variable in the analysis. 

 

3.10 Competing Models 

To test the conceptualization and the predicting capability of the proposed 

model, we developed the following competing models and compared their predictive 

capability with the proposed model.  
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3.10.1  Model 1 - Without Social Influence 

Because earlier studies have found the social influence - intention relation to be 

typically non-significant, it was decided to drop this construct to test for the importance 

of this construct. 

 

3.10.2  Model 2- Traditional “Theory of Planned Behavior”  

This model consists of the three antecedents as described by Ajzen: attitude, 

social norm and controllability. Researchers like Verplanken and Herabadi (2001) and 

Bagozzi et al.(2001) noted that the original TRA considere attitude as the evaluative 

reaction towards the act(Fishbein and Ajzen 1975) with a focus on cognitive component 

while ignoring affective component (Trafimow et al. 2004) since evaluation in general 

refers to “the imputation of some degree of goodness or badness to an entity” (Eagly 

and Chaiken 1993). Based on this, the cognitive attitude was retained in the model, 

representing attitude as conceptualized in earlier TPB research. The next component, 

subjective norm is considered in TPB research as perceived pressure in terms of the 

expectations of important referents. Based upon this definition, descriptive norm was 

deleted and subjective norm was retained in this model. Finally, PBC in TPB is 

conceptualized as the perceived presence of factors that may facilitate or impede 

performance of the behavior. Since this conceptualization covers both self-efficacy and 

controllability, both were retained in the model. Thus, this model was tested for the 

relation of intention with cognitive attitude, subjective norm, self-efficacy and 

controllability as the TPB constructs along with other constructs 
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3.10.3  Model 3- Distal Variable Model  

Fishbein and Ajzen (1975) argued about the subdued role played by various 

variables other than the three proximal variables (attitude, social influence, and 

perceived behavioral control). According to Fishbein and Ajzen (1975), all the distal 

variables (external variables, target variables) impact intention towards the behavior via 

the three proximal variables.   

This study followed the model proposed by Eagly and Chaiken (1993) that 

assigns more prominence to the target variables as compared to their assigned 

importance in TPB.  In order to check for the predictive power of the proposed research 

model in this dissertation, the structure proposed by Fishbein and Ajzen (1975) was 

tested as a competing model with the relations shown in Table 3.4 

 
Table 3.4:  Distal Variable Model-Relations 

 
Intention Attitude 

Social Influence 
PBC 

Affective 
Attitude 

Moral Norm 
Security Awareness 
Social Desirability 
Age 
Gender 

Cognitive 
Attitude 

Job Satisfaction 
Organizational Commitment 

 
 

3.10.4  Model 4- Single Behavior model 

Earlier studies in the literature have focused on one behavior instead of category 

of behaviors. This study assumes the importance of studying the category of behavior to 
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have a better understanding of the underlying phenomena. Therefore, the proposed 

model was tested to assess if it was able to better predict the intention towards adverse 

usage of information assets as compared to the prediction of intention towards the 

individual behaviors, viz. use of e-mail and web browsing at the workplace. For this, the 

following two models with same constructs as in the original model were separately 

developed for the two individual behaviors and their predictive power was compared 

with the original model. 

Model 4a: Intention towards use of e-mail 

Model 4b: Intention towards web browsing 
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3.11 Summary of Propositions and Hypotheses 
 

3.11.1 Propositions 

• Proposition 1: Attitude towards adverse usage of IS assets is a higher 

order construct formed by the two dimensions, affective attitude towards 

adverse usage of IS assets and cognitive attitude towards adverse usage 

of IS assets. 

• Proposition 2: Social Influence about adverse usage of IS assets is a 

higher order construct formed by the two dimensions, subjective norm 

about adverse usage of IS assets and descriptive norm about adverse 

usage of IS assets. 

• Proposition 3: Perceived behavioral control of adverse usage of IS 

assets is a higher order construct formed by the two dimensions, 

perceived self-efficacy and controllability of adverse usage of IS assets. 

 
 

3.11.2 Hypotheses 
 

• Hypothesis 1:  An attitude towards adverse usage of IS assets is directly 

related to the intention towards adverse usage of IS assets. 

• Hypothesis 2: Perceived social influence supportive of adverse usage of 

IS assets is directly related to the intention towards adverse usage of IS 

assets. 

• Hypothesis 3: Perceived behavioral control towards adverse usage of IS 

assets is directly related to the intention towards adverse usage of IS 

assets. 

• Hypothesis 4:  Moral norm not in favor of adverse usage of IS assets is 

negatively related to the intention towards adverse usage of IS assets 

• Hypothesis 5: Organizational commitment is negatively related to the 

intention towards adverse usage of IS assets. 
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• Hypothesis 6: Job Satisfaction is negatively related to the intention 

towards adverse usage of IS assets. 

• Hypothesis 7: Perceived likelihood of detection is negatively related to 

the perceived controllability towards adverse usage of IS assets. 

• Hypothesis 8:  Attitude towards adverse usage of IS assets will 

influence the intention towards adverse usage of IS assets more strongly 

for employees who do not perceive the likelihood of detection than those 

who perceive the likelihood of detection 

• Hypothesis 9:  Attitude towards adverse usage of IS assets will 

influence the intention towards adverse usage of IS assets more strongly 

for employees who have low security awareness than employees who 

have high security awareness 

• Hypothesis 10: Perceived presence of usage policies is negatively 

related to the perceived controllability towards adverse usage of IS 

assets. 

• Hypothesis 11: Security competency is positively related to the 

perceived self-efficacy towards adverse usage of IS assets 
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Table 3.5:  Definition of Constructs 

Key Construct Definition 
 

Intention towards adverse 
usage of IS assets 

Indication of employee’s readiness to commit adverse 
usage of IS assets 

Affective attitude towards 
adverse usage of IS assets 

Employees’ feelings with respect to the adverse usage of 
IS assets (web and e-mail) for non-work related purpose. 

Cognitive attitude towards 
adverse usage of IS assets 

Employees’ factual knowledge about the benefits and / or 
losses of the adverse usage of IS assets (web and e-mail) 
for non-work related purpose. 

Subjective norm towards 
adverse usage of IS assets 

Employees’ perception about the expectation of his peers 
and coworkers with respect to the persons’ adverse usage 
of IS assets (web and e-mail) for non-work related 
purpose. 

Descriptive norm towards 
adverse usage of IS assets 

Employees’ perception about the adverse usage of 
IS assets (web and e-mail) by their friends and 
coworkers for non-work related purpose. 

Self-efficacy towards 
adverse usage of IS assets 

Employees’ judgment of their own capabilities to 
adversely use IS assets (web and e-mail) for non-work 
related purpose. 
 

Controllability towards 
adverse usage of IS assets 

Employees’ perception of available resources and 
opportunities to adversely use IS assets (web and e-mail) 
for non-work related purpose. 

Moral norm towards 
adverse usage of IS assets 

An individual’s perception about ethical appropriateness 
of adversely using IS assets. 

Likelihood of detection Employees’ perception of possibility to commit a crime 
(deviant behavior) without being caught 

Job satisfaction Employee’s attitudes towards their work 
Organizational 
commitment 

Relative strength of employee’s identification with and 
involvement in a particular organization: 

Security Competency Employees’ perceived level of knowledge about 
protecting their computer against various information 
security threats  

Security Awareness Employees’ perception regarding the threats or harmful 
effects related to their adverse usage of IS assets (web 
and e-mail) for non-work related purpose 

Usage policy Communication to the employees regarding the 
appropriate use of IS assets 
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CHAPTER 4 

RESEARCH METHODOLOGY 

 

4.1 Introduction 

IS as a research discipline mainly deals with the issues concerning design, 

development and use of information systems by individuals, organizations and society 

(Oates 2006). True to the tradition of scientific method of inquiry, IS researchers 

conduct rigorous and relevant research to provide empirical evidence for validating the 

ideas and linking theory to practice. The rigor is determined by the systematic conduct 

and validity of the study whereas relevance is determined by the applicability and 

usefulness of research to individuals, organizations and society. 

The research process in the scientific method of inquiry consist of problem 

identification; hypothesis development; construct operationalization; research design; 

data collection; and hypotheses testing by analyzing the data (Babbie 2003; Leedy 

1980; Nachimas and Nachimas 1981). Some of the approaches to conduct the research 

are: field experiment; lab experiment; field study; archival research; case study; 

simulation, etc. The data collection process depends on its overall appropriateness to the 

research, expected quality of the data, non-response rates, expected level of measure 

errors, and the time available to collect the data (Straub et al. 2006) . The most popular 
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data collection techniques include surveys, secondary archival data, and interviews, to 

name a few. 

Once the data is collected and cleaned, it is then analyzed to empirically test the 

hypothesized research model by using various statistical techniques like regression, 

ANOVA, structural equation modeling (SEM), factor analysis, multi-dimension scaling 

(MDS), etc. SEM also provide certain supplementary statistics and examinations 

(Straub et al. 2006) that are not available in other techniques.  

 

4.2 Study Design 
 

This study is a confirmatory research that utilizes opinion research as the general 

research approach, survey to collect the data and SEM to analyze the data. It uses a 

cross sectional survey design with individuals as the unit of analysis because the 

objective of research was to generalize findings to the employees having access to e-

mail and web at their work and to analyze their perceptions concerning adverse usage of 

IS assets in the organizations.  

 

4.3 Measurement Design 

The instrument for this study was designed by following the guidelines provided 

by Ajzen (2002) to develop TPB survey instrument and by adopting validated and 

reliable measures available in the literature. It was made sure that the questions were 

not ambiguous, did not possess social desirability at the item level and were easily  

understood by the respondents (Podsakoff et al. 2003).  To mitigate the questionnaire 
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format bias (Budd 1987; Sheeran and Orbell 1996), two types of questionnaires were 

randomly administered to various subjects. The first set followed the presentation order 

recommended by Ajzen (2002) and second set presented the questions in randomized 

order. However, questions of the same format were always combined and presented 

together to minimize the cognitive load for the respondents. We used a mix of scale 

format and scale anchors to reduce the likelihood of achieving significance(or non-

significance) in relations between various constructs because of the properties of the 

scale rather than the content of the construct items (Podsakoff et al. 2003).   

The respondents’ response consistency was checked by asking almost the same 

question in different ways (Rea and Parker 2005). It also helped to sufficiently capture 

the construct domain and to be certain of the reliability of the selected items (Gable and 

Wolf 1986; Hufnagel and Conca 1994). The questionnaire also consists of some reverse 

coded items to minimize the response pattern bias and acquiescence problems (Lindell 

and Whitney 2001). 

 

4.3.1 Measurement Instrument 

The survey instrument was developed by using items from the theory of planned 

behavior, organizational behavior and information security literature. To be sure that the 

respondents correctly understand the behavior being measured, the definition of adverse 

usage of IS assets was carefully defined at the beginning of the questionnaire. 

Following the guidelines for measurement of the category of behaviors, the 

category of behavior was assessed by separately measuring individual behaviors 
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belonging to the category. Accordingly, each behavior was defined within a well-

specified target, action and context. Throughout this study, the targets are web 

browsing, use of e-mail, the action is personal use of e-mail, and web, the context is 

workplace. Since this phenomenon is widely present and does not need any specific 

timeframe to assess its occurrence, it was not required suggest the precise time. In 

addition, “Target Action Context Time” (TACT) is a required condition for collecting 

data by observations. However, in terms of self-reporting, there is some leniency. 

Because we were interested in assessing the antecedents of intention and 

predicting intention, the direct measures were used instead of the belief based measures 

(Orbell and Hagger In press). Also, the use of belief based measures first required the 

empirical validation of decomposed model (Orbell and Hagger In press). Because one 

of the objectives of this study was to test the decomposed TPB, the belief based 

measures that are used to determine the antecedents of attitude, subjective norms and 

PBC were outside the scope of this study.  

The items for both the behaviors were exactly similar, except for the change in 

words related to the behavior of interest.  Manifest variables were directly measured by 

using the items in the questionnaire and the scores for first order first order latent 

variables were derived in PLS by using the scores of manifest variables. Following 

(Agarwal and Karahanna 2000; Pavlou and Fygenson 2006), the score for higher order 

constructs were calculated in PLS by using their respective lower order constructs. 

Because there is a need for only two first order factors in the model in the presence of 
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more than two oblique second order factors (Rindskopf and Rose 1988), the use of only 

two indicators for the higher order factors is not an issue 

 

4.3.1.1 Intention towards adverse usage of IS Assets 

Intention to each behavior was separately measured with a 3-item construct 

answered on a seven point likert type scale anchored at 1 as “strongly disagree”, 7 as 

“strongly agree” and 4 as “neither agree nor disagree”.  These items were adapted from 

earlier studies (Ajzen 2002; Peace et al. 2003) and are reflective in nature. 

The specific items used in this study are: 

EINT1*: I may use e-mail for personal purposes at work in the future (strongly 
disagree/strongly agree) 
EINT2*: If I had the opportunity, I would use e-mail for personal purposes at work 
(strongly disagree/strongly agree) 
EINT3*: I would never use e-mail for personal purposes at work (strongly 
disagree/strongly agree) 

 
* Note: For all items of questionnaire in this chapter, examples will be given for e-
mail. Web browsing questions are numbered similarly and used the same wordings 
(For example, WInt1 is similar to EInt1, etc.) 

 

4.3.1.2 Attitude towards adverse usage of IS Assets 

Attitude was conceptualized and operationalized as a higher order construct with 

two formative dimensions (viz. affective attitude and calculative attitude) being used for 

the measurement (Figure 4.1).  
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Figure 4.1: Conceptualization of Attitude 

 

Note: Similar conceptualization is done to measure social influence and perceived 

behavioral control 

 

The items for measuring affective attitude and cognitive attitude were adapted 

from earlier studies (Ajzen 2002; Bagozzi et al. 2001; Courneya et al. 2005; Crites et al. 

1994) and are reflective in nature. Each item was scored on a 7-point semantic 

differential scale for the two behaviors separately with the two extremes of the attitude 

on the opposite end of the scale. The specific items used in this study for attitude are: 

Affective attitude: 
 
To me, using e-mail  for personal purposes at work is   
EATA1: Desirable/Undesirable 
EATA2: Enjoyable/ Un-enjoyable 

Attitude 
(Adverse usage 
of IS assets) 

Affective 
Attitude 
(Adverse usage 
of IS assets) 

Cognitive 
Attitude 
(Adverse usage 
of IS assets) 

Affective -E-mail 

Affective -Web 

Cognitive -E-mail 

Cognitive -Web 

3 items 

3 items 

3 items 

3 items 

Latent variable 
(First Order) 

Latent variable 
(Second Order) 

Molar Latent variable 
(Third Order) 

Manifest variable 
(Reflective items) 
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EATA3: Boring/ Interesting 

 
      Cognitive attitude: 

To me, using e-mail  for personal purposes at work is   
EATC1: Useful / Useless 
EATC2: Beneficial / Harmful 
EATC3: Foolish / Wise 

 

 

4.3.1.2.1 Higher Order Operationalization of Attitude 

Because we are interested in the category of behavior consisting of use of e-mail 

and web browsing for personal purposes, the affective attitude was conceptualized and 

operationalized as a higher order construct and its score was measured by using its two 

dimensions (viz. affective attitude towards use of e-mail and affective attitude towards 

web browsing). Similarly, score of cognitive attitude was calculated by using its two 

dimensions (viz. cognitive attitude towards use of e-mail and cognitive attitude towards 

web browsing). Finally, attitude towards adverse usage of IS assets was conceptualized 

and operationalized as a higher order concept and its score was calculated by using its 

two dimensions (viz. affective attitude towards adverse usage of IS assets and cognitive 

attitude towards adverse usage of IS assets). 

 

4.3.1.3 Social Influence towards adverse usage of IS Assets 

Social influence was conceptualized and operationalized as a higher order 

construct with two formative dimensions (viz. subjective norm and descriptive norm). 
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The items for measuring subjective norm for each behavior were adapted from 

Peace et al.(2003). Because these items are not correlated with each other and a change 

in response to one item does not has an equivalent response to other item, these items 

were treated as formative in nature. Specifically, the following questions were asked:  

ESNF1: My friends would approve my using e-mail  for personal purposes  at work  
(Likely / Unlikely) 
ESNC1:  My coworkers would approve my using e-mail for personal purposes at 
work (Likely / Unlikely) 
ESNF2:  My friends would look down on me if I use e-mail for personal purposes at 
work (Likely / Unlikely) 
ESNC2:  My coworkers would look down on me if I use e-mail for personal 
purposes at work (Likely / Unlikely) 

 

The items to measure descriptive norms are designed to capture the perceived 

performance of behavior by significant others. In total, four items assessing descriptive 

norm were used in this study. These items are formative in nature. Specifically, the 

following questions were asked  

EDNF1: I think my friends use e-mail for personal purposes at work (strongly 
disagree/strongly agree) 
EDNC1: I think my coworkers use e-mail for personal purposes at work (strongly 
disagree/strongly agree) 
EDNF2: My friends think that it is OK to use e-mail  for personal purposes  at work 
(strongly disagree/strongly agree) 
EDNC2: My coworkers think that it is OK to use e-mail  for personal purposes  at 
work (strongly disagree/strongly agree) 

 

Higher order dimensions of social influence were calculated following the same 

procedure as adopted for attitude.  
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4.3.1.4 Perceived Behavioral Control towards adverse usage of IS Assets 

PBC was conceptualized and operationalized as a higher order construct with 

two formative dimensions (viz. self-efficacy and controllability). 

The items used to measure self-efficacy address individuals’ beliefs about their 

capability to perform the behavior  and are adapted from Peace et al. (2003). These 

items are reflective in nature. Specifically, the following questions were asked:  

EPCS1: I have the ability to use e-mail for personal purposes at work (strongly 
disagree / strongly agree) 
EPCS2: I am capable of using e-mail for personal purposes at work  (strongly 
disagree / strongly agree) 
EPCS3: To me, using e-mail  for personal purposes  at work is  (Very difficult / Very 
Easy) 

 

The items used to measure controllability address  individuals’ perceived control 

over performing the behavior and are adapted from Peace et al. (2003). These items are 

reflective in nature. Specifically, the following questions were asked:  

EPCC1: If I want to, I can use e-mail for personal purposes at work (strongly 
disagree/strongly agree) 
EPCC2: Using e-mail for personal purposes at work is entirely up to me (strongly 
disagree/strongly agree) 
EPCC3: I do not have personal control over using e-mail for personal purposes at 
work (strongly disagree/strongly agree) 
 
 

4.3.1.5  Perceived Likelihood of Detection 

Because validated measures to assess likelihood of detection of deviant activity 

related to the current research were unavailable in the literature, new items were 

developed to measure the individuals assessment of chances of getting caught if they 

were adversely using IS assets for non-work related purpose. These items were 
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measured on a seven-point scale and are reflective in nature. Specifically, the following 

questions were asked:  

ELD1: It is not easy to detect me if I use e-mail for personal purposes at work 
(strongly disagree/strongly agree) 
ELD2: If I use e-mail for personal purposes at work, I would probably be detected 
(strongly disagree/strongly agree) 
ELD3: If I use e-mail  for personal purposes at work, there is a chance  that I would 
get detected (strongly disagree/strongly agree) 
 

 
4.3.1.6  Moral Norms 

The items to assess moral norm was adopted from Beck and Ajzen (1991) and 

modified to suit the behavior under study (use of e-mail and web browsing). In total, 

three reflective items assessing moral norm for each behavior were used in this study. 

Specifically, the following questions were asked: 

EMN1: I would not feel guilty if I use e-mail for personal purposes at work 
(strongly disagree/strongly agree) 
EMN2: Using e-mail for personal purposes at work goes against my principles 
(strongly disagree/strongly agree) 
EMN3: It would be morally wrong for me to use e-mail for personal purposes at 
work (strongly disagree/strongly agree) 

 

4.3.1.7  Job Satisfaction 

Job satisfaction was measured with 6 items version (Agho et al. 1992) of  

overall job satisfaction scale (Brayfield and Rothe 1951). It is a global indication of 

worker satisfaction with a job. It was modified to provide a choice zero (to be marked if 

the respondent was never employed) to be used as a filter questions (Rea and Parker 

2005) in order to cross-check the eligibility of the respondents for participating in the 
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survey. The respondents who marked zero on these questions were disregarded for the 

analysis. Specifically, the following questions were asked: 

JS1: I feel fairly satisfied with my job (Never employed / strongly disagree/strongly 
agree) 
JS2:  I am satisfied with my job for the time being (Never employed / strongly 
disagree/strongly agree) 
JS3: I am often bored with my job (Never employed / strongly disagree/strongly 
agree) 
JS4:  Most days I am enthusiastic about my work (Never employed / strongly 
disagree/strongly agree) 
JS5: I find real enjoyment in my work (Never employed / strongly disagree/strongly 
agree) 

 

4.3.1.8  Organizational Commitment 

Organizational commitment was measured by adopting and using Meyer and 

Allen (1997) measure of affective commitment. It measures an employee’s emotional 

attachment to, identification with, and involvement in the organization. Similar to the 

items of job satisfaction, these items were also modified to provide a choice zero (to be 

marked it the respondent was never employed). Specifically, the following questions 

were asked: 

OCA1: I would be very happy to spend the rest of my career with this organization 
(Never employed / strongly disagree/strongly agree) 
OCA2: I really feel as if this organization’s problems are my own (Never employed / 
strongly disagree/strongly agree) 
OCA3: I do not feel like “part of the family” at my organization. (Never employed / 
strongly disagree/strongly agree) 
OCA4: I feel emotionally attached to this organization (Never employed / strongly 
disagree/strongly agree) 
OCA5: I do not feel a strong sense of belonging to my organization (Never employed / 
strongly disagree/strongly agree) 
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4.3.1.9  Social Desirability 

Social desirability score was assessed using the shorter version (Reynolds 1982) 

of the Marlowe-Crowne Social Desirability Scale (Crowne and Marlowe 1960). The 

shorter version contains 10 items coded as ‘‘yes’’ or ‘‘no’’ to assess the socially 

desirable behaviors of the respondents. A high score represents a high level of social 

desirability and reflect a tendency to either consciously or unconsciously underreport 

(or over report) information that the subjects perceive as negative (positive). 

Specifically, the following questions were asked: 

Please read each statement carefully and circle the choice that best describes you: 
SD1: I like to gossip all times (True / False) 
SD2: There have been occasions when I took advantage of someone (True / False) 
SD3: I am always willing to admit it when I make mistakes (True / False) 
SD4: I always try to practice what I preach (True / False) 
SD5:  I sometimes try to get even rather that forgive and forget (True / False) 
SD6: At times I have really insisted on having things my own way (True / False) 
SD7: There have been occasions when I felt like smashing things (True / False) 
SD8:  I never resent being asked to return a favor (True / False) 
SD9:  I have never been irked when people expressed ideas very different from my own 
(True / False) 
SD10: I have never deliberately said something that hurt someone’s feelings (True / 
False) 
 

 

Because of the lack of availability of suitable measures in the area of 

information security, the following measures that taps various facets of security were 

specifically developed for this study 
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4.3.1.10  Security Awareness 

Security awareness was defined as the employees’ perception about the threats 

concerning their use of IS assets (web and e-mail) for non-work related purpose. These 

threats are present because the employees might use the public servers for the e-mail 

and / or go to the objectionable web sites. Although measures like firewall, anti virus 

tools etc., when installed in the company might prevent the occurrence of such 

instances, such tools are not the permanent solutions for the security needs of the 

organizations. Therefore, knowledge of security threats because of the deviant behavior 

needs to be captured to measure the security awareness of the employees. These items 

are formative in nature. Specifically, the following questions were asked: 

ESA1: Using e-mail for personal purposes at work may introduce virus in my 
computer (strongly disagree/strongly agree) 
ESA2: Using e-mail for personal purposes at work may introduce spywares in my 
computer (strongly disagree/strongly agree) 
ESA3: Using e-mail for personal purposes at work may affect the security of my 
computer (strongly disagree/strongly agree) 
 

4.3.1.11  Security Learning 

The following questions were developed to assess the medium of learning about 

information security. These items are formative in nature. Specifically, the following 

questions were asked: 

Which of these methods best describe the information / tutoring you have received 
regarding computer security ? 
SECTR1: Learned from friends, acquaintances or co-workers (Not at all / 
Thorough) 
SECTR2: Learned from personal experience (Not at all / Thorough) 
SECTR3: Heard or read in the media  (Not at all / Thorough) 
SECTR4: Received formal computer training  (Not at all / Thorough) 
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4.3.1.12  Security Competency 

Security competency was measured asking the subjects about their perceived 

level of knowledge about protecting their computer against various threats to the 

information security. These items were in accordance to the security awareness items 

described earlier. These items are formative in nature. Specifically, the following 

questions were asked: 

 
SECCOM1: How knowledgeable are you about protecting yourself against 
computer viruses? ( Not Very Expert / Comfortable) 
SECCOM2: How knowledgeable are you about protecting yourself against 
spywares? ( Not Very Expert / Comfortable) 
SECCOM3: How knowledgeable are you about protecting yourself against spams? ( 
Not Very Expert / Comfortable) 

 
 

4.3.1.13  Usage Policy 

Existence of usage policy was measured by asking employees about their 

perception regarding the existence of formal usage policy concerning the use of e-mail 

and web at the work. These items are formative in nature. Specifically, the following 

questions were asked: 

 
EPLOCY: Does your organization have a formal policy about use of e-mail at 
work?          ( Yes / No / Not sure ) 
WPLOCY: Does your organization have a formal policy about browsing web at 
work?     (Yes / No / Not sure ) 
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4.3.1.14 Past Behavior 

Following questions were asked to measure the past behavior in terms of the 

frequency of involvement in such behavior 

EPSTBEH: How often do you use e-mail for personal purpose at work (Never / 
Seldom / Not very often) 
WPSTBEH: How often do you browse web for personal purpose at work (Never / 
Seldom / Not very often) 

 

 

In addition, some more questions were asked about the demographics and 

general information about the respondents. The sample instrument is provided in 

Appendix A 

The responses to attitude, social influences and PBC were coded in such a way 

that a high response denotes the employee’s positive reaction towards adverse usage of 

IS assets. For moral norm, job satisfaction, and organization commitment, a high 

response denotes the employee’s reluctance towards adverse usage of IS assets. 

Likelihood of detection was coded such that a high value reflected high chances of 

getting detected. 

Consistent with the earlier research (Morris and Venkatesh 2000; Venkatesh and 

Davis 2000; Venkatesh et al. 2003), gender was coded as 0/1 dummy variable, with 0 

representing male and 1 representing female. Age was categorized via an ordinal 

dummy variable that took values of 0,1,2,3 to capture increasing level of impact of age 

on the intention. E-mail and web policy were represented as 0/1 dummy variable with 

zero representing existence of policy. Code 1 was used if the policy does not exist or the 
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employee was not sure of the policy. Security awareness was coded such that a high 

value denotes that user is aware of the chances of security threats (virus etc) because of 

adverse usage of IS assets.  A high response on security competency scale represented a 

high knowledge to protect the computing resources against security threats. 

A summary of the items to measure various constructs and their respective 

sources is provided in Table 4.1 

 

 

Table 4.1: Summary of Measurement Items 

 Abbreviation # items Source 
Use of E-mail    
    
Intention  

EINT1, EINT2, EINT3 
3 (Ajzen 2002; 

Peace et al. 
2003) 

Affective Attitude EATA1, EATA2, EATA3 3 (Ajzen 2002), 
(Bagozzi et al. 
2001)  
(Courneya et 
al. 2005) 

Cognitive Attitude EATC1, EATC2, EATC3 3 (Ajzen 2002; 
Bagozzi et al. 
2001) (Crites et 
al. 1994) 

Subjective norm ESNF1, ESNC1, ESNF2, 
ESNC2 

4 (Peace et al. 
2003) 

Descriptive norm EDNF1, EDNC1, EDNF2, 
EDNC2 

4 New 

Self-efficacy EPCS1, EPCS2, EPCS3 3 (Peace et al. 
2003) 

Controllability EPCC1, EPCC2, EPCC3 3 (Peace et al. 
2003) 

Likelihood of detection ELD1, ELD2, ELD3 3 New 
Security Awareness ESA1, ESA2, ESA3 3 New 
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Table 4.1- continued 

Moral Norms EMN1, EMN2, EMN3 3 (Beck and 
Ajzen 1991) 

Web Browsing    
    
Intention  

WINT1, WINT2, WINT3 
3 (Ajzen 2002; 

Peace et al. 
2003) 

Affective Attitude WATA1, WATA2, WATA3 3 (Ajzen 2002) 
Cognitive Attitude WATC1, WATC2, WATC3 3 (Ajzen 2002) 
Subjective norm WSNF1, WSNC1, WSNF2, 

WSNC2 
4 (Peace et al. 

2003) 
Descriptive norm WDNF1, WDNC1, WDNF2, 

WDNC2 
4 New 

Self-efficacy WPCS1, WPCS2, WPCS3 3 (Peace et al. 
2003) 

Controllability WPCC1, WPCC2, WPCC3 3 (Peace et al. 
2003) 

Likelihood of detection WLD1, WLD2, WLD3 3 New 
Security Awareness WSA1, WSA2, WSA3 3 New 
Moral Norms WMN1, WMN2, WMN3 3 (Beck and 

Ajzen 1991) 
 

Job satisfaction JS1 to JS5 5 (Agho et al. 
1992) 

Organizational 
commitment 

OCA1 to OCA5 5 (Meyer and 
Allen 1997) 

Social Desirability SD1 to SD10 10 (Reynolds 
1982) 

Security Training SECTR1 to SECTR4 3 New 
 

 

4.3.2 Instrument Refinement and Finalization 

4.3.2.1 Pretest / Face Validity 

The instrument was extensively pretested (Bradburn 1982) to assess the face 

validity of the items in the survey instrument by receiving comments from faculty, 
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doctoral students and selective working professionals in the software industry via 

personal interviews. These respondents were not directly related with the research and 

were asked to critically evaluate the appropriateness of various items about domain 

representativeness, item specificity and clarity of the questionnaire (Jaworski and Kohli 

1993). Some of these participants raised their concerns about the clarity of some items 

and length of the questionnaire. Following their recommendations, the wordings of such 

questions and format of the questionnaire was changed to refine and shorten the 

instrument. There was a dilemma about measuring the social desirability to reduce the 

length of the questionnaire. However, it was finally retained to have methodological 

improvement and better confidence in the results as compared to the previous studies. 

Finally, the same experts were again requested to evaluate the revised instrument. After 

this stage, the instrument was evaluated as appropriate by these experts and was deemed 

as ready for pilot testing before conducting a full survey.  

 

4.3.2.2 Pilot Test 

A large-scale pilot test for the study was conducted by administering the 

questionnaire in undergraduate and graduate classes. The sample for this pilot study 

consist of 115 subjects who were working full time or part time and had access to e-

mail and web in their organizations. It was done to confirm the psychometric properties 

of the instrument. The pilot tests followed the same method that was later used for 

actual data collection and analysis (Churchill 1979; Pavlou and Fygenson 2006).  The 

subjects reported no major problems, and they finished it in 15 -25 minutes.  
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Informal discussions with the experts during pre-test and subjects after the pilot 

survey suggested their reservations about responding to the survey in the office settings 

because of the sensitivity of behavior under study. They felt more comfortable 

responding to the survey in settings other than the workplace. These insights gave 

additional justification to conduct survey in the classrooms and to target working 

students having access to web and e-mail at work in order to participate in the survey. 

Preliminary data analysis of the pilot test demonstrated the reliability and 

validity of the items in general. Following the first pilot study, some items were 

dropped and some were modified. Another round of pilot study (95 subjects) was 

conducted and the results were found to be acceptable. Therefore, the instrument was 

considered as appropriate for the final data collection (See Appendix A for Final 

instrument). 

 

4.4 Survey Administration 

4.4.1 Sampling Procedure 

Sampling refers to proper selection of individuals from a population that 

adequately represent the unit of analysis to permit generalizing the results from sample 

to the population (Pinsonneault and Kraemer 1993). The targeted population for this 

study consists of the employees in an organization having access to e-mail and web at 

their work. Because it is not practical to identify and contact all members of the general 

population, master’s and senior level students who were employed and had access to e-

mail and web at work at the time of study were identified as the working population. 
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These students working in different organizations and having varying backgrounds were 

adequate and representative sample for the study.  

The choice of data collection method (e.g.: mail questionnaire, telephone 

interview, etc.) in survey research is important because of the time, cost and quality of 

the collected data (Pinsonneault and Kraemer 1993). Because participation in this 

survey was a non-work related issue, the paper based survey was conducted rather than 

web based survey because there was a likelihood that web based survey would result in 

the responses mainly from individuals who use web at work for non-work related 

purpose. It would have excluded those who do not use the web at work for non-work 

related purpose. In addition, there are high chances that individual might not be 

motivated to respond to this survey from their home after finishing a long day at work.  

Compared to the personal interviews, mail questionnaire are less effective in 

collecting sensitive data. However, quality and cost are high in case of personal 

interviews (Pinsonneault and Kraemer 1993). Because the data for this study was 

sensitive in nature, we followed an approach that has the positive of mail questionnaire 

(large amount of data) and personal interviews (level of familiarity). We personally 

requested graduate and senior level students having access to the web and e-mail at 

work at the time of study to participate in the survey. It should be noted that 

generalizability is not affected by using student sample in ethical decision making  

research (Randall and Gibson 1990). In addition, the pilot studies had earlier indicated 

the subjects’ level of comfort in responding to questions about the organizational 

deviant behaviors outside the work settings. 
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Use of student subjects is a common practice in literature across various 

domains. For example, Grube et al.(1986) recruited 752 students in their classrooms to 

predict the smoking intentions and behaviors; Beck and Ajzen (1991) recruited 146 

college students to predict dishonest actions; Schaalma et al. (1993) used 1018 students 

to determine the consistent condom use; Rhodes and Courneya (2002) used 303 

students and patients separately to predict the exercise behavior and found similarity in 

the results and Rhodes and Matheson (2005) used 241 students to assess exercise 

intention.  

Use of student subjects is also widespread in IS literature. For example, Taylor 

and Todd (1995b) collected data from student subjects in a business school with the 

help of research assistants; Wyld and Jones (1997) also reported the suitability of 

students and found no difference in the results as compared to the managers; Agarwal 

(2000) recruited 288 students enrolled in a junior statistics class representing all 

students who were present in class on the day data were collected in order to examine 

cognitive absorption and beliefs about IT usage; Piccoli et al. (2001) used students to 

assess the effectiveness of web-based virtual learning environments in basic IT skills 

training; (Peace et al. 2003) used part time MBA students to examine software piracy at 

the workplace. Leonard et al. (2004) noted that much research has used students as 

subjects and themselves used students assess IT ethical behavior intentions. Most 

recently, Pavlou and Fygenson (2006) used students in predicting electronic commerce 

adoption.  
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Various faculty members were contacted to seek their permission and 

cooperation to conduct the survey in their classes. Necessary IRB approval for the use 

of human subjects was taken to conduct the survey. The questionnaire was administered 

throughout a two week period and all dimensions for conducting a survey study 

(Pinsonneault and Kraemer 1993)  were properly adhered  (Table 4.2) 

 

 
Table 4.2: Survey Dimensions 

Adopted from Pinsonneault and Kraemer (1993) 

Element / Dimension 
 

 Explanation Study Current Research 

Research Design   
   
Survey Type Cross-sectional and 

Longitudanal 
 

Cross-sectional 

Mix of research 
methods 

Multiple method 
 

Adequate statistical 
techniques used to 
assess common method 
bias 
 

Unit of analysis Clearly defined and 
appropriate for the 
hypothesis 
 

Achieved. Employed 
individuals having 
access to e-mail and 
web at work 

Respondents Representative of the unit 
of analysis 
 

Achieved.  Senior 
students working and 
having access to e-mail 
and web at work 
 

Research Hypothesis Hypothesis clearly stated 
 

Achieved 

Design for data 
analysis 

Inclusion of antecedent 
variables 
 

Achieved 
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Table 4.2 - continued 

Sampling procedure 
 

  

Representativeness 
of the sample frame 

Explicit, logical argument; 
reasonable choice among 
alternatives 
 

Achieved. Explicit, 
logical argument; 
reasonable choice 
among alternatives 
 

Representativeness 
of the sample  

Systematic, purposeful, 
random selection 
 

Achieved. Systematic 
and purposeful 

Sample Size Sufficient to test categories 
in theoretical framework 
with statistical power 
 

Achieved 293 subjects 

Data Collection 
 

  

Pretest of 
questionnaire 

With subsample of sample 
 

Achieved. 2 rounds of 
pilot testing with 
students working and 
having access to e-mail 
and web at work 
 

Response Rate 60-70% of targeted 
population 
 

Achieved. 84.6 % 

Mix of data collection 
method 

Multiple methods Adequate statistical 
techniques used to 
assess common method 
bias 
 

 

 

4.4.2 Data Collection 

The survey was personally administered and subjects were given basic 

instructions before filling out the questionnaire. Subjects were explained the eligibility 
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regarding their employment status and access to the e-mail and web at the work place to 

qualify for the survey.  

The survey was voluntary and no incentives were given to the subjects for their 

participation. The participation was voluntary and the subjects were given a choice to 

withdraw in case they were not willing to participate in the survey. There were no 

penalties in terms of grades, etc. for their non-participation in the research. The 

instructors helped in getting high response by soliciting their students for cooperation in 

the study. 

  

4.4.3 Sample Size 

4.4.3.1 Minimum sample size requirement based on Power Analysis 

Power is defined as the probability to find a statistically significant relationship, 

when the relationship is actually present. The power (1-β) depends on the effect size, 

significance criteria (α) and the sample size of the study. It is important to use power 

analysis before collecting the data to determine the required sample size for achieving 

the desired power and significant effect (Goodhue 2006). The minimum sample size is 

calculated by estimating the effect size and determining the level of power needed for 

the study (Baroudi and Orlikowski 1989).  

According to Baroudi and Orlikowski (1989), setting a high level of power like 

0.80 help to  achieve significant chances of detecting a true effect. Based on a power 

level of 0.80, α equal to 0.5 and medium effect size, the minimum sample size 

requirement for eight predictors using power tables (Cohen 1988) was found to be 147. 
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4.4.3.2 Minimum sample size requirement based on rule of thumb for PLS 

Structural Equation Modeling (SEM) was used to statistically analyze the 

results. Specifically we used PLS to analyze the data because of formative nature of 

many constructs. According to the rule of thumb (Chin 1988), sample size in PLS needs 

to be greater of at least ten times (1) the largest number of formative indicators or (2) 

the largest number of independent variables impacting a dependent variable. Because 

the number of items in the construct having maximum item is six, and the number of 

independent variables influencing the dependent variable is eight, this study needed a 

minimum sample size of 80 for the analysis. 

 

Based on the above discussions, a minimum sample of 150 subjects was needed 

for the study. 
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CHAPTER 5 

DATA ANALYSIS AND MODEL TESTING 

 

5.1 Data Collection  

The final survey was conducted in seven senior level and graduate student 

classes. The sample used in the study consists of students in these classes who work in 

an organization and have access to e-mail and web at their work.  The questionnaire was 

personally given to all the students present in the class. Almost all of the eligible 

students present in the class participated and returned the survey.  Out of 326 surveys 

distributed in these classes, 319 questionnaires were collected. The total numbers of 

usable responses was 293, hereby achieving a usable response rate of 89.87%.  

A high response rate was achieved because of (a) use of students as the subjects, 

(b), personal communications with the respondents with a request to help a Ph.D 

student, and (c) solicitation by their instructors for their cooperation. The achieved high 

response rate, though more than the typical response rate of survey research is 

consistent with the studies employing students as the subjects. For example, Mcmillan 

and Conner (2003) reported a response rate of 62% to assess illicit drug use amongst 

students and Mcmillan et al. (2005) reported a response rate of 92.3% using student 

subjects to assess smoking amongst schoolchildren.  
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5.2 Data Analysis Techniques 

Next, the statistical techniques were used to empirically validate the research 

model. Although the first generation techniques (Regression, ANOVA, MANOVA, 

discriminant analysis and factor analysis) have been widely used in the literature, they 

generally assume a simple model structure to analyze linkage between independent and 

dependent variables at a time (Gefen and Straub 2000). These techniques assume 

variables to be observable entities that are measured without error, hereby restricting 

their use if the systematic or random error component is present in the measurement of 

a variable (Haenlein and Kaplan 2004). In contrast, the second generation technique like 

structural equation modeling can simultaneously analyze complex relationships between 

various constructs in a systematic and comprehensive way (Gefen and Straub 2000). 

Therefore, it was decided to use structural equation modeling in this study. 

 

5.2.1 Structural Equation Modeling  

Structural Equation Modeling (SEM) is a second generation data analysis 

technique (Bagozzi and Fornell 1982) that allows to create latent variables (unobserved 

variables) by observed indicators (manifest variables), explicitly model measurement 

errors for the manifest variables and statistically examine a priori theoretical and 

measurement assumptions (Chin 1998). IS research has observed an increase in the use 

of SEM for the past few years (Chin 1998; Gefen and Straub 2000).  

There are two approaches to estimate the parameters in SEM.  (1) Covariance-

based approach, for example LISREL and (2) variance based (components based) 
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approach, for example Partial least square (Haenlein and Kaplan 2004). The  

covariance-based approach attempts to reproduce the covariance matrix of the observed 

measures by minimizing the difference between the sample covariance and those 

predicted by the theoretical model (Chin and Newsted 1999). In the variance based 

approach, the parameter estimation process attempts to maximize the variance of the 

endogenous variables that is explained by the exogenous variables. Because of the high 

attention given to the covariance based approach in the literature, it is often used as a 

synonym to SEM (Haenlein and Kaplan 2004) 

A construct can be measured by either reflective or formative indicators. For 

reflective measures, the latent (unobserved) indicator is conceptualized as giving rise to 

the manifest (observed) variable.  These reflective indicators capture the same construct 

of interest (Limayem et al. 2004) and are highly correlated with each other. In the case 

of formative measures, the latent (unobserved) indicators is treated  as a combination of 

manifest (observed) variables (Fornell and Bookstein 1982). These formative indicators 

combine together to create the emergent factor (Limayem et al. 2004) and may or may 

not be correlated  with each other (Bollen and Lennox 1991; Chin 1998; Hulland 1999). 

According to Jarvis et al (2003), the distinction between these indicators is an important 

issue and it is many times better to treat the indicators as formative rather than reflective 

in nature.  

Covariance based approach like LISREL have a limitation with respect to the 

formative indicators because of identification issues, implied zero co-variances  among 

some indicators, and / or the existence of equivalent models (Haenlein and Kaplan 
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2004; Maccallum and Browne 1993). In contrast to this, Partial Least square (PLS) uses 

component-based approach to estimate the model and is capable of handling the 

presence of formative indicators in the model. 

. A PLS model consists of  three components: (1) a structural component that 

depicts the relation between various  latent variables; (2) a measurement component that 

reflects the relation between latent variables and their indicators; and (3) the weight 

relations, that is used to estimate case values for the latent variables (Chin and Newsted 

1999). PLS does not require any assumptions about the distribution of residuals (Chin et 

al. 2003) or scale of measurement and works well with nominal, ordinal, and interval 

scaled variables (Fornell and Bookstein 1982). It is robust against normality 

assumptions, skewness, multicollinearity of the indicators and misspecification of the 

structural model (Cassel et al. 1999; Chin et al. 1996). Unlike Lisrel, PLS is capable of 

handling the presence of formative indicators in the model (Chin and Gopal 1995; Chin 

et al. 2003). It is also very useful to explain complex models with many latent variables 

and moderating effects (Fornell and Bookstein 1982; Pavlou and Gefen 2005; Wold 

1985).  PLS is therefore deemed best suited for the purpose of this study. We used PLS-

Graph Version 3.00 Build 1126 to analyze the model. 

 

5.3 Data Preparation 

After collecting the data, first we examined the filter questions to be certain of 

employment status of the respondents as the inclusion of any wrong subject would have 

confounded the results. For this, we looked at the direct question (Work Status, and 
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filter question about job satisfaction, org. commitment). If any subject marked the 

response as never employed or currently not employed, self employed in these 

questions, the survey was removed from the study. The breakdown of such responses is: 

 

Table 5.1: Work Status 

Work Status Number 
Full Time 230 
Part Time 65 
Currently Not employed 13 
Never Employed 4 
Self Employed 7 
Missing 0 
Total 319 

 

Next, the responses to the reverse coded questions were adjusted so that all the 

related questions were in the same direction. The higher number for attitude, social 

influence, and PBC reflected the greater inclination towards the target behavior. 

 

5.3.1 Outliers 

Next, the data was checked for outliers from univariate and multivariate 

perspective. Hair et al.(2005) recommends a standardized score of 2.5 or greater for 80 

observations and 3 to 4 for large samples for the univariate analysis and Mahalanobis 

D2 as the multidimensional position of each observation from the multivariate 

perspective Hair et al.(2005).  Based on this analysis, there were two outliers in the 

dataset, which were deleted from the sample. 
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5.3.2 Missing Values 

Next, the data was checked for missing values. Some of the ways to handle the 

missing values are: List wise deletion, Pair-wise deletion, mean substitution, etc. In list 

wise deletion, the case including a missing value is totally deleted, resulting in a small 

sample size. Further, the analysis done by using such full cases may be biased if the 

deleted partial cases and the retained full cases are different from each other. In pair-

wise deletion, the case is excluded from calculation involving variables that have 

missing data and the individual correlation between two variables is calculated only by 

considering the cases that have full data for these two variables. One of its limitations is 

that the different correlation coefficients in the same correlation matrix are based on 

different numbers of subjects. Also, pair-wise deletion results in a systematic bias 

because of "hidden" systematic distribution of missing data (Hill and Lewicki 2005).  In 

mean substitution, all missing data is substituted by the mean value of response to the 

variable in question. It results in an artificial decrease in the variation of the score and 

also changes the value of correlation between two variables.  

We used the “maximum likelihood estimation” that does not delete any case and 

use all data using expectation-maximization (EM) algorithm to obtain maximum 

likelihood (ML) estimates. This algorithm works in two steps which are repeated until 

stable solution is reached (Kline 2004). During estimation (E step), each missing 

variable is regressed on the remaining variable for a particular case in order to impute 

missing observations by predicted scores in a series of regression. During maximization 

(M step), the whole data is used for maximum likelihood estimation The standard error 
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was calculated using Fisher Information matrix and was corrected for chi-square and 

standard error for non-normality (Bentler and Wu 2006). 

 

5.3.3 Common Method Bias 

Common method bias is a problem when the measures of two or more variables 

are collected from the same respondents and are used to interpret any correlation(s) 

between them (Podsakoff and Organ 1986). Some of the potential sources of common 

method bias are: consistency motif, social desirability, acquiescence, item social 

desirability, item complexity, item ambiguity, scale format, scale anchors, etc., to name 

a few (Podsakoff et al. 2003).   

Although Campbell and Fiske (1959) suggest the use of more than one method 

to collect the response, it is many times practically not possible because of various 

reasons. Podsakoff et al.(2003) suggest using Harman one factor test (Harman 1976) to 

assess the extent of common method bias. Harman one-factor test as described by 

Schriesheim (1979) was conducted by performing  principal component factor analysis 

with varimax rotation. According to this test, if all factors load on a single factor that 

accounts for more than 50% of the variance, then common method bias is a concern. 

The principal component analysis with varimax rotation for major construct items 

produced a 22-factor structure, with a cutoff eigenvalue equal to 1 (Table 5.2), none of 

which represented loading from all the indicators. Further, the most important factor 

(factor 1) accounted only for 16 % of total explained variance. These results 

demonstrated that common method variance is not a concern 
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Table 5.2:  Harman One Factor Test 

Factor 
Component 

1 2 3 4 5 6 7 8 

Variance 
Explained  

16.01 6.36 5.29 4.38 3.69 3.15 2.96 2.38 

 
Factor 
Component 

9 10 11 12 13 14 15 16 

Variance 
Explained  

2.30 1.93 1.82 1.65 1.51 1.40 1.32 1.25 

 
Factor 
Component 

17 18 19 20 21 22 

Variance 
Explained  

1.21 1.20 1.12 1.07 1.06 1.00 

 

 

 

5.3.4 Variable Transformations 

Because of the presence of interaction terms in the model, the measures for 

various constructs were centered (to attain mean equal to zero) to reduce the 

computational error by lowering the correlation between individual constructs and their 

respective interaction term (product indicator) (Chin et al. 1996; Chin et al. 2003; Smith 

and Sasaki 1979). It also helped to retain the original variance and relative theoretical 

importance of each indicator with respect to other indicators which is a limitation in 

case of standardizing (mean of zero and variance of one) the data (Chin et al. 1996).  It 

further maximize the ability of PLS to accurately estimate the interaction term and 

attain simple interpretation of the resulting regression beta for the predictor variable 

(Chin et al. 1996). 
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After this step, the data was  ready for final analysis and test of the model. 

 

5.4 Descriptive Statistics 

The final data consisted of 293 responses, with 162 males and 129 females. Two 

respondents did not report their gender. In terms of the respondent’s marital status, 139 

reported themselves as single, 142 reported as married and 12 reported themselves as 

divorced. The average work experience was 9.3 years (std dev.=7.5, min 1yr, max 38 

yrs). Table 5.3 and 5.4 shows the statistics of the majority of the respondent 

organization’s primary business at their location and their positions in the organization. 

 

Table 5.3: Organizational Demographics 

Organization Primary Business Frequency Percentage 
Consultant/Professional Service 19 6.48 
Educational 14 4.78 
Financial 30 10.24 
Hospitality 9 3.07 
Information Technology 38 12.97 
Legal  3 1.02 
Manufacturing 32 10.92 
Media/Marketing/Advertisement 9 3.07 
Medical 28 9.56 
Retail/Wholesale 24 8.19 
Service Provider  19 6.48 
Telecommunications 6 2.05 
Transportation  9 3.07 
Utility 6 2.05 
Others 41 13.99 
Missing 6 2.05 
Total 293 100 
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Table 5.4: Position of Respondents 

Position Frequency Percentage 
Executive 18 6.14 
Middle management 65 22.18 
Supervisory 37 12.62 
Administrative / Clerical 51 17.40 
Technical 76 25.93 
Others 41 13.99 
Missing 5 1.70 
Total 293 100 

 

 

Age was captured as categorical variable. Table 5.5 shows the breakup of 

various categories of age as reported by the respondents 

 

Table 5.5:  Age of Respondents 

Age Frequency Percentage 
18-25 80 27.30 
25-35 134 45.73 
35-45 54 18.43 
>45 25 15.35 
Missing 0 0 
Total 293 100 

 

 

The average social desirability score was calculated by using the scoring 

algorithm provided in Appendix E and was equal to 5.79 with standard deviation equal 

to 1.94. These values suggest the absence of social desirability effect for the sample as a 

whole. The social desirability score was also used as a control variable and its influence 

was tested in the model. 
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5.5 Data Analysis 

A two step analytical model (Anderson and Gerbing 1988; Hair et al. 2005) was 

adopted by first assessing the measurement model using confirmatory factor analysis 

and then examining the structural relationship in the model. The measurement model 

was used to assess the reliability and validity of the instrument. Next, the structural 

model was conducted to assess hypothesized relationships in the conceptual model. 

The higher order constructs were created using factor scores for their respective 

lower order constructs (Chin et al. 2003; Wold 1989).  

 

5.5.1 Measurement (Outer) Model 

Before analyzing the data for testing the model, the measurement model was 

evaluated in PLS Graph to assess the psychometric properties of the measures. The 

measurement model in PLS assumes a confirmatory factor analytical (CFA) model. The 

reliability of the items was assessed by using individual item reliability (factor loadings) 

and internal consistency (average variance extracted and composite reliability score). 

The items were also tested for convergent and discriminant validity. 

 
5.5.1.1  Individual Item Reliability 

In case of reflective measures, the loadings in the measurement model are used 

to test the individual item reliability. Loading value greater than  0.7 is  considered as 

the threshold for achieving the reliability of each item (Carmines and Zeller 1979; 

Gefen and Straub 2005). For the formative measures, the weights reflect the 
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contribution of each item to its latent construct. To test for the reliability of formative 

measure to be reliable, their weights are expected to be statistically significant 

The individual item reliability of all items was assessed with respect to their 

respective first order constructs (Appendix B). All of the items except WMN3, EPCC3, 

WPCC3, JS3, SecTRA1 had acceptable loading values. It was decided to retain 

SecTRA1 as it was a formative indicator (Limayem et al. 2004) but all other items that 

were not loading properly were deleted for the analysis. Although EMN3 was loading 

properly, it was also deleted in order to have similar scale for both types of behaviors, 

use of e-mail and web browsing for personal purpose. 

 

5.5.1.2 Internal Consistency 

Using 0.5 as threshold (Fornell and Larcker 1981) for the average variance 

extracted (AVE) and 0.7 for cronbach’s alpha (Hair et al. 2005) and composite 

reliability score (Thompson et al. 1995) , the internal consistency of the scale was 

assessed to confirm that it is reliable and free from measurement error. The values as 

shown in Appendix C were found to be satisfactory, hereby demonstrating the 

reliability of the scale (Gefen and Straub 2000). 

 

5.5.1.3 Construct Validity: Convergent Validity  

Next, the convergent validity of the scale was evaluated in order to seek 

evidence that the measures of constructs that should be theoretically related to each 

other are, in fact, observed to be related to each other. According to Chin (1998), 
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convergent validity is established if the indicators load higher on their respective 

constructs rather than on other constructs. Following (Agarwal and Karahanna 2000; 

Pavlou 2004), PLS was used to conduct confirmatory factor analysis (CFA) in order to 

establish the convergent validity. The cross loadings were computed by correlating the 

latent variable scores obtained from PLS with the original data (Gefen and Straub 

2005). The results (Appendix B) clearly demonstrate that the indicators loaded higher 

on their respective constructs as compared to their loadings on other constructs.  

 

5.5.1.5 Construct Validity:  Discriminant Validity 

Test for discriminant validity was conducted along with convergent validity to 

evaluate the construct validity. It provides evidence that the measures of constructs that 

should not be theoretically related to each other are, in fact, observed not to be related to 

each other. According to Fornell and Larcker (1981), discriminant validity of the 

instrument is assessed by comparing the square root of the AVE with correlations 

between different constructs. Discriminant validity is established if the square root of 

AVE is greater than these correlations (Thompson et al. 1995) and the construct share 

larger variance with its own measures as compared with other measures (Bock et al. 

2005).  The results (Appendix D) clearly establish the discriminant validity of the scale. 

 

All of these tests demonstrated the psychometric properties of the scale, and 

empirically validated the suitability of the data collection mechanism. Thus, the data 

and the constructs were considered suitable for structural analysis. 
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5.5.2 Structural (Inner) Model 

The structural model consists of the hypothesized relationships between various 

constructs in the research model. After testing the psychometric properties of the scale, 

PLS was again used to test the hypothesized research model in order to test the 

hypothesis as well as to estimate the explained variance in the model. In PLS structural 

model, loadings of measure of each construct are equivalent to the loadings in a 

principal component factor analysis and path coefficients are equivalent to standardized 

beta weights in regression (Agarwal and Karahanna 2000). The path coefficients and 

their t-value were calculated by using a 500 sample (to attain more reasonable standard 

error estimates) bootstrap resampling procedure (Cotterman and Senn 1992) in PLS-

Graph in order to examine the statistical conclusion validity by testing null hypothesis 

for each path coefficient respectively. The bootstrap samples were built by resampling 

with replacements from the original sample and consist of same number of cases as in 

original sample. It was preferred to the jackknife procedure that builds resamples by 

deleting a certain number of cases from the original sample since this deletion result in 

a reduction in robustness of t statistics because of a smaller number of resamples. It is 

thus considered as less efficient and approximation of bootstrap (Chin 1988). The 

structural model was tested for the first and higher order models as described below: 

 

5.5.2.1 Higher Order Structures 

Higher order factor can be calculated in PLS (Chin et al. 2003) either : 1) by 

using repeated indicators hierarchical component model (Lohmoller 1989) and directly 
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measuring higher order construct using all items of its lower item construct or 2) by 

modeling the path from the lower order to higher order construct (Edwards 2001) and 

using latent variable scores for lower order constructs to calculate the values for the 

higher order constructs (Chin et al. 2003; Wold 1989). Following Pavlou and Fygenson 

(2006), the higher order factors were approximated using the second approach  in PLS. 

Following Pavlou and Fygenson (2006),  the formative structure of the higher 

order constructs was tested by 1) examining the magnitude of inter- correlations of the 

related lower order factor ; 2) examining the magnitude of correlations of the higher 

order factor with its lower order factors and 3) using PLS (Chin 1988; Chin et al. 2003) 

by running a procedure that models the relative weights of the lower order factor to the 

higher order factor (Edwards 2001) derived by using principal component factor 

analysis (Diamantopoulos and Winklhofer 2001). 

Higher Order Construct = γ1 X Lower Order First Dimension + γ2 X 

Lower Order Second Dimension 

 

5.5.2.1.1 Adverse usage of IS assets as a family of behavior 

As discussed earlier, adverse usage of IS assets is conceptualized as a higher 

order construct reflected by the two activities belonging to this category, viz. web 

browsing and the use of e-mail for personal purpose. To check for the nature between 

the higher order (IS assets adverse usage) and the lower dimensions (use of e-mail and 

web browsing) and verify that they are reflective in nature, the correlation between the 

past experience of web browsing and use of e-mail was assessed. The correlation 

between past experience of web browsing and use of e-mail was found to be 0.7, which 



 

 118

meets the required threshold  of 0.7 needed for reflective measures (Pavlou 2004). It 

signifies that a change in past experience of web browsing is accompanied by an equal 

change in use of e-mail, confirming the conceptualization of the two behaviors as two 

distinct dimensions of the same overarching construct, labeled as IS assets adverse 

usage. Therefore all the higher order constructs depicting the relation between the 

adverse usage of IS assets with the use of e-mail and web browsing are conceptualized 

as superordinate in nature. For example, affective attitude towards IAAU is manifested 

by the two dimensions, affective attitude towards use of e-mail and affective attitude 

towards web browsing. Similarly, For example, intention towards IAAU is manifested 

by the two dimensions, intention towards use of e-mail and intention towards web 

browsing.  

 

5.5.2.1.2 Attitude towards IAAU as a Higher Order Construct 

Attitude towards IAAU is conceptualized as a higher order aggregate (molar) 

construct formed by the two dimensions, affective attitude towards IAAU and cognitive 

attitude towards IAAU in a formative structure. These two dimensions are latent 

constructs measured using their related lower dimensions as the manifest variables. This 

formative structure was examined by performing the following tests.   

Firstly, the magnitude of inter- correlations of the first order factor was 

examined. As shown in Appendix D, the correlation between affective attitude towards 

IAAU and cognitive attitude towards IAAU was found to be 0.57 (P<0.001) which is 

less than the threshold of 0.7. It demonstrated that these two dimensions are not 
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correlated with each other and  a change in one dimension is not associated with an 

equivalent change in another dimension (Pavlou 2004). 

Next, the correlation (Appendix D) between attitude towards adverse usage of 

IS assets with affective attitude towards web browsing and cognitive attitude towards 

use of e-mail (i.e between higher and lower order constructs) in a formative structure 

was found to be 0.89 (p<0.01) and 0.89 (p<0.01). Since the correlation among first 

order dimensions is explained better by higher order construct, it justified the 

conceptualization of the formative structure between higher and lower order constructs. 

Next, the formative structure was tested with PLS (Chin 1988; Chin et al. 2003) 

by running a procedure that models the relative weights of the lower order factor to the 

higher order factor (Edwards 2001). The strength of path (PLS weights) connecting the 

lower order construct (affective attitude towards IAAU and cognitive attitude towards 

IAAU) to the higher order construct (attitude towards IAAU) were found to be 0.756 

for affective attitude towards IAAU (t= 10.13, p <0.001, statistically significant) and 

0.353 (t=4.23, p <0.001, statistically significant) for cognitive attitude towards IAAU, 

establishing attitude towards IAAU as a higher order construct formed by the lower 

order constructs.  

Finally, following James and Brett (1984), mediating effect of attitude on the 

relation of affective attitude and calculative attitude with intention was tested using 

Baron and Kenny (1986) three step procedure. In the first step, the direct effect of 

affective attitude and calculative attitude on intention was tested and both were found to 

be correlated with intention. In the second step, the direct effect of affective attitude and 
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calculative attitude on overall attitude towards adverse usage of IS assets was tested and 

both were found to be correlated with attitude. In the last step, all the three affective 

attitude, calculative attitude and overall attitude were regressed on intention. The result 

showed that overall attitude significantly reduced the impact of affective and calculative 

attitude, validating its role as a partial mediator (Table 5.6). 

 

Table 5.6: Test of Mediation- Attitude 

Step Dependent 
Variables 

Independent 
Variable 

Weight Adjusted 
R sq 

Intention Affective 
attitude 

.480 (8.645) 1 

 Calculative 
attitude 

.222 (4.18) 

.399 

Attitude Affective 
attitude 

.757 (10.2) 2 

 Calculative 
attitude 

.351 (4.19) 

 

3 Intention Attitude 0.634 (15.60) .402 
 

These tests validated proposition 1 which states that “Attitude towards adverse 

usage of IS assets is a higher order construct formed by the two dimensions, affective 

attitude towards adverse usage of IS assets and cognitive attitude towards adverse usage 

of IS assets”. 

 

5.5.2.1.3 Social influence towards IAAU as a Higher Order Construct 

Social influence towards IAAU is conceptualized as a higher order molar 

construct formed by the two dimensions, subjective norm towards IAAU and 
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descriptive norm towards IAAU in a formative structure. These two dimensions are the 

latent constructs measured using their related lower dimensions as the manifest 

variables. This formative structure was examined by performing the following tests.   

Firstly, the magnitude of inter- correlations of the first order factor was 

examined. As shown in Appendix D, the correlation between subjective norm towards 

IAAU and descriptive norm towards IAAU was found to be 0.51 (P<0.001) which is 

less than the threshold of 0.7. It clearly demonstrated that these two dimensions are not 

correlated with each other and a change in one dimension is not associated with an 

equivalent change in another dimension. 

Next, the correlation between social influence towards adverse usage of IS 

assets with subjective norm towards web browsing and descriptive norm towards use of 

e-mail (i.e between higher and lower order constructs) in a formative structure was 

found to be 0.87 (p<0.01) and 0.87 (p<0.01). Since the correlation among first order 

dimensions is explained better by higher order construct, it justified the 

conceptualization of the formative structure between higher and lower order constructs. 

Next, the strength of path (PLS weights) connecting the lower order construct 

(subjective norm towards IAAU and descriptive norm towards IAAU) to the higher 

order construct (social influence towards IAAU) were found to be 0.539 for subjective 

norm towards IAAU (t=53.33  p <0.001, statistically significant) and 0.612 (t=28.31 p 

<0.001, statistically significant) for descriptive norm towards IAAU, establishing social 

influence towards IAAU as a higher order construct formed by the lower order 

constructs.   
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Finally, the result for the test of mediation validated the mediating role of social 

influence on the relation of intention with subjective and descriptive norm (Table 5.7) 

 

Table 5.7: Test of Mediation- Social Influence 

Step Dependent 
Variables 

Independent 
Variable 

Weight Adjusted 
R sq 

Intention Subjective 
Norm 

.237 (4.41) 1 

 Descriptive 
Norm 

.605 (11.75) 

.566 

Social 
Influence 

Subjective 
Norm 

.312 (4.50) 2 

 Descriptive 
Norm 

.805 (14.47) 

 

3 Intention Social 
Influence 

0.753 (25.76) .568 

 

These tests validated proposition 2 which states that “Social influence towards 

adverse usage of IS assets is a higher order construct formed by the two dimensions, 

subjective norm towards adverse usage of IS assets and descriptive norm towards 

adverse usage of IS assets”. 

 

5.5.2.1.4   PBC towards IAAU as a Higher Order Construct 

PBC towards IAAU is conceptualized as a higher order molar construct formed 

by the two dimensions, self-efficacy towards IAAU and controllability towards IAAU 

in a formative structure. These two dimensions are the latent constructs measured using 

their related lower dimensions as the manifest variables. This formative structure was 

examined by performing the following tests.   
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Firstly, the magnitude of inter- correlations of the first order factor was 

examined. As shown in Appendix D, the correlation between self-efficacy towards 

IAAU and controllability towards IAAU was found to be 0.77 (P<0.001) which 

marginally exceeds the threshold of 0.7.  It demonstrated that these two dimensions may 

be significantly correlated with each other and a change in one dimension may be 

associated with an equivalent change in another dimension. Thus, the following tests 

were also performed to verify its nature 

The correlation between PBC towards adverse usage of IS assets with self-

efficacy towards web browsing and controllability towards use of e-mail (i.e between 

higher and lower order constructs) in a formative structure was found to be 0.94 

(p<0.01) and 0.94 (p<0.01). Since the correlation among first order dimensions is 

explained better by higher order construct, it justified the conceptualization of the 

formative structure between higher and lower order constructs. 

Next, the strength of path (PLS weights) connecting the lower order construct 

(self-efficacy towards IAAU and controllability towards IAAU) to the higher order 

construct (PBC towards IAAU) were found to be 0.532 for self-efficacy towards IAAU 

(t=2.453, p <0.001, statistically significant) and 0.530 (t=2.502, p <0.001, statistically 

significant) for controllability towards IAAU, establishing PBC towards IAAU as a 

higher order construct formed by the lower order constructs.  

Finally, the result for the test of mediation validated the mediating role of PBC 

on the relation of intention with self-efficacy and controllability (Table 5.8). 
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Table 5.8:  Test of Mediation- Perceived Behavioral Control 

Step Dependent 
Variables 

Independent 
Variable 

Weight Adjusted 
R sq 

Intention Self-efficacy .232 (2.34) 1 
 Controllability .252 (2.59) 

.205 

PBC Self-efficacy .513 (2.42 ) 2 
 Controllability .549 (2.63 ) 

 

3 Intention PBC .455 (9.10 ) .208 
 

These tests validated proposition 3 which states that “PBC towards adverse 

usage of IS assets is a higher order construct formed by the two dimensions, self-

efficacy towards adverse usage of IS assets and controllability towards adverse usage of 

IS assets”. 

 

5.5.2.2 Test for Control Variables 

Initially, all control variables were included in the model to assess if their 

presence either change the relationship, or if the original relationship disappears or 

remains unchanged. In the first case, both the variables (IV and control) are important 

and need to be considered in the analysis. In the second case the proposed relationship 

is spurious and control variable is treated as the new independent variable (or mediating 

variable between the earlier variables). In the last case, the control variable is not 

important and can be dropped from the model. 

None of the control variables, namely social desirability score, age, gender, year 

using internet and questionnaire format were found to be significantly related to the 
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dependent variable (intention towards adverse usage of IS assets) in the main model 

(Table 5.9). Thus, all control variables were dropped from the main model.  

 

Table 5.9 Test for Control Variables 

 Coefficient Standard 
Error 

T-Stat Significance

Social Des. Score → 
Intention towards IAAU 

 -0.037 0.038 .972 No 

Age  → Intention 
towards IAAU 

 -0.046 0.036 1.265 No 

Gender  → Intention 
towards IAAU 

 0.027 0.037 .726 No 

Years using Internet → 
Intention towards IAAU 

 -0.023 0.024 .927 No 

Quest Format → 
Intention towards IAAU 

 0.021 0.031 .671 No 

 

 

The model was again examined after dropping all the control variables and the 

results as shown in Table 5.10 were obtained. The theorized relation between attitude, 

social influence towards adverse usage of IS assets, perceived behavioral control and 

moral norms in the proposed model was found to be significant. The model was able to 

explain 65.5 % of the variance. 



 

  

***  significant at p<0.01   
**    significant at p<0.05  
*      significant at p<0.1  
 

-0.186*** 

0.064         -0.142* 

P2 

0.153*** 

-0.142** 

-0.168* 

-0.028 -0.055 

0.29*** 

P3 

0.074* 

P1 

Influence Mechanisms 

Intention 
towards 

adverse usage 
of IS assets 

 
( 0.655 )

Social Influence in 
favor of adverse 
usage of IS assets 

Attitude towards 
adverse usage of IS 

assets

PBC towards 
adverse usage of IS 

assets 

Organizational 
Commitment 

Affective Attitude 
towards adverse 
usage of IS assets 

Cognitive Attitude 
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Table 5.10:  Strength of Paths and T-Statistics 

  Dir Coefficient Standard 
Error 

T-Stat Result

H1 Attitude towards IAAU  
→ Intention towards 
IAAU 

+ 0.290 0.054 5.327*** Yes 

H2 Perceived social 
influence towards IAAU  
→ Intention towards 
IAAU 

+ 0.403 0.047 8.458*** Yes 

H3 Perceived behavioral 
control towards → 
Intention towards IAAU 

+ 0.074 0.044 1.642* Yes 

H4 Moral Norms → 
Intention towards IAAU 

- -0.186 0.046 3.741*** Yes 

H5 Organizational 
Commitment → 
intention attitude 
towards IAAU 

- -0.055 
 

0.048 .950 No 

H6 job satisfaction → 
intention towards 
towards IAAU 

- -0.028 0.046 .532 No 

H7 Likelihood of detection 
→ Controllability 
towards IAAU 

- -0.168 0.129 1.293* Yes 

H8 Attitude x likelihood of 
detection → intention 

 0.064 0.079 1.093 No 

H9 Attitude x security 
awareness → intention 

 -0.079 0.064 1.351* Yes 

H10 Policy → Controllability 
towards IAAU 

- -0.142 0.079 1.795** Yes 

H11 Security Competency → 
Self-efficacy towards 
IAAU 

+ 0.153 0.054 2.787*** Yes 

 
*** significant at p<0.01    
** significant at p<0.05  
* significant at p<0.1   
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Hypothesis 1:  The relation between attitude towards IS assets adverse usage 

and intention towards IS assets adverse usage was found to be significant (β=.29, 

t=5.327, p<0.01). It implies that a positive attitude towards the IS assets adverse usage 

will increase an individual’s intention towards the IS assets adverse usage at work. The 

relation between affective attitude and attitude (β=.756, t=10.03, p<0.01) as compared 

to the relation between cognitive attitude and attitude (β =.352, t=4.11, p< 0.01) towards 

IS assets adverse usage signifies that the employees give more importance to feelings as 

compared to the calculative component of attitude. 

Hypothesis 2:  The relation between social influence towards IS assets adverse 

usage and intention towards IS assets adverse usage was found to be significant. It 

implies that the perceived social influence that favors the adverse usage of IS assets 

adverse usage will increase an individual’s intention towards the adverse usage at work. 

The relation between subjective norm and social influence (β =.539, t=51.54, p<0.01) as 

compared to the relation between descriptive norm and social influence (β =.612, 

t=28.73, p<0.01) towards IS assets adverse usage signifies the importance to the actual 

behavior of their colleagues than their expectancy from him / her in terms of adversely 

using IS assets.  

Hypothesis 3: The relation between perceived behavioral control towards IS 

assets adverse usage and intention towards IS assets adverse usage was found to be 

significant (β =0.074, t= 1.642, p<0.1). However, the relation between self-efficacy and 

PBC (β =.532, t= <2.433, p<0.1) and between controllability and PBC (β =.530, t= 

2.425, p<0.01) were found to be similar. 



 

 129

Hypothesis 4:  The relation between moral norm and intention towards IS 

assets adverse usage was found to be significant (β =-0.186, t=3.794, p<0.01). It implies 

that the moral norm against the adverse usage of IS assets will decrease an individual’s 

intention towards the adverse usage at work.  

Hypothesis 5:  The relation between organizational commitment and intention 

towards IS assets adverse usage was not found to be significant (β =-0.055, t=.950).  

Hypothesis 6:   The relation between job satisfaction and intention towards IS 

assets adverse usage was not found to be significant (β =-0.028, t=0.532).  

Hypothesis 7:   The relation between perceived likelihood of detection and 

perceived controllability towards adverse usage of IS assets was found to be significant 

(β =-0.168, t=1.359, p<0.1). It implies that the employees’ who perceive them to be 

detected are less likely to feel themselves having control over the adverse usage of IS 

assets. 

Hypothesis 8: The moderating effect of likelihood of detection on attitude-

intention relation was not found to be significant. However, the result signifies that one 

standard deviation increase in likelihood of detection will increase the impact of attitude 

to intention from 2.88 to 2.94 (=2.88+0.06).  

Hypothesis 9:  The moderating effect of security awareness on attitude-

intention relation  was found to be significant The result signifies that one standard 

deviation increase in security awareness will decrease the impact of attitude to intention 

from 2.88 to 2.80 (=2.88-0.08). Its result as compared to the moderating effect of 
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attitude – intention relation shows the security awareness to be a better preventive 

mechanism as compared to the likelihood of detection 

Hypothesis 10:  The relation between perceived existence of usage policies and 

perceived controllability towards adverse usage of IS assets was found to be significant 

(β =-0.142, t=1.815, p<0.05). It implies that the employees’ who perceive the existence 

of usage policies are less likely to feel themselves having control over the adverse usage 

of IS assets. 

Hypothesis 11: The relation between security competency and perceived self-

efficacy towards adverse usage of IS assets was found to be significant (β =0.153, 

t=2.920, p<0.01). It implies that the employees who perceive themselves to be 

knowledgeable about protecting the systems against security threats are more likely to 

possess self confidence in using IS assets for personal purpose without any fear of 

security threats 

 

5.5.2.3    Role of Security Awareness Levels 

As reflected in Hypothesis 9, the moderating role of security awareness on the 

attitude-intention relation was found to be significant. The role of attitude on the 

intention of individuals having different security awareness was further examined by 

dividing the sample into two parts, 1)low security awareness group and 2) high security 

awareness group. Some of the common methods to divide the sample are based on 

mean and median. However, these methods divide the sample abruptly in two parts 

(High and Low), with borderline cases being very similar to each other. In order to have 
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well defined segregation between high and low, the sample was divided based on mean 

+- 1 standard deviation. The subjects having security awareness level more than mean + 

1 standard deviation were classified as high security aware group and the subjects 

having less than mean - 1 standard deviation were termed as low security aware group. 

The intermediate group was ignored and these two groups were separately analyzed and 

compared with each other.  

The results of the low security awareness group as compared to the high 

security awareness group showed that employees having low security awareness have 

more impact of attitude on the intention as compared to the employees having high 

security awareness.  

 

Table 5.11: Results- Attitude-Security Awareness Relation 

 Dir Coefficient Standard 
Error 

T-Stat Result 

High Security Awareness 
Group 
 

     

Attitude towards IAAU  → 
Intention towards IAAU 
 

+ 0.298 0.051 5.814*** Yes 

Low Security Awareness 
Group 
 

     

Attitude towards IAAU  → 
Intention towards IAAU 

+ 0.372 0.054 6.795*** Yes 
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5.5.3 Competing Models 

To test the predictive capability of the proposed model, we compare the 

following models in terms of R2 adjusted  using (Cohen 1988) formula for calculating 

effect size (f2) (the degree to which the phenomenon is present in the population) (Chin 

1998b): 

f2 = (R2 incl - R2 excl) / (1 - R2 incl) 

  

Table 5.12:  Results- Competing Models 

 Adj. R square  Effect Size 
Proposed Model .647  
Model 1- Without Social Influence .573 .20 Medium 
Model 2- Traditional TPB .521 .35  Medium 
Model 3 – Distal Variable Model  .618 .08 Small 
Model 4a – Single Variable Model- 
Web browsing 

.597 .14 Small 

Model 4b – Single Variable Model- 
use of e-mail 

.627 .06 Small 

 

 

The effect size was found to be between small and medium at the structural 

level (Cohen 1992). These results show that the original model has significantly higher 

predictive capability than the competing models. 
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CHAPTER 6 

DISCUSSIONS 

 

Adverse usage of IS assets cause major economic loss to organizations and 

poses danger to the organizations security. These innocuous looking activities 

performed by employees do not need special competency but have potential to affect 

the security of the organization’s infrastructure and expose organization to external 

threats. Users engage in these activities because of both lack of understanding of the 

consequences and lack of awareness of the security policies and procedures. Although 

technology may up to some extent control and manage the user behavior, studies in 

behavioral science have shown that it is important to understand the underlying aspects 

of human behavior to address these issues in organizational settings. 

This study speaks for an enhanced behavioral model for the adverse usage of IS 

assets and addresses the factors that influence these behaviors.  The presented model 

uses extended higher order conceptualization of the three basic constructs of the theory 

of planned behavior to study the adverse usage of IS assets as a category of behavior 

rather than a single behavior. Among the factors considered are Attitude (Affective, 

Cognitive); Social Influence (Subjective norm, Descriptive norm), Perceived Behavioral 

Control (Self-efficacy, Controllability); Moral Norms; Organizational Commitment; Job 

Satisfaction; and Influence Mechanisms (Likelihood of Detection, Security Awareness).   
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The model explored in this study is a major extension to models of studying 

behavior and is especially applicable to study the security-related deviant behaviors.  

 

6.1 Key Findings and Contributions 

One of the key findings of this study is the support for higher order 

conceptualization of the three basic predictors of the theory of planned behavior.  It is 

an important enhancement to the theory of planned behavior. 

The results shed light on the higher order conceptualization of attitude and 

demonstrate it to be a significant predictor of intention towards adverse usage of IS 

assets. Further, the results reveal the prominence of affective component over the 

cognitive component of the attitude. This suggests that the employees are influenced 

more by their feelings towards the behavior related to adverse usage of IS assets than by 

evaluating the outcome of these behaviors. The results points towards designing 

effective persuasion strategies to change behaviors related to adverse usage of IS assets. 

The importance of affective attitude with cognitive attitude demonstrates that there is a 

need to develop interventions that address both cognition and affect.  

The results supports the significance of social influence in predicting the 

intention towards the adverse usage of IS assets. This finding is particularly important, 

as the past research in TPB has found the relation between the subjective norm and the 

intention to be typically weak across various diverse domains. Conceptualizing social 

influence as a multi-dimensional construct helped to consider the impact of group 

norms on the employees’ behavior. The results also demonstrate the supremacy of 
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descriptive norm over the subjective norm as a component of the social influence in 

predicting adverse usage of IS assets. It also gives strong support to the evidence that 

absence of descriptive norm is perhaps the missing link in the earlier findings about the 

role of social influence in TPB literature. The results reflecting the strength of 

subjective norm and descriptive norm provides evidence that the employees who are 

inclined towards misuse of IS assets perceive their coworkers to be supportive of 

adverse usage of IS assets. This suggests that security awareness campaigns should 

suitably target the belief about normative influence for adverse usage of IS assets as the 

perceived behavior of friends and coworkers have enough weight in influencing an 

individual’s intention towards adverse usage of IS assets. If the perceived peer use is 

less than the actual use, drawing this to the attention by developing proper interventions 

and persuasive messages might help to reduce such behavior. 

Perceived Behavioral Control (PBC) also had an influence on the intention 

towards adverse usage of IS assets. However, this impact was low as compared with the 

impact of attitude and social influence. It suggests that organizations need mechanisms 

other than deterrence related controls to affect the employees intention towards the 

adverse usage of IS assets. Relating self-efficacy as the employees’ perception of their 

ability to safeguard their information systems shows the confidence of employees 

towards their capability to protect their systems from various malwares. The strength of 

self-efficacy in PBC with the weakness of calculative component of attitude raises a red 

flag and points that this (over) confidence makes the employee willing to indulge in 
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such a behavior. It suggests that the employees need to be made aware that technology 

and technological competency is not the perfect strength to make their systems secure.  

Although the relation of policy awareness and likelihood of detection with 

controllability was significant, it was not so strong. It demonstrates that the 

organizations need to look at other measures that can have major impact on the 

intention  compared with these types of perceived controls.  

Moral norm towards adverse usage of IS assets had a significant impact on the 

intention towards adverse usage of IS assets. This suggests that if the individual 

perceive the adverse usage to be unethical, they are not likely to get involved in these 

behaviors. Therefore, training sessions might be used to make employees aware of the 

ethical wrongdoing of such behavior. The interventions that focus on moral norms and 

affective attitude can be successful in reducing such behaviors.. 

A key interesting finding is the impact of likelihood of detection on the relation 

between attitude and intention. It was expected that the likelihood of detection would 

lower an employees’ intention to adversely use the information systems. However, 

contradictory to the common belief, likelihood of detection was found to increase the 

strength of attitude as a cause of intention.  One possible interpretation is that because 

attitude is more controlled by its affective component than by the cognitive component, 

the control in the form of likelihood of detection could be perceived to be some sort of 

mistrust by the management. Earlier studies have also stressed the negative effects of 

monitoring workers (Ariss 2002; George 1996; Grant and Higgins 1991). 
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The impact of security awareness on the attitude – intention relation showed that 

as the employees become more aware of the negative impact of the behavior, their 

intention to adversely use IS assets is likely to decrease. It suggests that awareness 

programs might influence the attitude of the employees towards this behavior. 

Therefore, the organizations need to develop their policies and programs judiciously to 

improve employee awareness of security issues about this behavior. The inadequacy of 

preventive and deterrence controls Cronan and Douglas (2006) propose the use of  

public health approach that suggest the use of proper training and awareness programs 

to combat this undesirable behavior. Case and Young,(2002) also recommend 

developing proper training programs to improve employees’ internet management. 

Further, the impact of attitude was less than the impact of social influence. This 

research found that more than their affective or cognitive response towards the 

behavior, the employees form their intentions based on the perceived influence from 

their coworkers. Thus, organizations should devote more resources to develop programs 

that may affect the perception of social influence compared with that of attitude. 

Because the users learn more from their peers, best approach would be to have effective 

training programs for the workers. These programs will not only help to educate 

employees as a whole, but will also influence the intention through descriptive norm – 

intention relation.    

Contrary to the expectation, the relation of organizational commitment and job 

satisfaction with intention was not significant. One reason is that job satisfaction and 

commitment have been found to be correlated in the OB literature and typically have 
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not been included in the same study (Brooke et al. 1988). Also, there is disagreement 

about the structural relation between job satisfaction and commitment in the literature 

(Farkas and Tetrick 1989; Rayton 2006; Vandenberg and Lance 1992). According to 

earlier studies (Currivan 1999; Vandenberg and Lance 1992), there are four competing 

model of relation between job satisfaction and commitment: a) JS as an antecedent to 

OC, b) OC as an antecedent to JS, c) JS and OC are reciprocally related, and d) no 

causal relation between them. 

Mainly, organizational commitment mediate the link between job satisfaction 

and intention in the literature (Currivan 1999; Mowday et al. 1982) (Balfour 1996; Lum 

et al. 1998). Everton, et al.(2005) also found no relation between job satisfaction and 

personal web usage and suggested to test for relation with organizational commitment. 

Therefore, a post hoc analysis was conducted after removing job satisfaction from the 

model. The results supported the explanation. 

A second reason can be the better explanatory power of the antecedents of 

intention in the research model. This study shows that the higher order 

conceptualizations of predictors of the augmented TPB were significantly able to 

explain the variation and the influence of other variables was not significant. This is in 

contrast to the findings of Breukelen, et al. (2004) who found that these other variables 

were able to explain additional variance in turnover intention after controlling for basic 

variables in TPB. 

To look at this argument, a model composing original predictors of TPB, job 

satisfaction and organizational commitment as the independent variable with intention 
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as dependent variable was tested. The result found support for the significant relation 

between organizational commitment and intention.  It shows that after controlling for 

the three basic predictors of original TPB, other constructs were able to explain 

additional variance in intention towards adverse usage of IS assets. These findings 

further shows the effectiveness of higher order conceptualization of the three predictors 

in the proposed model.  

The next non-supported hypothesis is related to the influence of likelihood of 

detection on the attitude – intention relation. This finding provides additional insight for 

the organizations to assess their mechanisms of prevention of adverse usage of IS 

assets. This finding in conjunction with the effect of security awareness support the idea 

that security awareness is the key variable that has strong role in the phenomenon.  

This study has important implications for the personal psychology research, 

information systems research, information security research, and organization behavior 

literature. Adverse usage of IS assets is a broad behavioral character that is often 

assessed as a single act. (For example, use of e-mail for personal purpose). According to 

Beck and Ajzen (1991), “Such lack of compatibility between measures of disposition 

and behavior tends to produce observed inconsistencies”. This study tries to address this 

difficulty by addressing the adverse usage as a category of behavior instead of a single 

behavior.  

In terms of the significance to the personal psychology literature, it provides 

additional evidence for the better conceptualization of various constructs in the theory 

of planned behavior to provide satisfactory explanation for explaining intention towards 
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a behavior. In addition, the importance of moral norms further shows the need to 

include it in the research model, especially if the concerned behavior involves ethical 

decisions. The results partly suggest that attitude, subjective norm and the perceived 

behavioral control are not the only proximal constructs that influence the intention 

towards the behavior. It goes against such a conceptualization as proposed by Fishbein 

and demonstrate the applicability of  attitude – behavior model (Eagly and Chaiken 

1993). The results show the need to expand TPB by including moral norm to deal with 

behaviors concerning ethical issues. 

This study also provides strong evidence of the influence of descriptive norm on 

the intention towards a behavior. This finding is very important because the subjective 

norm-intention link is often found to be weak in the original TPB model and has been 

overlooked in IS research.  

This research contributes to the IS security literature by incorporating several 

individual variables into the relation with adverse usage of IS assets. It borrows from 

the research in various disciplines to understand a phenomenon that is highly significant 

to the research on information security and adverse use of IS assets. It examines the 

relevance and strength of variables from organization behavior literature (namely, 

organizational commitment); psychology literature (namely., moral norms) and the 

deterrence mechanisms (monitoring v/s education) to predict the employee’s intention 

towards adverse usage of IS assets. By making the employees aware and strengthening 

their commitment towards the organizations, these users can themselves be encouraged 

to guard against the effects of such behaviors. 
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It empirically contributes to the literature by being the first study in information 

systems that systematically conceptualize and measure the constructs in TPB together 

as higher order construct. It also systematically focuses on a category of behavior 

instead of a single behavior to achieve a better understanding of the phenomenon.  To 

the best of our knowledge, even the application of theory of planned behavior in IS 

research and other disciplines is mainly related to a single behavior instead of category 

of behaviors. A study that conceptualize, operationalize and measure a category of 

behavior have not been empirically examined and is worthwhile looking at. The 

controls related to social desirability and questionnaire format added rigor to the 

methodology adopted in the study and increased confidence in the results of the study. 

It methodologically improves on earlier studies that have ignored their influence in the 

past.  

This research is also deemed to be relevant to practitioners. As these behaviors 

become more prevalent in the organizations, managers need to examine and develop 

various means to limit these behaviors. The results demonstrate that security awareness 

is one of the key factors that might play an important role in reducing such behaviors. 

The application of this model suggests the need for a fundamental change in 

management philosophy about the influence mechanisms to control such behaviors. It 

suggest that more than the deterrence and punitive control, it is the voluntary control 

brought by creating awareness among the employees that can help to deal with issues 

related to computer related deviant activities and information security in organizations. 
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These results can help the management to develop proper mechanisms to lessen such 

activities. 

 

6.2 Limitations and Suggestions for Future Work 

One of the limitations of this study is that it did not measure the actual behavior 

and used intention as a proxy to measure behavior. Because the relation between 

intention and behavior in TPB framework has been widely supported in various studies, 

.it can be safely assumed that intention predicts behavior. Also, there are practical and 

ethical concerns associated with the study of actual behavior related to adverse usage of 

IS assets.  

Next, the use of students from a single college/ state university might include 

some bias in the results of the study. Another study can target different colleges and 

universities to mitigate the bias because of subjects from the same cultural background. 

Such a diverse sample might help to validate and generalize the findings of this study. 

In the future, studies can examine the antecedents of various predicting 

variables to gain better insights into the phenomena. Examining the antecedents of 

affective and cognitive feelings can help to determine how to change and manipulate 

the attitudes. 

Next, inclusion of personality of the subjects could find useful results to develop 

proper training programs for educating the employees. The research on assessing the 

motivation for the employees to adhere to the policies and developing apt policies that 
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combine both the deterrence and the public health perspective is another area that is 

promising for future studies 

This phenomenon can be extended by including more members of the same 

category of behaviors (For example, Instant messenger along with e-mail and web 

browsing), or by studying a different family of behaviors (For example, adverse usage 

of IS assets, benefiting organizations). The research model developed in this study can 

also be used in IS adoption studies, where users have a choice among the category of 

information systems. 

 

6.3 Conclusions 

The analysis of data from the study suggests some interesting and useful results. 

The higher-order constructs related to the intention towards abuse of IS assets tested in 

the research model supported the following conclusions: 

• Attitude as a higher-order construct consists of affective and cognitive 
dimensions 

• Social Influence as a higher-order construct is formed by Subjective Norm and 
Descriptive Norm 

• The two dimensions, Self-efficacy and Controllability, form PBC as a higher-
order construct. 

 
 

The results supported the following factors positively influences intention 

towards adverse usage of IS assets: 

• User’s Attitude has significant influence on the intention towards adverse usage 
of IS assets 

• Perceived Social Influence in the user’s environment has  significant influence 
on the intention towards adverse usage of IS assets 



 

 144

• Perceived Behavioral Control in the user’s environment has significant but weak 
effect on the intention towards adverse usage of IS assets 

• User’s Moral Norm has significant influence on the intention towards adverse 
usage of IS assets 

• Attitude combined with Security Awareness has significant influence on the 
intention towards adverse usage of IS assets 

• Organizational policy has significant influence on the controllability of the user 
behavior 

• User’s Security Competence has significant impact on the self-efficacy of the 
user behavior 
 

The model also shows the following factors had no significant influence on the 

intention towards adverse usage of IS assets: 

• Organizational commitment of the user has no influence on the intention 
towards adverse usage of IS assets 

• Job satisfaction of the user has no influence on the intention towards adverse 
usage of IS assets 

• User’s Age has no significant impact on the intention towards adverse usage of 
IS assets. 

• User’s Gender has no significant impact on the intention towards adverse usage 
of IS assets. 

•  User’s years of web usage and e-mail usage has no significant impact on the 
intention towards adverse usage of IS assets. 

 
 

These results are significant from the point of IS research and practice. From the 

research perspective, we confirmed the higher order conceptualization of the three 

primal constructs of theory of planned behavior models as well as a model that included 

behavioral category rather than a single behavior. The study also indicated those factors 

that have significant influence and deserve further study in using such a model in the 

context of Information Security. The control for social desirability bias and 
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questionnaire format adds the methodological rigor and strengthens the confidences in 

the results of the study.  

From the perspective of IS practice, we presented those factors that managers 

and decision makers faced with IS security should pay attention to and those that will 

have little effect on the ultimate behavior of the employee. This allows the organization 

to decide on investing in those areas that will have most impact on their security. One 

important conclusion from the study is that Organizational Controls have less of an 

impact in affecting user behavior related to adverse usage as compared to Security 

Awareness, Social Influence, Moral Norm and Policies. In the presence of rising 

expenses in security technology, the results presented here indicate that organizations 

should adequately invest in education, training and awareness programs to enhance their 

security. 

It is true that every research has some limitations. However, the importance of 

the behavior related to adverse usage of IS assets and the way it has been 

conceptualized and addressed in this study makes its findings important as compared to 

the limitations. Together, these strengths and weakness suggest that present study 

provides a useful stepping-stone for the future behavioral research on IS security.  
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APPENDIX A 
 
 

SAMPLE QUESTIONNAIRE 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Note: The font size of the sample questionnaire has been scaled down to fit the paper 
margin requirement of the dissertation. Actual questionnaire had the same layout but 
with big font
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The University of Texas at Arlington 
Research Study Questionnaire 

 
Use of Information Systems Assets for personal purpose at work 

 
 
 
You are invited to participate in a research study on the personal use of E-mail and Web Browsing at 
work  
 

• Use of E-mail refers to sending and receiving E-mails for personal purposes at work.  
 
• Web Browsing refers to browsing any internet site(s) for personal purposes at work.  

 
 
The questions on survey request your opinions or feelings regarding these activities.  
 
Your participation in this study is voluntary. 
Your entry is anonymous and no individual respondent will be identified.  
Your responses will not be revealed to anyone. 
Only summary data will be released as research result 
 
Results can be downloaded from the web site of Dr. Raja (http://www2.uta.edu/raja/) when the study is 
complete.  
 
 
Most questions are specified on a scale of 1 to 7. Please choose a number that most closely reflects 
or describes your opinion or feeling on that particular question. 
 
 
Opinions such as yours are valuable in furthering our understanding about the use of computer and 
information technologies at work. You must be above 18yrs of age and have access to the Internet at 
work in order to participate in the survey. 
 
Please contact us in case you have any question. If you have any question regarding human subjects 
research, please contact the Office of Research Compliance at 817-272-1235 
 
 
Thank you for your participation in this survey. 
 
 
Dr. M. K. Raja       Aakash Taneja 
raja@uta.edu       aakash@uta.edu 
817-272-3540 817-272-3707 
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Section 1: E-Mail 
Strongly  

Disagree    Strongly  
Agree 

• I may use e-mail for personal purposes at work in the future 1 2 3 4 5 6 7 

• If I had the opportunity, I would use e-mail for personal purposes at work 1 2 3 4 5 6 7 

• I would never use e-mail for personal purposes at work 1 2 3 4 5 6 7 

• I think my friends use e-mail for personal purposes at work 1 2 3 4 5 6 7 

• I think my coworkers use e-mail for personal purposes at work 1 2 3 4 5 6 7 

• My friends think that it is OK to use e-mail  for personal purposes  at work 1 2 3 4 5 6 7 

• My coworkers think that it is OK to use e-mail  for personal purposes  at work 1 2 3 4 5 6 7 

• I have the ability to use e-mail for personal purposes at work 1 2 3 4 5 6 7 

• I am capable of using e-mail for personal purposes at work 1 2 3 4 5 6 7 

• If I want to, I can use e-mail for personal purposes at work 1 2 3 4 5 6 7 

• Using e-mail for personal purposes at work is entirely up to me 1 2 3 4 5 6 7 

• I do not have personal control over using e-mail for personal purposes at work 1 2 3 4 5 6 7 

• I would not feel guilty if I use e-mail for personal purposes at work 1 2 3 4 5 6 7 

• Using e-mail for personal purposes at work goes against my principles 1 2 3 4 5 6 7 

• It would be morally wrong for me to use e-mail for personal purposes at work 1 2 3 4 5 6 7 

• It is not easy to detect me if I use e-mail for personal purposes at work 1 2 3 4 5 6 7 

• Using e-mail for personal purposes at work may introduce virus in my computer 1 2 3 4 5 6 7 

• Using e-mail for personal purposes at work may introduce spyware in my computer 1 2 3 4 5 6 7 

• Using e-mail for personal purposes at work may affect the security of my computer 1 2 3 4 5 6 7 

• If I use e-mail for personal purposes at work, I would probably be detected 1 2 3 4 5 6 7 

• To me, using e-mail  for personal purposes  at work is   (answer all): 

1. Good………....:        : Bad 

2. Desirable.........:        : Undesirable 

3. Enjoyable…....:        : Un-enjoyable 

4. Boring…….…:        : Interesting 

5. Useful…….…:        : Useless 

6. Beneficial…...:        : Harmful 

7. Foolish………:        : Wise 

8. Very Difficult..:        : Very Easy 
 

Likely     Unlikely 

• My friends would approve my using e-mail  for personal purposes  at work..................... 1 2 3 4 5 6 7 

• My coworkers would approve my using e-mail for personal purposes at work 1 2 3 4 5 6 7 

• My friends would look down on me if I use e-mail for personal purposes at work……..... 1 2 3 4 5 6 7 

• My coworkers would look down on me if I use e-mail for personal purposes at work…... 1 2 3 4 5 6 7 

• If I use e-mail  for personal purposes at work, there is a chance  that I would get detected  1 2 3 4 5 6 7 
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Section 2: Web Browsing 
 

Strongly  
Disagree    Strongly 

Agree 

• I may browse web for personal purposes at work in the future 1 2 3 4 5 6 7 

• If I had the opportunity, I would browse web for personal purposes at work 1 2 3 4 5 6 7 

• I would never browse web for personal purposes at work 1 2 3 4 5 6 7 

• I think my friends browse web for personal purposes at work 1 2 3 4 5 6 7 

• I think my coworkers browse web for personal purposes at work 1 2 3 4 5 6 7 

• My friends think that it is OK to browse web  for personal purposes  at work 1 2 3 4 5 6 7 

• My coworkers think that it is OK to browse web  for personal purposes  at work 1 2 3 4 5 6 7 

• I have the ability to browse web for personal purposes at work 1 2 3 4 5 6 7 

• I am capable of browsing web for personal purposes at work 1 2 3 4 5 6 7 

• If I want to, I can browse web for personal purposes at work 1 2 3 4 5 6 7 

• Browsing web for personal purposes at work is entirely up to me 1 2 3 4 5 6 7 

• I do not have personal control over browsing web for personal purposes at work 1 2 3 4 5 6 7 

• I would not feel guilty if I browse web for personal purposes at work 1 2 3 4 5 6 7 

• Browsing web for personal purposes at work goes against my principles 1 2 3 4 5 6 7 

• It would be morally wrong for me to browse web for personal purposes at work 1 2 3 4 5 6 7 

• It is not easy to detect me if I browse web for personal purposes at work 1 2 3 4 5 6 7 

• Browsing web for personal purposes at work may introduce virus in my computer 1 2 3 4 5 6 7 

• Browsing web for personal purposes at work may introduce spyware in my computer 1 2 3 4 5 6 7 

• Browsing web for personal purposes at work may affect the security of my computer 1 2 3 4 5 6 7 

• If I browse web for personal purposes at work, I would probably be detected 1 2 3 4 5 6 7 

• To me, browsing web  for personal purposes  at work is   (answer all): 

9. Good………....:        : Bad 

10. Desirable.........:        : Undesirable 

11. Enjoyable…....:        : Un-enjoyable 

12. Boring…….…:        : Interesting 

13. Useful…….…:        : Useless 

14. Beneficial…...:        : Harmful 

15. Foolish………:        : Wise 

16. Very Difficult..:        : Very Easy 
 

Likely    Unlikely 

• My friends would approve my browsing web  for personal purposes  at work........ 1 2 3 4 5 6 7 

• My coworkers would approve my browsing web for personal purposes at work 1 2 3 4 5 6 7 

• My friends would look down on me if I browse web for personal purposes at work 1 2 3 4 5 6 7 

• My coworkers would look down on me if I browse web for personal purposes at work 1 2 3 4 5 6 7 

• If I browse web  for personal purposes at work, there is a chance  that I would get detected  1 2 3 4 5 6 7 
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SECTION 3: JOB 
 

• I feel fairly satisfied with my job 0 1 2 3 4 5 6 7 

• I am satisfied with my job for the time being 0 1 2 3 4 5 6 7 

• I am often bored with my job 0 1 2 3 4 5 6 7 

• Most days I am enthusiastic about my work 0 1 2 3 4 5 6 7 

• I find real enjoyment in my work 0 1 2 3 4 5 6 7 

• I would be very happy to spend the rest of my career with this organization 0 1 2 3 4 5 6 7 

• I really feel as if this organization’s problems are my own 0 1 2 3 4 5 6 7 

• I do not feel like “part of the family” at my organization. 0 1 2 3 4 5 6 7 

• I feel emotionally attached to this organization 0 1 2 3 4 5 6 7 

• I do not feel a strong sense of belonging to my organization 0 1 2 3 4 5 6 7 
 
 

 

SECTION 4: TELL US ABOUT YOURSELF :                                       Not very                                     Expert   
                                                                                                                               Comfortable   
• How knowledgeable are you about protecting yourself against computer viruses? 1 2 3 4 5 6 7 

• How knowledgeable are you about protecting yourself against spywares?............. 1 2 3 4 5 6 7 

• How knowledgeable are you about protecting yourself against spams?.................. 1 2 3 4 5 6 7 
 
 
Which of these methods best describe the information / tutoring you have received regarding computer security ? 

Not at  all     Thorou
gh 

• Learned from friends, acquaintances or co-workers…………………… 1 2 3 4 5 6 7 

• Learned from personal experience……………………………………… 1 2 3 4 5 6 7 

• Heard or read in the media……………………………………………… 1 2 3 4 5 6 7 

• Received formal computer training……………………………………... 1 2 3 4 5 6 7 

 

• Does your organization have a formal policy about use of e-mail at work?            Yes       No        Not sure   

• Does your organization have a formal policy about browsing web at work?       Yes       No        Not sure   

• How many years have you been using Internet:      <3        3-5        6-9        >9    

• Does your company restrict access to the web?         No restriction      Some sites      Restricts most of  sites 

Never Seldom  Very Often 
• How often do you use e-mail for personal purpose at work……… 0 1 2 3 4 5 6 7 

• How often do you browse web for personal purpose at work….... 0 1 2 3 4 5 6 7 

 

• If asked for a choice, which one would you prefer to use for personal purpose at work?  

None Only E-mail More of E-mail Both Equal More of Web Browsing Only Web Browsing 
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Describe yourself as you generally are now, not as you wish to be in the future. Describe yourself as you honestly see 
yourself, in relation to other people you know of the same sex as you are, and roughly your same age.  
Please read each statement carefully and circle the number that best describes you. 
 

Very Inaccurate  Very Accurate 

• Am always prepared……………………………………. 1 2 3 4 5 

• Leave my belongings around…………………………… 1 2 3 4 5 

• Pay attention to details………………………………….. 1 2 3 4 5 

• Make a mess of things………………………………….. 1 2 3 4 5 

• Get chores done right away…………………………….. 1 2 3 4 5 

• Often forget to put things back in their proper place…… 1 2 3 4 5 

• Like order………………………………………………. 1 2 3 4 5 

• Shirk my duties…………………………………………. 1 2 3 4 5 

• Follow a schedule………………………………………. 1 2 3 4 5 

• Am exacting in my work……………………………….. 1 2 3 4 5 

Please read each statement carefully and circle the choice that best describes you. 
• I like to gossip all times……………………………………………………………... True False 

• There have been occasions when I took advantage of someone…………………….. True False 

• I am always willing to admit it when I make mistakes……………………………… True False 

• I always try to practice what I preach……………………………………………….. True False 

• I sometimes try to get even rather that forgive and forget………………………… True False 

• At times I have really insisted on having things my own way……………………… True False 

• There have been occasions when I felt like smashing things……………………….. True False 

• I never resent being asked to return a favor…………………………………………. True False 

• I have never been irked when people expressed ideas very different from my own... True False 

• I have never deliberately said something that hurt someone’s feelings…………….. True False 

   
Work Status  

 Full Time      Part Time 
 Currently not employed          
 Never employed 
  Self employed   

Type:   
 Permanent      Contractor        

 

Years of work experience:       . 

Position       
 Executive                       Administrative / Clerical      
 Middle Management      Technical        
 Supervisory                    Others: _____(pl. specify) 

Current Education  Level 
 Freshman         Sophomore          Junior    

  Senior             Graduate Student      

Age  
 18-25        25-35 
35-45        Over 45 

Sex       
      Male    
      Female 

Marital Status 
   Single           Married       
   Divorced  

Which of the following describes your organization’s primary business at your location? (select one) 
o Consultant/Professional Service 
o Educational 
o Financial 
o Hospitality 
o Information Technology 

o Legal 
o Manufacturing 
o Media/Marketing/Advertisement 
o Medical 
o Retail/Wholesale 

o Service Provider 
o Telecommunications 
o Transportation  
o Utility 
o Others______ 

 
 

THANK YOU FOR YOUR TIME & INPUT 
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APPENDIX B 
 
 

LOADINGS AND CROSS LOADINGS OF SCALE ITEMS 
 



EInt EATA EATC ESN EDN EPCS EPCC EMN ESA ELD
EInt1 0.89 0.40 0.33 0.45 0.58 0.37 0.40 -0.48 -0.17 0.05
EInt2 0.90 0.54 0.49 0.50 0.65 0.35 0.33 -0.50 -0.22 -0.02
EInt3 0.79 0.43 0.40 0.41 0.51 0.31 0.29 -0.50 -0.16 -0.12
EATA1 0.52 0.82 0.54 0.33 0.37 0.27 0.24 -0.39 -0.10 -0.06
EATA2 0.49 0.90 0.48 0.33 0.39 0.26 0.20 -0.31 -0.10 -0.05
EATA3 0.33 0.80 0.34 0.22 0.23 0.16 0.07 -0.22 -0.03 0.00
EATC1 0.38 0.44 0.89 0.33 0.27 0.26 0.25 -0.25 -0.13 -0.04
EATC2 0.43 0.48 0.91 0.38 0.32 0.31 0.30 -0.29 -0.24 -0.02
EATC3 0.42 0.48 0.77 0.28 0.32 0.28 0.27 -0.33 -0.15 0.12
ESNF1 0.45 0.36 0.31 0.78 0.44 0.35 0.27 -0.39 -0.15 -0.03
ESNC1 0.50 0.36 0.32 0.82 0.51 0.39 0.34 -0.50 -0.23 -0.02
ESNF2 0.41 0.27 0.35 0.85 0.33 0.33 0.26 -0.33 -0.15 0.04
ESNC2 0.42 0.20 0.29 0.86 0.33 0.32 0.27 -0.40 -0.20 -0.01
EDNF1 0.59 0.32 0.25 0.37 0.87 0.47 0.37 -0.42 -0.09 -0.06
EDNC1 0.58 0.33 0.30 0.36 0.84 0.52 0.40 -0.37 -0.06 -0.09
EDNF2 0.61 0.40 0.33 0.46 0.90 0.40 0.37 -0.44 -0.14 -0.06
EDNC2 0.57 0.33 0.34 0.46 0.86 0.39 0.33 -0.50 -0.09 -0.06
EPCS1 0.39 0.21 0.25 0.36 0.46 0.92 0.79 -0.40 -0.12 0.02
EPCS2 0.35 0.19 0.27 0.34 0.48 0.90 0.73 -0.31 -0.08 -0.01
EPCS3 0.27 0.32 0.33 0.36 0.36 0.72 0.43 -0.28 -0.10 0.07
EPCC1 0.38 0.21 0.31 0.30 0.42 0.81 0.93 -0.36 -0.13 0.04
EPCC2 0.36 0.17 0.28 0.33 0.38 0.64 0.93 -0.39 -0.14 0.09
EPCC3 0.16 0.09 0.24 0.23 0.19 0.42 0.42 -0.23 -0.22 0.04
EMN1 -0.60 -0.41 -0.42 -0.52 -0.53 -0.36 -0.35 0.57 0.16 0.13
EMN2 -0.59 -0.39 -0.34 -0.45 -0.48 -0.34 -0.34 0.93 0.21 0.14
EMN3 -0.48 -0.29 -0.29 -0.44 -0.44 -0.39 -0.41 0.93 0.31 0.04
ESA1 -0.19 -0.08 -0.17 -0.19 -0.10 -0.11 -0.15 0.26 0.94 -0.28
ESA2 -0.20 -0.08 -0.20 -0.17 -0.11 -0.09 -0.12 0.24 0.94 -0.21
ESA3 -0.22 -0.11 -0.21 -0.26 -0.11 -0.14 -0.14 0.29 0.95 -0.26
ELD1 0.05 0.05 0.06 0.01 -0.03 -0.02 0.08 0.15 -0.11 0.73
ELD2 -0.01 -0.04 -0.02 0.01 -0.06 0.02 0.03 -0.04 -0.31 0.80
ELD3 -0.09 -0.10 0.00 -0.02 -0.09 0.06 0.08 0.13 -0.21 0.87
EATO 0.53 0.62 0.59 0.41 0.41 0.32 0.32 -0.49 -0.22 -0.03
WInt1 0.34 0.34 0.22 0.28 0.27 0.28 0.27 -0.29 -0.06 0.06
WInt2 0.38 0.32 0.24 0.30 0.31 0.21 0.24 -0.25 -0.08 0.08
WInt3 0.31 0.30 0.18 0.25 0.32 0.22 0.18 -0.33 -0.01 -0.07
WATC1 0.21 0.27 0.46 0.20 0.18 0.19 0.17 -0.14 -0.11 0.06
WATC2 0.24 0.34 0.50 0.24 0.16 0.16 0.09 -0.18 -0.17 0.05
WATC3 0.26 0.28 0.41 0.19 0.24 0.12 0.16 -0.29 -0.15 0.05
WATA1 0.25 0.47 0.28 0.21 0.21 0.22 0.20 -0.26 -0.15 0.08
WATA2 0.29 0.48 0.24 0.24 0.24 0.22 0.17 -0.23 -0.04 0.00
WATA3 0.34 0.47 0.24 0.26 0.26 0.22 0.16 -0.26 -0.03 -0.02
WSNF1 0.24 0.22 0.26 0.45 0.24 0.16 0.13 -0.27 -0.08 -0.04
WSNC1 0.26 0.22 0.22 0.42 0.26 0.17 0.11 -0.31 -0.14 -0.05
WSNF2 0.26 0.17 0.20 0.47 0.20 0.17 0.12 -0.18 -0.09 -0.04
WSNC2 0.24 0.14 0.23 0.38 0.18 0.14 0.11 -0.27 -0.16 -0.10
WDNF1 0.31 0.29 0.16 0.25 0.38 0.30 0.20 -0.17 0.07 -0.05
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EInt EATA EATC ESN EDN EPCS EPCC EMN ESA ELD
WDNC1 0.32 0.28 0.18 0.24 0.42 0.35 0.18 -0.18 0.07 -0.03
WDNF2 0.29 0.25 0.18 0.35 0.34 0.26 0.20 -0.18 0.02 -0.04
WDNC2 0.29 0.25 0.21 0.34 0.37 0.27 0.17 -0.23 -0.01 -0.04
WPCS1 0.23 0.17 0.14 0.24 0.29 0.64 0.52 -0.29 -0.04 -0.06
WPCS2 0.22 0.13 0.18 0.24 0.32 0.62 0.49 -0.24 0.00 -0.04
WPCS3 0.19 0.19 0.18 0.31 0.27 0.57 0.39 -0.22 -0.05 -0.04
WPCC1 0.21 0.13 0.17 0.27 0.20 0.54 0.59 -0.26 -0.03 0.00
WPCC2 0.20 0.18 0.18 0.24 0.18 0.46 0.57 -0.25 -0.02 0.00
WPCC3 0.02 0.14 0.14 0.06 0.08 0.27 0.25 -0.15 -0.04 -0.02
WMN1 -0.24 -0.19 -0.11 -0.37 -0.25 -0.21 -0.16 0.30 0.13 0.05
WMN2 -0.39 -0.25 -0.22 -0.39 -0.30 -0.31 -0.28 0.55 0.20 -0.04
WMN3 -0.33 -0.26 -0.26 -0.40 -0.30 -0.28 -0.26 0.61 0.22 0.04
WSA1 -0.08 -0.02 -0.03 -0.09 0.02 0.09 0.00 0.11 0.63 -0.20
WSA2 -0.07 -0.03 -0.05 -0.07 0.02 0.13 0.05 0.07 0.57 -0.16
WSA3 -0.09 -0.01 -0.08 -0.12 -0.02 0.04 -0.04 0.10 0.61 -0.22
WLD1 -0.02 -0.01 -0.05 -0.04 -0.05 0.00 -0.01 0.07 -0.05 0.41
WLD2 -0.15 -0.14 -0.19 -0.02 -0.17 -0.12 -0.08 0.10 -0.16 0.56
WLD3 -0.20 -0.19 -0.21 -0.12 -0.25 -0.16 -0.16 0.15 -0.09 0.64
WATO 0.32 0.41 0.35 0.29 0.27 0.18 0.20 -0.39 -0.15 -0.06
JS1 0.00 0.05 0.11 0.08 0.01 0.24 0.18 -0.12 -0.10 -0.01
JS2 0.05 0.02 0.12 0.13 0.08 0.22 0.20 -0.13 -0.08 -0.07
JS3 -0.05 -0.01 0.03 0.01 -0.01 0.16 0.11 -0.09 -0.01 -0.13
JS4 -0.02 0.04 0.07 -0.01 0.03 0.12 0.13 -0.05 -0.01 -0.07
JS5 -0.01 0.06 0.10 0.03 0.02 0.13 0.12 -0.04 -0.07 -0.11
OCA1 -0.02 -0.05 0.03 0.01 0.02 0.15 0.14 0.02 -0.03 -0.07
OCA2 -0.01 -0.04 0.03 -0.02 0.01 0.07 0.07 -0.03 -0.04 -0.12
OCA3 0.04 0.04 0.13 0.14 0.01 0.15 0.12 -0.11 -0.04 0.01
OCA4 0.01 -0.02 0.03 -0.03 0.03 0.14 0.11 0.00 -0.05 0.03
OCA5 -0.02 -0.02 0.07 0.07 -0.06 0.10 0.11 -0.03 -0.06 -0.01
OCE1 0.02 0.05 0.07 0.05 0.02 0.19 0.16 -0.04 -0.07 0.03
OCE2 -0.07 -0.03 -0.02 -0.05 -0.04 0.07 0.11 -0.01 -0.01 -0.08
OCE3 -0.02 0.01 0.01 0.04 0.02 0.10 0.13 -0.06 -0.06 0.07
OCmp1 -0.02 0.06 0.11 0.00 0.04 0.18 0.07 -0.06 -0.02 -0.09
OCmp2 0.00 0.05 0.08 -0.02 0.04 0.15 0.03 -0.02 0.03 -0.04
OCmp3 0.00 0.05 0.09 -0.02 0.01 0.10 0.02 -0.04 0.06 -0.10
OCmp4 0.01 0.07 0.08 0.01 0.01 0.11 0.03 -0.05 0.02 -0.15
Consc1 0.05 0.01 0.05 0.04 0.13 0.10 0.05 -0.03 -0.02 0.04
Consc2 0.09 -0.03 0.07 0.07 0.10 0.01 0.04 -0.11 -0.09 -0.02
Consc3 0.06 0.08 0.10 0.10 0.10 0.08 0.07 -0.09 -0.12 0.04
Consc4 0.03 -0.07 0.00 0.15 0.09 0.09 0.06 -0.07 -0.08 0.05
Consc5 0.05 -0.03 0.05 0.07 0.03 0.02 0.05 -0.01 0.01 -0.04
Consc6 0.03 -0.04 0.05 0.04 0.07 0.05 0.07 -0.01 -0.09 0.07
Consc7 0.05 -0.02 0.09 0.13 0.12 0.14 0.05 -0.09 -0.10 -0.02
Consc8 0.10 0.03 0.08 0.19 0.15 0.23 0.17 -0.17 -0.13 -0.04
Consc9 0.09 -0.05 0.03 0.11 0.16 0.07 0.07 -0.12 0.03 -0.07
Consc10 0.15 0.04 0.05 0.22 0.21 0.15 0.02 -0.09 0.07 -0.04
EInt 1.00 0.53 0.48 0.53 0.68 0.40 0.40 -0.58 -0.21 -0.03
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EInt EATA EATC ESN EDN EPCS EPCC EMN ESA ELD
WInt 0.40 0.37 0.25 0.32 0.35 0.28 0.27 -0.33 -0.06 0.03
EATA 0.53 1.00 0.54 0.35 0.40 0.28 0.20 -0.37 -0.09 -0.04
WATA 0.34 0.55 0.30 0.28 0.27 0.26 0.20 -0.29 -0.08 0.02
EATC 0.47 0.54 1.00 0.39 0.35 0.33 0.32 -0.33 -0.20 0.02
WATC 0.27 0.35 0.53 0.25 0.22 0.18 0.16 -0.23 -0.17 0.06
ESN 0.53 0.36 0.38 1.00 0.48 0.42 0.35 -0.48 -0.22 0.00
WSN 0.31 0.23 0.28 0.53 0.27 0.20 0.14 -0.32 -0.14 -0.07
EDN 0.68 0.39 0.35 0.47 1.00 0.51 0.42 -0.50 -0.11 -0.08
WDN 0.34 0.30 0.21 0.33 0.42 0.33 0.21 -0.21 0.04 -0.04
EPCS 0.40 0.28 0.33 0.41 0.51 1.00 0.78 -0.39 -0.12 0.03
WPCS 0.24 0.18 0.19 0.30 0.33 0.69 0.53 -0.29 -0.04 -0.05
EPCC 0.40 0.20 0.32 0.34 0.43 0.78 1.00 -0.40 -0.15 0.07
WPCC 0.22 0.17 0.18 0.28 0.21 0.54 0.62 -0.27 -0.03 0.00
EMN -0.58 -0.37 -0.33 -0.48 -0.49 -0.39 -0.40 1.00 0.28 0.10
WMN -0.38 -0.27 -0.26 -0.42 -0.32 -0.31 -0.28 0.61 0.22 0.00
ESA -0.21 -0.09 -0.20 -0.22 -0.11 -0.12 -0.15 0.28 1.00 -0.27
WSA -0.08 -0.02 -0.05 -0.10 0.01 0.09 0.01 0.10 0.63 -0.20
ELD -0.03 -0.04 0.02 0.00 -0.08 0.03 0.08 0.10 -0.26 1.00
WLD -0.16 -0.14 -0.19 -0.07 -0.20 -0.12 -0.11 0.14 -0.13 0.67
DATA 0.49 0.88 0.47 0.36 0.38 0.30 0.23 -0.37 -0.10 -0.01
DATC 0.43 0.51 0.88 0.36 0.33 0.29 0.27 -0.32 -0.21 0.05
DSN 0.48 0.34 0.38 0.87 0.43 0.35 0.28 -0.46 -0.21 -0.04
DDN 0.60 0.41 0.33 0.48 0.84 0.50 0.38 -0.42 -0.04 -0.07
DPCS 0.35 0.25 0.28 0.39 0.46 0.92 0.71 -0.37 -0.08 -0.01
DPCC 0.35 0.21 0.28 0.34 0.35 0.73 0.90 -0.38 -0.10 0.04
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EInt1
EInt2
EInt3
EATA1
EATA2
EATA3
EATC1
EATC2
EATC3
ESNF1
ESNC1
ESNF2
ESNC2
EDNF1
EDNC1
EDNF2
EDNC2
EPCS1
EPCS2
EPCS3
EPCC1
EPCC2
EPCC3
EMN1
EMN2
EMN3
ESA1
ESA2
ESA3
ELD1
ELD2
ELD3
EATO
WInt1
WInt2
WInt3
WATC1
WATC2
WATC3
WATA1
WATA2
WATA3
WSNF1
WSNC1
WSNF2
WSNC2
WDNF1

WInt WATC WATA WSN WDN WPCS WPCC WMN WSA
0.37 0.18 0.28 0.22 0.27 0.21 0.22 -0.34 -0.06
0.39 0.30 0.36 0.31 0.34 0.20 0.17 -0.34 -0.08
0.26 0.22 0.24 0.26 0.27 0.22 0.18 -0.30 -0.08
0.32 0.35 0.44 0.22 0.23 0.18 0.19 -0.28 -0.01
0.35 0.28 0.51 0.21 0.30 0.17 0.17 -0.27 -0.03
0.25 0.25 0.44 0.15 0.23 0.11 0.07 -0.12 -0.01
0.18 0.45 0.22 0.23 0.17 0.16 0.13 -0.19 0.00
0.25 0.50 0.27 0.27 0.20 0.16 0.16 -0.24 -0.07
0.21 0.43 0.26 0.22 0.16 0.17 0.18 -0.24 -0.08
0.22 0.16 0.21 0.38 0.21 0.20 0.13 -0.32 -0.03
0.28 0.16 0.23 0.40 0.23 0.24 0.18 -0.37 -0.09
0.30 0.26 0.25 0.50 0.33 0.28 0.27 -0.34 -0.06
0.26 0.21 0.22 0.46 0.26 0.25 0.29 -0.37 -0.14
0.29 0.16 0.22 0.22 0.36 0.34 0.18 -0.25 0.07
0.29 0.20 0.22 0.22 0.38 0.34 0.18 -0.29 0.03
0.32 0.20 0.28 0.26 0.39 0.23 0.18 -0.27 -0.05
0.31 0.19 0.22 0.23 0.36 0.27 0.18 -0.30 0.01
0.28 0.16 0.23 0.14 0.29 0.62 0.54 -0.33 0.05
0.28 0.14 0.23 0.18 0.33 0.61 0.45 -0.28 0.09
0.13 0.16 0.20 0.20 0.23 0.53 0.38 -0.17 0.08
0.26 0.18 0.21 0.14 0.23 0.52 0.55 -0.26 0.03
0.24 0.12 0.16 0.13 0.16 0.46 0.60 -0.27 -0.03
0.11 0.13 0.12 0.12 0.14 0.34 0.31 -0.19 -0.08
-0.39 -0.32 -0.29 -0.34 -0.31 -0.26 -0.26 0.50 0.06
-0.34 -0.20 -0.28 -0.31 -0.19 -0.22 -0.22 0.56 0.07
-0.28 -0.23 -0.26 -0.27 -0.20 -0.31 -0.29 0.59 0.12
-0.04 -0.16 -0.08 -0.11 0.06 -0.05 -0.05 0.19 0.63
-0.07 -0.15 -0.09 -0.12 0.03 0.01 0.03 0.21 0.58
-0.06 -0.17 -0.08 -0.15 0.04 -0.06 -0.05 0.23 0.60
0.02 0.07 0.02 -0.05 -0.03 -0.14 -0.05 0.01 -0.12
0.08 0.06 0.07 -0.02 0.02 0.03 0.03 -0.11 -0.26
-0.02 0.03 -0.04 -0.09 -0.08 -0.03 0.00 0.09 -0.13
0.31 0.39 0.28 0.30 0.18 0.21 0.23 -0.38 -0.10
0.89 0.40 0.49 0.36 0.64 0.39 0.52 -0.45 -0.03
0.90 0.46 0.52 0.39 0.63 0.34 0.42 -0.44 -0.12
0.79 0.33 0.40 0.33 0.49 0.31 0.26 -0.55 -0.09
0.41 0.88 0.53 0.43 0.32 0.25 0.22 -0.26 -0.08
0.46 0.90 0.50 0.46 0.34 0.24 0.25 -0.36 -0.14
0.31 0.78 0.47 0.35 0.16 0.12 0.23 -0.36 -0.15
0.48 0.56 0.81 0.39 0.37 0.23 0.25 -0.38 -0.10
0.46 0.51 0.90 0.33 0.42 0.28 0.27 -0.31 0.04
0.47 0.43 0.86 0.33 0.39 0.23 0.20 -0.30 0.02
0.36 0.46 0.38 0.84 0.35 0.20 0.22 -0.34 -0.07
0.36 0.44 0.38 0.83 0.36 0.19 0.20 -0.39 -0.11
0.32 0.31 0.29 0.83 0.31 0.17 0.22 -0.31 -0.16
0.32 0.37 0.28 0.76 0.29 0.17 0.20 -0.37 -0.21
0.58 0.22 0.36 0.30 0.90 0.47 0.40 -0.31 0.05

156



WDNC1
WDNF2
WDNC2
WPCS1
WPCS2
WPCS3
WPCC1
WPCC2
WPCC3
WMN1
WMN2
WMN3
WSA1
WSA2
WSA3
WLD1
WLD2
WLD3
WATO
JS1
JS2
JS3
JS4
JS5
OCA1
OCA2
OCA3
OCA4
OCA5
OCE1
OCE2
OCE3
OCmp1
OCmp2
OCmp3
OCmp4
Consc1
Consc2
Consc3
Consc4
Consc5
Consc6
Consc7
Consc8
Consc9
Consc10
EInt

WInt WATC WATA WSN WDN WPCS WPCC WMN WSA
0.63 0.30 0.42 0.30 0.93 0.52 0.39 -0.35 0.07
0.59 0.27 0.39 0.43 0.86 0.41 0.41 -0.38 -0.02
0.63 0.36 0.46 0.44 0.85 0.39 0.39 -0.43 -0.06
0.40 0.16 0.24 0.16 0.47 0.93 0.72 -0.31 0.04
0.40 0.19 0.22 0.19 0.49 0.92 0.67 -0.30 0.07
0.26 0.30 0.33 0.25 0.39 0.79 0.51 -0.21 0.04
0.44 0.25 0.24 0.23 0.42 0.71 0.93 -0.32 -0.02
0.43 0.26 0.28 0.25 0.41 0.63 0.93 -0.31 0.00
0.21 0.10 0.07 0.07 0.21 0.38 0.39 -0.15 0.01
-0.37 -0.30 -0.35 -0.42 -0.34 -0.27 -0.28 0.42 0.18
-0.56 -0.36 -0.38 -0.43 -0.39 -0.27 -0.31 0.94 0.23
-0.49 -0.35 -0.34 -0.38 -0.39 -0.32 -0.33 0.95 0.24
-0.09 -0.12 -0.03 -0.15 0.01 0.04 -0.02 0.23 0.97
-0.06 -0.13 -0.02 -0.13 0.03 0.08 0.02 0.24 0.93
-0.09 -0.15 0.01 -0.18 0.01 0.05 -0.03 0.25 0.96
-0.06 0.11 0.09 0.00 -0.01 -0.07 -0.05 0.01 -0.09
-0.06 -0.01 0.00 -0.03 -0.09 -0.16 -0.14 -0.01 -0.32
-0.11 0.02 -0.05 -0.03 -0.11 -0.13 -0.12 0.10 -0.16
0.48 0.65 0.58 0.49 0.38 0.24 0.27 -0.46 -0.15
0.01 0.03 0.02 0.02 0.00 0.22 0.16 -0.05 0.04
0.04 0.01 -0.02 0.05 -0.01 0.23 0.16 -0.11 0.04
-0.12 -0.05 -0.04 -0.03 -0.09 0.12 0.08 -0.03 0.05
-0.08 -0.04 -0.06 -0.06 -0.07 0.09 0.07 0.06 0.13
-0.07 -0.04 -0.06 -0.05 -0.04 0.09 0.08 0.03 0.03
-0.10 -0.05 -0.14 -0.04 -0.06 0.11 0.07 0.11 0.05
-0.12 -0.03 -0.07 -0.07 -0.07 0.03 -0.03 0.04 0.08
-0.03 0.05 0.06 0.03 -0.06 0.10 0.06 -0.03 0.03
-0.14 -0.03 -0.09 -0.06 -0.08 0.07 0.01 0.09 0.07
-0.12 0.05 -0.02 0.02 -0.16 0.03 0.01 0.05 0.04
-0.04 0.03 0.05 -0.04 -0.05 0.14 0.10 0.00 0.07
-0.15 -0.02 -0.03 -0.09 -0.18 0.05 0.05 0.01 0.06
-0.12 -0.08 -0.10 -0.03 -0.12 0.05 -0.01 0.03 -0.01
-0.03 0.03 -0.02 -0.01 -0.01 0.20 0.11 0.04 0.15
-0.03 0.01 -0.02 -0.02 -0.01 0.16 0.07 0.08 0.17
-0.05 0.02 -0.03 -0.03 -0.04 0.13 0.04 0.06 0.18
-0.07 0.00 -0.05 -0.05 -0.06 0.14 0.07 0.06 0.17
0.03 0.02 0.03 0.09 0.14 0.08 0.03 -0.03 0.00
-0.05 0.03 -0.09 0.03 -0.06 -0.03 -0.04 -0.11 -0.02
0.05 0.09 0.10 0.10 0.07 0.11 0.08 -0.08 -0.01
-0.05 -0.05 -0.06 0.11 0.01 0.07 0.07 -0.06 -0.07
-0.13 -0.04 -0.13 0.04 -0.03 0.01 -0.01 0.02 -0.03
-0.06 0.02 -0.07 0.03 -0.07 -0.01 -0.04 -0.07 -0.06
-0.08 -0.03 -0.06 0.01 -0.01 0.19 0.11 -0.05 -0.10
0.05 -0.05 -0.02 0.14 0.09 0.21 0.15 -0.14 -0.09
-0.07 0.01 -0.02 0.09 -0.03 0.05 0.00 -0.04 0.01
-0.05 -0.02 0.02 0.07 0.08 0.12 0.03 -0.02 0.05
0.40 0.27 0.34 0.31 0.34 0.24 0.22 -0.38 -0.08
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WInt
EATA
WATA
EATC
WATC
ESN
WSN
EDN
WDN
EPCS
WPCS
EPCC
WPCC
EMN
WMN
ESA
WSA
ELD
WLD
DATA
DATC
DSN
DDN
DPCS
DPCC

WInt WATC WATA WSN WDN WPCS WPCC WMN WSA
1.00 0.46 0.55 0.42 0.69 0.40 0.47 -0.55 -0.09
0.37 0.35 0.55 0.23 0.30 0.18 0.17 -0.27 -0.02
0.55 0.58 1.00 0.41 0.46 0.29 0.28 -0.38 -0.01
0.25 0.53 0.30 0.28 0.20 0.19 0.18 -0.26 -0.05
0.46 1.00 0.58 0.48 0.33 0.24 0.27 -0.38 -0.14
0.32 0.24 0.27 0.52 0.31 0.29 0.26 -0.42 -0.10
0.42 0.49 0.41 1.00 0.40 0.22 0.26 -0.43 -0.17
0.35 0.22 0.27 0.27 0.43 0.34 0.21 -0.32 0.01
0.68 0.32 0.46 0.41 1.00 0.50 0.45 -0.41 0.01
0.28 0.18 0.26 0.20 0.34 0.69 0.54 -0.31 0.08
0.40 0.24 0.29 0.22 0.51 1.00 0.72 -0.31 0.06
0.27 0.16 0.20 0.14 0.21 0.53 0.62 -0.28 0.00
0.47 0.27 0.28 0.26 0.44 0.72 1.00 -0.34 -0.01
-0.33 -0.23 -0.29 -0.31 -0.21 -0.29 -0.27 0.61 0.10
-0.55 -0.38 -0.38 -0.43 -0.41 -0.31 -0.34 1.00 0.25
-0.06 -0.17 -0.08 -0.14 0.05 -0.04 -0.03 0.22 0.64
-0.09 -0.14 -0.01 -0.16 0.02 0.06 -0.01 0.25 1.00
0.03 0.06 0.02 -0.06 -0.04 -0.06 0.00 0.00 -0.21
-0.10 0.05 0.01 -0.03 -0.09 -0.15 -0.13 0.04 -0.24
0.52 0.53 0.88 0.36 0.43 0.27 0.25 -0.37 -0.02
0.41 0.88 0.50 0.44 0.30 0.25 0.26 -0.36 -0.11
0.42 0.42 0.39 0.87 0.41 0.30 0.30 -0.49 -0.15
0.61 0.32 0.43 0.41 0.85 0.50 0.39 -0.44 0.01
0.37 0.23 0.30 0.23 0.46 0.92 0.68 -0.34 0.08
0.41 0.24 0.27 0.22 0.36 0.69 0.90 -0.35 -0.01
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EInt1
EInt2
EInt3
EATA1
EATA2
EATA3
EATC1
EATC2
EATC3
ESNF1
ESNC1
ESNF2
ESNC2
EDNF1
EDNC1
EDNF2
EDNC2
EPCS1
EPCS2
EPCS3
EPCC1
EPCC2
EPCC3
EMN1
EMN2
EMN3
ESA1
ESA2
ESA3
ELD1
ELD2
ELD3
EATO
WInt1
WInt2
WInt3
WATC1
WATC2
WATC3
WATA1
WATA2
WATA3
WSNF1
WSNC1
WSNF2
WSNC2
WDNF1

WLD JS OCA OCC OComp Consc DInt DATA DATC DSN
-0.07 -0.01 -0.02 -0.07 -0.02 0.06 0.75 0.39 0.29 0.39
-0.18 0.03 0.00 -0.09 -0.02 0.04 0.77 0.51 0.45 0.47
-0.18 0.01 -0.01 -0.04 0.04 0.07 0.63 0.38 0.35 0.39
-0.18 0.08 0.03 -0.10 0.08 -0.04 0.50 0.71 0.51 0.32
-0.15 0.04 -0.04 -0.07 0.05 -0.05 0.50 0.80 0.43 0.31
-0.04 0.00 -0.10 0.02 0.02 -0.06 0.34 0.70 0.33 0.21
-0.19 0.08 0.04 -0.04 0.12 0.05 0.34 0.38 0.76 0.32
-0.19 0.14 0.08 -0.09 0.11 0.03 0.41 0.43 0.80 0.37
-0.11 0.08 -0.04 -0.08 0.02 0.03 0.38 0.42 0.68 0.29
-0.09 0.11 0.02 -0.04 0.05 0.08 0.40 0.33 0.27 0.68
-0.11 0.07 0.03 -0.06 -0.03 0.12 0.46 0.34 0.27 0.72
-0.04 0.08 -0.05 -0.02 0.01 0.04 0.43 0.29 0.35 0.75
-0.02 0.08 -0.01 -0.01 -0.04 0.14 0.40 0.24 0.29 0.75
-0.18 0.02 0.02 0.01 0.09 0.07 0.53 0.30 0.24 0.34
-0.19 0.01 0.00 -0.02 0.01 0.14 0.52 0.31 0.28 0.34
-0.18 0.02 0.03 -0.01 0.01 0.08 0.56 0.38 0.30 0.42
-0.17 -0.02 0.03 -0.04 0.01 0.07 0.53 0.31 0.30 0.41
-0.13 0.22 0.17 -0.06 0.08 0.06 0.40 0.25 0.23 0.29
-0.16 0.19 0.14 -0.08 0.11 0.10 0.38 0.24 0.23 0.30
-0.02 0.25 0.05 -0.10 0.20 -0.01 0.24 0.29 0.28 0.33
-0.14 0.18 0.15 -0.04 0.02 0.05 0.38 0.24 0.28 0.26
-0.06 0.16 0.10 0.02 0.06 0.07 0.36 0.19 0.23 0.27
0.00 0.20 0.10 -0.02 0.13 0.10 0.16 0.12 0.21 0.20
0.13 -0.02 0.08 0.01 0.06 -0.11 -0.59 -0.40 -0.42 -0.51
0.18 -0.08 0.02 -0.05 -0.03 -0.06 -0.56 -0.38 -0.31 -0.45
0.08 -0.15 -0.02 0.02 -0.06 -0.09 -0.46 -0.31 -0.29 -0.41
-0.16 -0.13 -0.03 0.01 0.03 -0.09 -0.14 -0.09 -0.19 -0.18
-0.08 -0.09 -0.06 0.04 0.05 -0.12 -0.16 -0.09 -0.20 -0.18
-0.12 -0.12 -0.06 0.00 -0.03 -0.09 -0.17 -0.11 -0.21 -0.24
0.44 -0.07 -0.10 0.01 -0.11 0.01 0.04 0.04 0.07 -0.02
0.56 0.06 -0.08 -0.03 -0.08 0.01 0.04 0.02 0.02 -0.01
0.62 -0.02 0.01 0.01 -0.05 0.07 -0.07 -0.08 0.02 -0.07
-0.12 0.12 0.03 -0.03 0.10 0.04 0.50 0.51 0.56 0.42
-0.08 0.07 -0.03 -0.15 0.05 -0.06 0.74 0.47 0.35 0.36
-0.04 0.03 -0.18 -0.11 -0.09 -0.08 0.76 0.48 0.40 0.39
-0.14 -0.03 -0.14 -0.06 -0.09 -0.01 0.65 0.39 0.29 0.34
0.01 0.02 -0.03 -0.09 0.01 -0.01 0.37 0.45 0.77 0.35
0.04 0.03 -0.04 -0.17 0.03 -0.01 0.42 0.48 0.80 0.39
0.07 0.05 -0.05 -0.01 0.00 0.01 0.34 0.43 0.68 0.32
0.08 0.03 -0.07 -0.10 -0.04 -0.04 0.44 0.72 0.48 0.34
-0.05 0.06 -0.08 -0.23 0.06 -0.10 0.45 0.78 0.43 0.32
0.00 -0.03 -0.19 -0.10 -0.10 -0.09 0.48 0.76 0.39 0.34
-0.01 0.07 0.00 -0.08 0.06 -0.05 0.36 0.34 0.42 0.73
-0.01 -0.01 -0.04 -0.02 -0.04 -0.01 0.37 0.34 0.38 0.72
-0.03 0.03 -0.11 0.01 -0.01 0.13 0.35 0.26 0.29 0.72
-0.05 0.04 -0.07 0.01 -0.13 0.19 0.34 0.24 0.35 0.67
-0.12 0.03 -0.02 -0.08 0.01 -0.05 0.53 0.37 0.21 0.30
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WDNC1
WDNF2
WDNC2
WPCS1
WPCS2
WPCS3
WPCC1
WPCC2
WPCC3
WMN1
WMN2
WMN3
WSA1
WSA2
WSA3
WLD1
WLD2
WLD3
WATO
JS1
JS2
JS3
JS4
JS5
OCA1
OCA2
OCA3
OCA4
OCA5
OCE1
OCE2
OCE3
OCmp1
OCmp2
OCmp3
OCmp4
Consc1
Consc2
Consc3
Consc4
Consc5
Consc6
Consc7
Consc8
Consc9
Consc10
EInt

WLD JS OCA OCC OComp Consc DInt DATA DATC DSN
-0.08 0.02 -0.08 -0.16 0.03 -0.07 0.57 0.40 0.27 0.31
-0.07 0.01 -0.10 -0.09 -0.06 -0.02 0.52 0.36 0.26 0.44
-0.07 0.00 -0.08 -0.12 -0.09 0.00 0.55 0.40 0.33 0.45
-0.19 0.22 0.10 -0.09 0.13 0.03 0.37 0.23 0.17 0.23
-0.19 0.20 0.11 -0.08 0.19 0.01 0.37 0.20 0.22 0.25
-0.02 0.18 0.03 -0.09 0.13 -0.01 0.27 0.30 0.28 0.31
-0.15 0.17 0.05 -0.08 0.08 0.04 0.39 0.21 0.24 0.28
-0.10 0.15 0.01 -0.10 0.07 -0.04 0.38 0.26 0.25 0.28
-0.11 0.18 0.06 -0.10 0.13 0.13 0.14 0.12 0.14 0.07
-0.01 0.03 0.11 -0.02 0.07 -0.04 -0.36 -0.30 -0.23 -0.46
0.01 -0.06 0.12 0.03 0.08 -0.07 -0.56 -0.36 -0.34 -0.47
0.07 -0.09 0.08 0.04 0.03 -0.10 -0.49 -0.34 -0.35 -0.45
-0.24 0.00 0.08 -0.06 0.16 -0.03 -0.10 -0.02 -0.09 -0.13
-0.20 0.03 0.09 -0.08 0.13 -0.09 -0.08 -0.02 -0.11 -0.12
-0.25 0.00 0.06 -0.07 0.21 -0.08 -0.11 0.00 -0.13 -0.17
0.72 0.04 0.02 0.05 0.06 -0.17 -0.05 0.05 0.03 -0.03
0.82 -0.09 -0.15 0.06 -0.21 0.05 -0.12 -0.08 -0.11 -0.03
0.86 -0.03 -0.06 0.07 -0.06 -0.04 -0.19 -0.14 -0.11 -0.09
-0.02 0.03 -0.07 -0.08 -0.04 -0.03 0.48 0.56 0.57 0.45
-0.05 0.98 0.59 -0.04 0.38 0.07 0.01 0.04 0.08 0.06
-0.15 0.80 0.49 -0.02 0.33 0.10 0.05 0.00 0.07 0.11
-0.09 0.38 0.45 0.01 0.24 0.05 -0.10 -0.03 -0.01 0.00
-0.14 0.50 0.63 -0.02 0.39 -0.04 -0.06 -0.01 0.02 -0.03
-0.14 0.57 0.64 -0.11 0.29 0.01 -0.05 0.00 0.03 -0.01
-0.09 0.53 0.89 -0.05 0.31 0.02 -0.07 -0.11 -0.01 -0.01
-0.12 0.37 0.81 -0.09 0.28 0.00 -0.08 -0.06 0.00 -0.05
-0.08 0.44 0.41 0.11 0.23 0.13 0.01 0.05 0.10 0.10
0.01 0.39 0.79 -0.14 0.28 -0.07 -0.07 -0.06 0.00 -0.05
0.00 0.41 0.44 0.10 0.22 0.01 -0.08 -0.02 0.07 0.06
-0.05 0.55 0.54 -0.37 0.32 0.02 -0.01 0.06 0.05 0.01
-0.04 0.45 0.50 0.06 0.34 -0.02 -0.13 -0.04 -0.02 -0.07
0.05 0.41 0.32 0.59 0.29 0.16 -0.08 -0.05 -0.04 0.01
-0.10 0.31 0.32 0.08 0.95 0.04 -0.03 0.03 0.08 -0.01
-0.05 0.33 0.31 0.02 0.95 0.03 -0.01 0.02 0.06 -0.03
-0.08 0.32 0.34 0.01 0.95 0.09 -0.03 0.01 0.06 -0.03
-0.12 0.33 0.37 0.07 0.95 0.05 -0.04 0.01 0.05 -0.03
0.01 0.13 0.06 -0.03 0.00 0.27 0.05 0.02 0.04 0.07
-0.09 0.07 0.00 0.13 0.05 0.82 0.03 -0.07 0.06 0.07
0.00 0.13 0.05 -0.01 0.08 0.08 0.07 0.10 0.11 0.12
-0.05 0.12 0.03 0.02 0.07 0.84 -0.01 -0.07 -0.03 0.15
0.03 0.07 0.13 0.06 -0.05 0.31 -0.05 -0.09 0.01 0.07
-0.01 0.05 -0.07 0.14 0.01 0.79 -0.02 -0.06 0.04 0.04
-0.07 0.24 0.13 -0.01 0.10 0.45 -0.02 -0.04 0.03 0.09
-0.10 0.20 0.17 0.03 0.03 0.42 0.09 0.00 0.02 0.20
-0.07 0.15 0.16 0.06 0.02 0.33 0.02 -0.04 0.02 0.13
-0.05 0.18 0.13 -0.03 0.04 0.24 0.07 0.03 0.02 0.16
-0.16 0.01 -0.01 -0.08 0.00 0.06 0.84 0.49 0.42 0.48
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WInt
EATA
WATA
EATC
WATC
ESN
WSN
EDN
WDN
EPCS
WPCS
EPCC
WPCC
EMN
WMN
ESA
WSA
ELD
WLD
DATA
DATC
DSN
DDN
DPCS
DPCC

WLD JS OCA OCC OComp Consc DInt DATA DATC DSN
-0.10 0.03 -0.14 -0.13 -0.04 -0.06 0.83 0.52 0.41 0.42
-0.15 0.05 -0.04 -0.06 0.06 -0.06 0.54 0.88 0.51 0.34
0.01 0.03 -0.13 -0.17 -0.03 -0.09 0.53 0.88 0.50 0.39
-0.20 0.12 0.04 -0.08 0.10 0.05 0.43 0.47 0.87 0.38
0.04 0.04 -0.05 -0.11 0.02 -0.01 0.44 0.53 0.88 0.41
-0.08 0.10 0.00 -0.04 0.00 0.11 0.51 0.36 0.35 0.87
-0.03 0.04 -0.07 -0.02 -0.04 0.08 0.43 0.36 0.44 0.87
-0.20 0.01 0.02 -0.02 0.03 0.10 0.61 0.38 0.32 0.43
-0.09 0.02 -0.08 -0.13 -0.03 -0.04 0.61 0.43 0.30 0.42
-0.12 0.25 0.15 -0.09 0.15 0.07 0.41 0.30 0.29 0.35
-0.15 0.23 0.09 -0.10 0.17 0.01 0.39 0.27 0.25 0.30
-0.11 0.18 0.14 -0.01 0.04 0.07 0.40 0.23 0.27 0.28
-0.13 0.17 0.03 -0.10 0.08 0.00 0.41 0.25 0.26 0.30
0.14 -0.12 0.00 -0.02 -0.05 -0.08 -0.54 -0.37 -0.32 -0.46
0.05 -0.08 0.10 0.04 0.06 -0.09 -0.56 -0.37 -0.36 -0.49
-0.13 -0.12 -0.05 0.02 0.02 -0.11 -0.17 -0.10 -0.21 -0.21
-0.24 0.01 0.08 -0.07 0.17 -0.07 -0.10 -0.02 -0.11 -0.15
0.68 -0.01 -0.07 -0.01 -0.10 0.04 0.00 -0.01 0.05 -0.04
1.00 -0.04 -0.09 0.08 -0.09 -0.06 -0.15 -0.07 -0.08 -0.06
-0.08 0.04 -0.10 -0.13 0.02 -0.08 0.61 1.00 0.57 0.41
-0.09 0.09 0.00 -0.11 0.07 0.02 0.50 0.57 1.00 0.45
-0.06 0.08 -0.04 -0.04 -0.02 0.11 0.54 0.41 0.46 1.00
-0.18 0.02 -0.03 -0.08 0.00 0.04 0.73 0.48 0.37 0.51
-0.15 0.26 0.13 -0.10 0.17 0.04 0.43 0.31 0.29 0.35
-0.14 0.20 0.09 -0.06 0.07 0.04 0.45 0.27 0.30 0.32
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EInt1
EInt2
EInt3
EATA1
EATA2
EATA3
EATC1
EATC2
EATC3
ESNF1
ESNC1
ESNF2
ESNC2
EDNF1
EDNC1
EDNF2
EDNC2
EPCS1
EPCS2
EPCS3
EPCC1
EPCC2
EPCC3
EMN1
EMN2
EMN3
ESA1
ESA2
ESA3
ELD1
ELD2
ELD3
EATO
WInt1
WInt2
WInt3
WATC1
WATC2
WATC3
WATA1
WATA2
WATA3
WSNF1
WSNC1
WSNF2
WSNC2
WDNF1

DDN DPCS DPCC DMN DSA DLD Attit SocInfl PBC
0.50 0.31 0.34 -0.46 -0.13 -0.01 0.39 0.53 0.35
0.59 0.30 0.28 -0.47 -0.16 -0.10 0.54 0.62 0.30
0.46 0.29 0.26 -0.44 -0.13 -0.16 0.41 0.49 0.29
0.35 0.24 0.24 -0.37 -0.06 -0.13 0.72 0.38 0.25
0.41 0.23 0.20 -0.32 -0.07 -0.10 0.76 0.43 0.23
0.27 0.15 0.07 -0.19 -0.02 -0.02 0.65 0.29 0.11
0.26 0.23 0.21 -0.24 -0.07 -0.13 0.56 0.31 0.23
0.31 0.26 0.25 -0.29 -0.17 -0.11 0.60 0.36 0.27
0.28 0.24 0.25 -0.32 -0.13 0.00 0.56 0.32 0.26
0.39 0.30 0.23 -0.39 -0.10 -0.06 0.34 0.53 0.27
0.44 0.34 0.29 -0.49 -0.17 -0.07 0.35 0.58 0.33
0.40 0.33 0.30 -0.37 -0.12 0.00 0.35 0.55 0.33
0.36 0.31 0.31 -0.42 -0.19 -0.01 0.28 0.52 0.33
0.74 0.44 0.30 -0.37 -0.02 -0.13 0.31 0.70 0.38
0.71 0.47 0.32 -0.37 -0.02 -0.15 0.33 0.68 0.40
0.76 0.34 0.31 -0.40 -0.10 -0.13 0.40 0.74 0.34
0.72 0.36 0.28 -0.44 -0.04 -0.12 0.34 0.71 0.33
0.44 0.84 0.74 -0.41 -0.04 -0.06 0.27 0.45 0.82
0.48 0.82 0.65 -0.33 0.01 -0.09 0.26 0.48 0.76
0.35 0.68 0.45 -0.25 -0.01 0.03 0.32 0.38 0.57
0.38 0.72 0.82 -0.34 -0.05 -0.05 0.28 0.39 0.83
0.32 0.60 0.85 -0.37 -0.09 0.02 0.22 0.34 0.80
0.19 0.41 0.40 -0.23 -0.17 0.02 0.17 0.22 0.43
-0.50 -0.34 -0.34 0.59 0.12 0.14 -0.45 -0.56 -0.36
-0.40 -0.30 -0.31 0.83 0.15 0.17 -0.39 -0.46 -0.33
-0.38 -0.38 -0.39 0.85 0.24 0.07 -0.34 -0.44 -0.41
-0.02 -0.09 -0.11 0.25 0.86 -0.24 -0.13 -0.07 -0.11
-0.05 -0.04 -0.05 0.25 0.84 -0.16 -0.14 -0.09 -0.05
-0.04 -0.11 -0.11 0.29 0.86 -0.21 -0.16 -0.11 -0.11
-0.04 -0.09 0.02 0.09 -0.12 0.64 0.06 -0.04 -0.02
-0.02 0.02 0.03 -0.08 -0.31 0.73 0.02 -0.02 0.03
-0.11 0.02 0.04 0.12 -0.18 0.81 -0.05 -0.11 0.04
0.35 0.29 0.31 -0.48 -0.18 -0.08 0.58 0.41 0.32
0.54 0.37 0.44 -0.41 -0.04 -0.01 0.48 0.55 0.44
0.56 0.30 0.36 -0.38 -0.11 0.03 0.50 0.57 0.36
0.48 0.29 0.25 -0.49 -0.06 -0.12 0.40 0.49 0.28
0.30 0.24 0.22 -0.22 -0.10 0.04 0.61 0.35 0.24
0.29 0.21 0.19 -0.30 -0.17 0.05 0.64 0.36 0.21
0.23 0.13 0.22 -0.36 -0.17 0.07 0.56 0.29 0.19
0.34 0.25 0.25 -0.35 -0.13 0.09 0.71 0.38 0.26
0.39 0.27 0.24 -0.30 0.00 -0.03 0.74 0.41 0.27
0.38 0.24 0.20 -0.31 -0.01 -0.01 0.71 0.41 0.23
0.36 0.20 0.19 -0.34 -0.08 -0.02 0.40 0.52 0.20
0.37 0.19 0.17 -0.39 -0.14 -0.03 0.39 0.52 0.19
0.31 0.18 0.19 -0.28 -0.14 -0.04 0.30 0.47 0.20
0.27 0.17 0.17 -0.36 -0.21 -0.08 0.30 0.43 0.18
0.76 0.42 0.33 -0.27 0.07 -0.09 0.35 0.71 0.39
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WDNC1
WDNF2
WDNC2
WPCS1
WPCS2
WPCS3
WPCC1
WPCC2
WPCC3
WMN1
WMN2
WMN3
WSA1
WSA2
WSA3
WLD1
WLD2
WLD3
WATO
JS1
JS2
JS3
JS4
JS5
OCA1
OCA2
OCA3
OCA4
OCA5
OCE1
OCE2
OCE3
OCmp1
OCmp2
OCmp3
OCmp4
Consc1
Consc2
Consc3
Consc4
Consc5
Consc6
Consc7
Consc8
Consc9
Consc10
EInt

DDN DPCS DPCC DMN DSA DLD Attit SocInfl PBC
0.78 0.47 0.32 -0.30 0.08 -0.06 0.40 0.73 0.40
0.72 0.36 0.34 -0.32 0.00 -0.06 0.37 0.72 0.37
0.72 0.36 0.31 -0.36 -0.04 -0.06 0.42 0.72 0.35
0.44 0.86 0.69 -0.33 0.00 -0.14 0.23 0.43 0.80
0.48 0.84 0.64 -0.30 0.04 -0.13 0.22 0.46 0.76
0.40 0.74 0.50 -0.24 0.00 -0.03 0.32 0.42 0.62
0.37 0.68 0.84 -0.33 -0.03 -0.08 0.24 0.39 0.82
0.35 0.59 0.83 -0.31 -0.01 -0.05 0.28 0.37 0.78
0.16 0.35 0.36 -0.17 -0.02 -0.07 0.14 0.16 0.38
-0.35 -0.26 -0.24 0.40 0.17 0.02 -0.31 -0.42 -0.26
-0.41 -0.31 -0.33 0.83 0.24 -0.02 -0.39 -0.48 -0.34
-0.41 -0.32 -0.33 0.87 0.25 0.06 -0.38 -0.47 -0.34
0.02 0.07 -0.01 0.19 0.87 -0.24 -0.05 -0.03 0.02
0.03 0.11 0.04 0.17 0.84 -0.19 -0.06 -0.02 0.07
-0.01 0.05 -0.03 0.20 0.87 -0.26 -0.05 -0.06 0.00
-0.04 -0.04 -0.04 0.04 -0.08 0.63 0.05 -0.04 -0.04
-0.15 -0.15 -0.12 0.05 -0.27 0.75 -0.10 -0.13 -0.14
-0.22 -0.15 -0.16 0.14 -0.14 0.82 -0.14 -0.20 -0.16
0.38 0.23 0.26 -0.48 -0.17 -0.04 0.63 0.45 0.26
0.00 0.25 0.19 -0.09 -0.03 -0.03 0.05 0.02 0.23
0.05 0.25 0.20 -0.13 -0.02 -0.12 0.03 0.07 0.23
-0.06 0.15 0.11 -0.06 0.02 -0.12 -0.03 -0.05 0.13
-0.03 0.11 0.11 0.01 0.07 -0.11 0.00 -0.03 0.12
-0.02 0.12 0.11 -0.01 -0.02 -0.14 0.02 -0.02 0.12
-0.03 0.14 0.12 0.07 0.01 -0.09 -0.08 -0.02 0.13
-0.04 0.05 0.02 0.01 0.02 -0.13 -0.05 -0.05 0.04
-0.02 0.13 0.10 -0.08 -0.01 -0.04 0.08 0.01 0.12
-0.02 0.11 0.07 0.05 0.01 0.02 -0.05 -0.04 0.09
-0.12 0.07 0.07 0.01 -0.01 0.00 0.01 -0.08 0.07
-0.02 0.18 0.14 -0.02 0.00 -0.01 0.06 -0.01 0.17
-0.13 0.06 0.08 0.00 0.03 -0.07 -0.03 -0.13 0.08
-0.05 0.08 0.07 -0.01 -0.04 0.06 -0.06 -0.04 0.08
0.01 0.20 0.10 -0.01 0.07 -0.10 0.05 0.01 0.14
0.02 0.17 0.06 0.03 0.11 -0.05 0.03 0.00 0.11
-0.02 0.12 0.04 0.01 0.13 -0.10 0.03 -0.02 0.07
-0.03 0.14 0.05 0.01 0.11 -0.15 0.03 -0.03 0.09
0.16 0.10 0.04 -0.03 -0.01 0.03 0.03 0.15 0.07
0.02 -0.01 0.00 -0.12 -0.07 -0.06 -0.03 0.04 0.00
0.10 0.11 0.08 -0.09 -0.07 0.03 0.12 0.12 0.10
0.06 0.09 0.07 -0.07 -0.09 0.00 -0.07 0.10 0.08
0.00 0.02 0.02 0.00 -0.01 -0.01 -0.06 0.02 0.02
0.00 0.02 0.02 -0.04 -0.09 0.03 -0.03 0.01 0.02
0.06 0.18 0.09 -0.07 -0.11 -0.05 -0.02 0.08 0.13
0.15 0.24 0.18 -0.17 -0.13 -0.08 0.01 0.18 0.21
0.08 0.07 0.04 -0.09 0.02 -0.08 -0.02 0.10 0.05
0.17 0.15 0.03 -0.06 0.07 -0.05 0.03 0.19 0.08
0.60 0.35 0.35 -0.53 -0.16 -0.10 0.52 0.64 0.37
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WInt
EATA
WATA
EATC
WATC
ESN
WSN
EDN
WDN
EPCS
WPCS
EPCC
WPCC
EMN
WMN
ESA
WSA
ELD
WLD
DATA
DATC
DSN
DDN
DPCS
DPCC

DDN DPCS DPCC DMN DSA DLD Attit SocInfl PBC
0.61 0.37 0.41 -0.49 -0.08 -0.03 0.54 0.62 0.42
0.41 0.25 0.21 -0.35 -0.06 -0.10 0.85 0.44 0.24
0.43 0.30 0.27 -0.37 -0.05 0.02 0.84 0.47 0.30
0.33 0.28 0.28 -0.33 -0.14 -0.10 0.67 0.38 0.30
0.32 0.23 0.24 -0.34 -0.17 0.06 0.71 0.39 0.25
0.48 0.38 0.34 -0.50 -0.17 -0.05 0.40 0.66 0.38
0.40 0.23 0.22 -0.42 -0.17 -0.06 0.43 0.60 0.24
0.84 0.46 0.35 -0.46 -0.05 -0.15 0.40 0.81 0.42
0.84 0.45 0.37 -0.35 0.03 -0.07 0.43 0.81 0.42
0.50 0.92 0.73 -0.39 -0.02 -0.05 0.33 0.51 0.85
0.50 0.92 0.69 -0.33 0.02 -0.11 0.29 0.49 0.83
0.38 0.71 0.90 -0.38 -0.08 -0.02 0.27 0.39 0.88
0.39 0.68 0.90 -0.34 -0.02 -0.07 0.28 0.41 0.86
-0.42 -0.37 -0.38 0.90 0.21 0.13 -0.40 -0.48 -0.39
-0.44 -0.34 -0.35 0.90 0.26 0.02 -0.41 -0.50 -0.36
-0.04 -0.08 -0.10 0.28 0.90 -0.21 -0.15 -0.10 -0.10
0.01 0.08 0.00 0.19 0.90 -0.24 -0.05 -0.04 0.03
-0.07 -0.02 0.04 0.05 -0.26 0.91 0.01 -0.07 0.02
-0.17 -0.15 -0.13 0.10 -0.20 0.91 -0.09 -0.16 -0.15
0.48 0.31 0.27 -0.41 -0.06 -0.05 0.96 0.51 0.30
0.37 0.29 0.30 -0.38 -0.18 -0.02 0.78 0.44 0.31
0.51 0.35 0.32 -0.53 -0.20 -0.06 0.47 0.72 0.35
1.00 0.54 0.42 -0.48 -0.01 -0.13 0.49 0.96 0.50
0.54 1.00 0.77 -0.39 0.00 -0.09 0.34 0.55 0.91
0.42 0.77 1.00 -0.40 -0.05 -0.05 0.31 0.44 0.97
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APPENDIX C 
 
 

COMPOSITE RELIABILITY 
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Principal Construct Internal Consistency Cronbach’s Alpha AVE 

EINT 0.893 0.82 0.737 
EATA 0.875 0.78 0.70 
EATI 0.893 0.82 0.737 
EDN 0.926 0.88 0.757 
ESN 0.899 0.84 0.69 
EPCS 0.886 0.80 0.724 
EPCC 0.859 0.75 0.674 
EMN 0.93 0.81 0.869 
ESA 0.962 0.94 0.895 
ELD 0.843 0.71 0.642 
WINT 0.894 0.82 0.739 
WATF 0.889 0.80 0.728 
WATI 0.892 0.81 0.733 
WDN 0.936 0.90 0.786 
WSN 0.888 0.83 0.664 
WPCS 0.913 0.85 0.779 
WPCC 0.852 0.73 0.663 
WMN 0.942 0.76 0.891 
WSA 0.968 0.95 0.911 
WLD 0.845 0.72 0.645 
JS 0.919 0.85 0.739 
OCA 0.855 0.79 0.597 
SECCOMP 0.981 0.91 0.946 
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APPENDIX D 
 
 

CORRELATION MATIX AND AVE EXTRACTED 



 

 

 EINT EATA EATI EDN ESN EPCS EPCC EMN ESA ELD 
EINT 0.86                   
EATA 0.53* 0.84                 
EATI 0.48* 0.54* 0.86               
EDN 0.68* 0.39* 0.35* 0.87             
ESN 0.53* 0.36* 0.38* 0.49* 0.83           
EPCS 0.40* 0.28* 0.33* 0.51* 0.42* 0.85         
EPCC 0.38* 0.19* 0.34* 0.41* 0.36* 0.77* 0.82       
EMN -0.58* -0.37* -0.33* -0.50* -0.49* -0.39* -0.40* 0.93     
ESA -0.22* -0.09  -0.21* -0.11  -0.22* -0.12  -0.20* 0.28* 0.95   
ELD -0.03  -0.04  0.01  -0.08  -0.01  0.02  0.07  0.10  -0.25* 0.80 
WINT 0.39* 0.37* 0.24* 0.34* 0.31* 0.27* 0.25* -0.32* -0.05  0.04  
WATF 0.34* 0.55* 0.29* 0.27* 0.27* 0.26* 0.20* -0.29* -0.08  0.02  
WATI 0.27* 0.35* 0.53* 0.21* 0.24* 0.18* 0.17* -0.23* -0.16* 0.07  
WDN 0.34* 0.30* 0.20* 0.42* 0.32* 0.33* 0.22* -0.21* 0.04  -0.04  
WSN 0.30* 0.23* 0.28* 0.26* 0.51* 0.20* 0.15* -0.32* -0.14* -0.07  
WPCS 0.24* 0.18* 0.19* 0.34* 0.29* 0.69* 0.55* -0.29* -0.04  -0.06  
WPCC 0.19* 0.19* 0.19* 0.19* 0.23* 0.52* 0.60* -0.27* -0.02  0.00  
WMN -0.38* -0.27* -0.26* -0.32* -0.42* -0.31* -0.30* 0.61* 0.22* 0.00  
WSA -0.08  -0.02  -0.05  0.02  -0.09  0.09  -0.02  0.09  0.62* -0.21* 
WLD -0.17* -0.15* -0.20* -0.21* -0.08  -0.13* -0.09  0.14* -0.12  0.68* 
JS 0.00  0.05  0.11  0.04  0.06  0.20* 0.21* -0.09  -0.07  -0.07  
OCA -0.01  -0.04  0.05  0.01  0.02  0.15* 0.16* -0.02  -0.07  -0.06  
OCMP -0.01  0.06  0.09  0.02  -0.01  0.13* 0.07  -0.04  0.04  -0.09  
SECCOM 0.07  0.01  0.01  0.09  0.11  0.13* 0.11  -0.04  0.02  0.05  
SECTRAIN 0.07  0.04  0.11  0.07  0.04  0.13* 0.13* 0.02  0.07  0.08  
           
Note: * denotes significance at p<0.1 The diagonal element represent the square root of AVE 
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 WINT WATF WATI WDN WSN WPCS WPCC WMN WSA 
EINT                   
EATA                   
EATI                   
EDN                   
ESN                   
EPCS                   
EPCC                   
EMN                   
ESA                   
ELD                   
WINT 0.86                 
WATF 0.55* 0.85               
WATI 0.46* 0.58* 0.86             
WDN 0.68* 0.46* 0.32* 0.89           
WSN 0.42* 0.41* 0.49* 0.41* 0.81         
WPCS 0.39* 0.29* 0.24* 0.5* 0.22* 0.88       
WPCC 0.46* 0.26* 0.26* 0.44* 0.24* 0.71* 0.81     
WMN -0.55* -0.38* -0.38* -0.41* -0.43* -0.31* -0.33* 0.94   
WSA -0.09  -0.01  -0.14* 0.01  -0.17* 0.07  -0.01  0.25* 0.95 
WLD -0.09  0.01  0.05  -0.09  -0.03  -0.16* -0.13* 0.05  -0.24* 
JS -0.02  -0.03  -0.01  -0.04  -0.01  0.18* 0.18* -0.02  0.07  
OCA -0.16* -0.11  -0.03  -0.11  -0.06  0.08  0.02  0.09  0.09  
OCMP -0.04  -0.03  0.02  -0.03  -0.04  0.16* 0.11  0.06  0.17* 
SECCOM 0.09  0.06  0.08  0.11  0.07  0.15* 0.23* -0.01  -0.01  
SECTRAIN 0.07  0.12  0.13* 0.04  0.03  0.12  0.14* 0  0.09  
          
Note: * denotes significance at p<0.1 The diagonal element represent the square root of AVE 
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 WLD JS OCA OCMP SECCOM SECTRAIN 
EINT             
EATA             
EATI             
EDN             
ESN             
EPCS             
EPCC             
EMN             
ESA             
ELD             
WINT             
WATF             
WATI             
WDN             
WSN             
WPCS             
WPCC             
WMN             
WSA             
WLD 0.8           
JS -0.13* 0.86         
OCA -0.07  0.67* 0.77       
OCMP -0.09  0.41* 0.35* 0.95     
SECCOM 0.03  0.14* 0.02  0.03  0.97   
SECTRAIN 0.01  0.21* 0.13* 0.12  0.62* 0.72 
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Second Order 

 DPASTBEH DINT DATI DATF DDN DSN DMN DLD DSA DPCS DPCC 
DPASTBEH 0.92                     
DINT 0.46* 0.83                   
DATI 0.42* 0.5* 0.88                 
DATF 0.45* 0.61* 0.57* 0.88               
DDN 0.42* 0.73* 0.37* 0.48* 0.84             
DSN 0.32* 0.54* 0.46* 0.41* 0.51* 0.87           
DMN -0.37* -0.61* -0.38* -0.41* -0.48* -0.53* 0.9         
DLD -0.03  -0.09  -0.03  -0.05  -0.14* -0.06  0.09  0.91       
DSA -0.13* -0.15* -0.18* -0.06  -0.01  -0.2* 0.26* -0.24* 0.9     
DPCS 0.53* 0.43* 0.29* 0.31* 0.54* 0.35* -0.39* -0.11  0  0.92   
DPCC 0.43* 0.43* 0.31* 0.27* 0.41* 0.31* -0.4* -0.07  -0.08  0.77* 0.9 
            
Note: * denotes significance at p<0.1 The diagonal element represent the square root of AVE 

 

 

Third Order 

     
 ATTITUDE SOCINFL PBC DINT 
ATTITUDE 0.89       
SOCINFL 0.56* 0.87     
PBC 0.35* 0.5* 0.94   
DINT 0.62* 0.73* 0.45* 0.83 

 

Note: * denotes significance at p<0.1 The diagonal element represent the square root of AVE 
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APPENDIX E 
 
 

SOCIAL DESIRABILITY SCORING ALGORITHM 
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Scoring Algorithm 
 

Please read each statement carefully and circle the choice that best describes you: 
SD1: I like to gossip all times (False) 
SD2: There have been occasions when I took advantage of someone (False) 
SD3: I am always willing to admit it when I make mistakes (True) 
SD4: I always try to practice what I preach (True) 
SD5:  I sometimes try to get even rather that forgive and forget (False) 
SD6: At times I have really insisted on having things my own way (False) 
SD7: There have been occasions when I felt like smashing things (False) 
SD8:  I never resent being asked to return a favor (True) 
SD9:  I have never been irked when people expressed ideas very different from my own 
(True) 
SD10: I have never deliberately said something that hurt someone’s feelings (True) 
 
 
For each question, if the subject gives the response that matches the response given 
above (i.e., True=True or False=False), assign a score of 1. For each discordant 
response (i.e., the subject gives a True instead of False or vice-versa), assign a score of 
0. 
Finally, add the scores for all the questions to get the Overall Social Desirability score 
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